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CIIMCOK NPUHATBIX COKPAIEHUHU

AC — aBTOMaTH3MpOBaHHas cucTeMa (00paboTKH HHPOPMAIUH);

BJ1 — 6a3a gaHHBIX;

Wb — undopmManmonHas 0€301macHOCTb;

NC — undopManmoHHas cucTeMa,

UT — undopmanioHHbIE TEXHOIOTHH;

JIK — Jla6oparopus Kacniepckoro;

M3 — mexceTeBOH 3KpaH;

HCJl — HecaHKImOHNUPOBAaHHBIN IOCTYTI,

OO — 00BEKT OLIEHKH,

OC — omnepaliioHHAas CUCTEMA;

IO — nporpammHoOe obecrneyeHue;

C3U — cpencTBo 3amuThl THPOPMAIIHH;

CMMUB — cucrema MeHeIKMEHTa HHPOPMAIIMOHHON 0€30TaCHOCTH;

COb — cToMKOoCTh (hyHKINHU O0€30MaCHOCTH;

HC — uentp ceprudukanuy,

OUIT — snexTpoHHas TUPPOBast MOIIHCE;

ACL (Access Control List) — criiucok ynpaBieHus: JOCTYIIOM;

AH (Authentication Header) — npotokosn ayreHTHGUIUPYOMIETo 3aro-
JIOBKa;

CA (Certification Authority) — uenTp cepTubHKALMK WA YAOCTOBEPSIO-

LU LEHTP;

CBC (Cipher Block Chaining) — cuerutenune 610okoB mudpa (pexum pa-
6ot mudpa DES);

CFB (Cipher FeedBack) — obpathas cBs3p mo mudprercty (pexum pa-
6otsl mudpa DES);

CRL (Certificate Revocation List) — crmucok 0TO3BaHHBIX CEPTU(HHUKATOB;
ECB (Electronic Code Book) — anekrpoHHast KooBast KHHTa (PEKUM pa-
6otsl mmdpa DES);

ESP (Encapsulating Security Payload) — mpotokon HHKancyimupyromei
3aIUTHI JaHHbIX;
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ICV (Integrity Check Value) — 3HadyeHne KOHTPOJIS IETOCTHOCTH;

MAC (Message Authentication Code) — xoj ayreHTuduKanuu coobiie-
HUIi, IMHTOBCTaBKa;

OFB (Output FeedBack) — obparnas cBsi3b 1m0 BbIxoay (pekum pabOThI
mmgpa DES);

PKI (Public Key Infrastructure) — undpacTpyKTypa OTKPBITHIX KIIOUCH;
SA (Security Association) — KOHTEKCT 3aIlWThl WM accouuanus 0e3-
OTACHOCTH;

SPI (Security Parameter Index) — uHmekc mapamMeTpoB 3amUThHI.



BBEJIEHHME

CoBpeMEHHBII CIIENUANUCT B 00JaCTH MHPOPMAIIMOHHBIX TEXHOJIO-
THid JOJDKCH 00JIafaTh 3HAHUSME W HaBBIKAMH OOecIiedeHHs] HHPOpPMAIU-
oHHOI Oe3omacHOCTH. CBSI3aHO 3TO C TeM, YTO B MHPOPMAIIMOHHBIX CH-
cTeMax MPeINpUsITU U OpraHu3aLui XpaHUTCS U 00padaThIBaeTCs KPUTH-
YeCKH BaKHas WH(popMauus, HapylleHHe KOH(QUACHIINAIbHOCTH, IIETIOCT-
HOCTH WJIM TOCTYITHOCTH KOTOPOI MOXKET MPUBECTH K HEXKENaTEIbHBIM I10-
cnencteusiM. ITloaToMy Bompocam obOecriedeHus HHPOpPMALUOHHON 0e3-
OTIACHOCTH JIOJDKHO YIEJIATHCSI BHUMAaHUE Ha BCEX JTamax pa3padOTKU U
9KCIUTyaTallny HH()OPMAITMOHHBIX CHCTEM.

B nmanHOM mocobuu U3N0keH MaTepuan yueOHO! JUCIHILTHHBI «Oc-
HOBBI MH(GOPMAIIMOHHOM 0€30MaCHOCTUY», B XOA€ U3YYEHUS KOTOPOH ciy-
[IaTeNN TOIY4YaloT 0a30BBIC 3HAHUS O TEOPUH 3alIUTH WHPOPMAIUH, Me-
TOJIaX W cpelcTBax obecneueHuss nH(HOPMAITMOHHON 0e30MacHOCTH, a TaK-
)K€ MPAKTUYECKHE HABBIKM OpPTraHU3allui 3aIlUThl WH(OPMAIIMOHHBIX CH-
cteM. [TocoOue BkitouaeT B cebs MATH pa3ieioB.

B pazmene 1 «TeopeTnueckre OCHOBHI 3aIIUTHI MH(POPMAIHN» BBO-
IsTcss 0a30BBIC TOHATHSI, CBSI3aHHBIE ¢ O0ecIiedueHreM HH()OPMAIIHOHHOM
0€30IacHOCTH, PacCMaTPUBAIOTCSI OCHOBHBIE YTPO3bI O€30IaCHOCTH U Me-
pHl IPOTHBOACHCTBUS UM. Tarke nenaercs 0030p (GOpMaNBbHBIX MOJENEH
0€30MacHOCTH ¥ COBPEMEHHBIX CTaHIapTOB B 3TOH 00JacTH.

Paznen 2 «OcHOBBI kpunTorpaduuy BKIIOYAECT OMHUCAHHUE OCHOBHBIX
noHsATHH kpunrorpaduun. Takxke u3ydaroTcs Hanboee pacpoCTpaHCHHEIE
ITOPUTMBI CHMMETPHYHOTO U aCHMMETPHYIHOTO Mu(ppoBaHms, GopMupo-
BaHUS JAMJKECTOB COOONICHUH € MOMOIIbIO X3MI-(YHKIMHA, MPOLIECC CO-
3naHus HHPPACTPyKTypbl OTKpBIThIX Kiroueit (PKI).

B pazpene 3 «3ammra uadopmarnmu B IP-ceTsx» paccmarpuBarotces
MIPOTOKOJBI KPUNTOTPaUIECKON 3aIIUTHl JAHHBIX, MEpeIaBaeMbIX O Te-
JIEKOMMYHHKAIIMOHHBIM CETSAM, UCIIOJIB3YIOIUM CTEK mpoTokosios TCP/IP,
HCTIOJIB30BAHNE MEXCETEBBIX AKPAHOB IS 3AIIUTHI CETCH.



B pazgene 4 paccmaTpuBaroTCsi COBpEMEHHBIE METOJUKH aHAU3a U
VIIpaBIICHHUS PUCKAMHU, CBI3aHHBIMH C HHPOPMAIIMOHHON 0€30IMacHOCTHIO.

B pasnerne 5 nmpuBeneHs! onrcaHus 1a00paToOpHBIX PadoT.

[TocoOune MOKET UCTIONIB30BATHCS B CHCTEMax MOBBIMICHUS KBaIH(H-
Kalli B paMKax OOpa3oBaTENbHOW MPOrpaMMBl JOIOIHUTEIBHOTO IPO-
(eccuonanpHOTO 00pazoBanus «MHpOpMaTHKa W BEIYUCITUTEIBHAS TCXHH-
ka». Taxke OHO MOXET OBITh IOJIE3HO MIMPOKOMY KPYTY CIICIIHAIIIICTOB B
001acTH MHPOPMAIIMOHHBIX TEXHOJIOTHH.



1. TEOPETUYECKHME OCHOBbI MTHOOPMALIMOHHOUN
BE30ITACHOCTHA

1.1. BA3OBBIE IIOHATHUSA

Haunem mu3y4yeHne DUCLUILIUHBI C ONpEeNeHUs psifa 0a30BbIX IO-
HATHH.

Unpopmayus — 310 CBeNeHHS O JNUIAX, peaMeTaX, Gpakrax, coObI-
THUSX, SBICHUSX M MPOIECcCaX HE3aBHCHMO OT (DOPMBI UX MPEACTABICHIUS.
Wudopmarus MOXKET CyIIEeCTBOBAThH B PAa3MUYHBIX ()OPMax B BHIEC COBO-
KyITHOCTEI HEKOTOPBIX 3HAKOB (CHMBOJIOB, CUTHAJIOB U T. [I.) Ha HOCHUTEIISIX
pa3nuuHBIX TUIOB. OHA MOXET MPEACTaBJIATh LEHHOCTb IS OTIENbHBIX
JIVII WITA OpTaHU3aIdiH.

3awuwaemasn ungopmayus — AHPOPMALUS, SBILIOIMIAICS MPEIME-
TOM COOCTBEHHOCTH H TIOJIJIEXKAIIAsl 3aIIUTE B COOTBETCTBUH C TPEOOBAaHU-
SIMU TIPaBOBBIX JTOKYMEHTOB WJIM TPEOOBaHUSMU, YCTaHABIMBAEMbIMH COO-
CTBeHHHKaMH HMH(popMmanuu. CoOCTBEHHHKaMU HH(OPMALUH MOTYT OBITh
rOCYJapCTBO, IOPUANIECKOE IIHIIO, TPYyIIa (U3UIECKUX JIHI, OTACITHHOE
¢buznueckoe o [1].

B nocnennee Bpems Bce 6onbime 00beMbl HH(OPMALIUH, B TOM YHC-
JIe ¥ KPUTUYECKU BAXXKHOU JIJISl OTAENBHBIX JIFOJIeH, OpraHu3alui WK rocy-
JApCTB, XpaHATCs, 00pabaThIBAIOTCS U MEPEJat0TCs C UCIIONb30BAHUEM aB-
tomarusupoBanubix cucreM (AC) obpabotku undopmaiu. Cucmema 06-
pabomku uHgopmayuy — COBOKYITHOCTh TEXHHUYECKHUX CPEICTB H IIPO-
rpaMMHOTO OOECIIeUeHHs, a TaKKe METOJOB 00pabOTKH WMH(pOpMAIMH H
JecTBUM nepcoHana, HEOOXOAUMBIX JUIsl BBIIIOJTHEHHSI aBTOMAaTU3UPOBaH-
HOil oOpabotku uHpopmamuu [2]. Obwvexm unpopmamusayuu — COBO-
KYITHOCTh HH(OPMAIIMOHHBIX PECYPCOB, CPEJICTB M CHCTEM O00paOOTKH MH-
(hopManuy, NCTIONB3YEMbBIX B COOTBETCTBHH C 3a1aHHOI HH(OPMAOHHON
TEXHOJIOTHEH, a TaKKe CPECTB UX 00eCHeUeHNUs], TOMEIIEHUH I 00BeK-
TOB (3[aHUH, COOPY>KEHHH, TEXHUUECKHX CPEACTB), B KOTOPBIX 3TU Cpe.-
CTBa M CUCTEMBI YCTAHOBJIEHBI, MJIM MIOMEIIEHNH U 0OBEKTOB, NMPEAHA3HA-
YCHHBIX JUTS BEICHHS KOHPUICHINAIEHBIX [IEPErOBOPOB.
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B 3aBHCHMOCTH OT KOHKPETHBIX YCJIOBUI MOXET pellaThbCs 3ajayda
obecrieueHus] KOMIDIEKCHOM 0€30MacHOCTH 00BEKTa HH(OPMATU3AINN WA
3alIUTHl OTHENBHBIX PECYpPCOB — HH(MOPMANMOHHBIX, MPOTPAMMHBIX H
T. 1.

Hngpopmayuonnule pecypcuvl (axmugvl) — OTACTBHBIC TOKYMEHTHI U
OTJCIBHBIC MACCHBBI JTOKYMEHTOB, JOKYMEHTHI M MACCHBBHI TOKYMCHTOB,
coliepkamirecss B MHGOPMAIMOHHBIX cuUcTeMax (OuOIHoTeKax, apXHBax,
(honmax, baHKaxX JaHHBIX, HHPOPMAIIMOHHBIX CHCTEMaXx JPYTHX BUIOB).

PaccmatpuBas Bompocel Oe3zomacHoctTH AC, MOXHO TOBOPHUTH O
HAJTMYUU HEKOTOPBIX (OKEJIATEIbHBIX» COCTOSHHU CHCTEMBI, Yepe3 KOTO-
pBIE U OTHCHIBACTCS €€ «3allIUIIEHHOCTh» WK «0e30macHocThby. besomnac-
HOCTB SIBIISICTCS TAaKUM K€ CBOHCTBOM CHCTEMBI, KaK HAJC)KHOCTh WA
MIPOU3BOIUTEIBHOCTE, U B TIOCIIEAHEE BpeMs el ymaensercs Bce Oolbliee
BHUMaHue. UT0OBI yKa3aTh Ha MPUYMHBI BRIX0JA CHCTEMBI U3 0€30I1aCHOTO
COCTOSTHUSI, BBOJISATCSI IOHATHSL «YTPO3a» U ySI3BUMOCTBY.

Yeposa (bezonacnocmu ungopmayuu) — COBOKYIMHOCTh YCIOBUH U
(akTOpOB, CO3MAIONINX TMOTCHIUAIBHYIO HIH PEabHO CYIIECTBYIOUIYIO
OITACHOCTbH HApyIICHUs 0€30MaCHOCTH HH()OPMAIIHH.

Hcemounuk yeposvl bezonachocmu un@opmayuu — cyonext (pusu-
YeCKOe JIUI0, MATEPUATBLHBIA 00BEKT WK (QU3UIECKOE SBICHUE), SBIISIO-
IIUHACS HETMOCPEICTBCHHOW MPUYUHON BOSHUKHOBEHUS YIPO3bl OE30MacHO-
ctu uHpopManuu. [lo THITY MCTOYHHMKA YTPO3HI ACISAT HA CBA3aHHBIC U HE-
CBSI3aHHBIC C JEATENHFHOCTHIO YeloBeKa. [IpumepaMn MOTYT CIyKHTB, CO-
OTBETCTBEHHO, yJaJICHHE TI0Jb30BaTeNeM (Qaiina ¢ BaxkHOH uHpopmanuei
U TI0Kap B 3IaHUHU. YTPO3bI, CBS3aHHBIE C JIESTEIILHOCTHIO YEJIOBEKa, pas-
JENSIOT Ha YIPO3bl CIYyYalHOTO W INPEeJHAMEPEHHOro Xapaktepa. B mo-
CIIEJIHEM CIy9ae WCTOYHHK YTPO3bl HA3HIBAIOT HAPYIIMTEIEM HIH 3J10-
YMBIIUTEHHHKOM.

Vazeumocmo (ungopmayuonnoti cucmemvl) — CBOUCTBO HH(POPMa-
[UOHHOW CHCTEMBI, 00yCIaBIMBAIONICE BO3MOXHOCTD PEaM3alliH yTPo3
0e3onacHocTH oOpabarbiBaeMoll B Hell mHpopmanun. Hampumep, yrposa
nmorepu HHPOPMAIIH HU3-3a COOSI B CETH DIEKTPONHUTAHMS pean3yeTcs, ec-

11



m1 B AC He NpPUMEHSIOTCS MCTOYHHUKU OecrepeOOMHOro MUTAaHUS WIH
CPEIICTBA PE3EPBHOTO AIIEKTPOCHAOKEHHS (ITO SABISAETCS yI3BUMOCTHIO).

Ecnn roBopute 00 nH(pOpMANMOHHBIX pecypcax, TO pean3anus
YTPO3bI MOKET MIPUBECTH K TAKUM MOCIEICTBUAM, KaK IOydeHHE HHPOP-
Malliy JIIOAbMHU, KOTOPBIM OHA HE IIpeJHa3HauYeHa, YHUUTOXKEHHUE WU W3-
MeHeHHe MH(OPMaIHH, HeOCTYITHOCTh PECYpCOB IS Mojib3oBaresei. Ta-
KUM 00pa3oM, Mbl HOJOLUIN K ONPEICICHUI0 TPEX OCHOBHBIX yrpo3 0es-
OTIACHOCTH.

Yepoza rxongpuoenyuarvnocmu (yepoza packpvimus) — 3TO yrposa,
B pe3yJbTaTe pealu3aluil KOTOpOH KOH(UAEHIMATIbHAS WM CEKpeTHas
UH(pOpPMAIMSI CTAHOBUTCS AOCTYIHOM JMIly, TPYIIIE JIUIl WIN KaKoH-1160
OpraHM3allvi, KOTOPOH OHa He IMpelHa3Havyajnach. 31€Ch HaJA0 MOACHUTH
Pa3HHUIly MEXIY CEKpeTHOW W KOH(pHUIACHIIHAIbHON nHpopMarueit. B ote-
YECTBECHHOH JHTEpaType «CEKPETHOI» OOBIYHO Ha3BIBAIOT MH(OPMAIHIO,
OTHOCSIIYIOCS K Pa3pslly TOCYJIapCTBEHHOM TalHBI, a «KOH(UICHIINATb-
HOW» — MepCcoHaNbHbIE JAHHbIE, KOMMEPYECKYIO TaliHy U T. II.

Yeposza yenocmnocmu — yrposa, B pe3ynbTaTe peaau3anuu KOTOpon
nH(pOpPMAITUs CTAaHOBUTCS W3MEHEHHOW WJIM YHHUTOXEeHHOH. HeoOxommumo
OTMETHTH, YTO U B HOPMaIBHOM pekuMe padoTel AC naHHBIE MOTYT U3Me-
HSTBCSA U YAQIATHCS. SIBISIOTCS JIM 3TU JCHCTBUS JETaJbHBIMHU WM HET,
JOJDKHO OTIPEJIeNAThCS MONUTHKOM Oe3omacHocTH. [loaumuka bezonacho-
cmu — COBOKYITHOCTh JTOKYMEHTHPOBAHHBIX IIPABHII, MPOIELYpP, HPaKTH-
YeCKUX MPUEMOB WM PYKOBOISIINX IPHHIUIIOB B 00JIaCTH 0€30MMacHOCTH
HH(POPMAINH, KOTOPHIMH DPYKOBOJACTBYETCSI OpraHM3aIlMsl B CBOCH Ies-
TEJIEHOCTH.

Yeposa omxaza 6 obcnyacusanuu (yepoza docmynnocmu) — yrposa,
peanuzaiys KOTOPOH NMPHUBEAET K OTKa3y B 00CTyXMBaHUH KineHToB AC,
HECaHKITMOHUPOBAHHOMY HCIIOJIB30BAaHUIO PECYPCOB 3JI0YMBIIUICHHUKAMU
10 CBOEMY YCMOTpPEHHIO.

Psix aBTOpOB [3] HOMOMHSIOT MPUBEICHHYIO KIIaCCU(PHUKAIIIO, BBOJIS
yepo3y packpvimus napamempog AC, Bkitodaromiei B cedsl MOJACUCTEMY
3aIIUTBEL. YTPO3a CUNUTAETCS PEaTM30BAHHOM, €CIH 37I0yMBIIUICHHUKOM B
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XO0/Ie HeJIeTaJbHOI'0 UCCIICA0BaHUS CUCTEMBI OPEICIICHbI BCE €€ YSI3BHMO-
ctr. JlaHHYIO yrpo3y OTHOCAT K Pa3psIy OMOCPEIOBAHHBIX: MMOCIEICTBHS
€e pealu3aliy He MPUYHMHSIOT KaKoW-mnOo ymepOd oOpadaTeiBaeMOil MH-
(opmanuy, HO TAIOT BO3MOXKHOCTH JUIS PEaln3alliyl MEePBHYHBIX (HEIO-
CPEICTBEHHBIX) YIPO3.

Takum o6pazom, bezonachocms unHgopmayuu — ATO COCTOSHHE 3a-
IIMIICHHOCTH UH(OPMAIMH, TPH KOTOPOM OOECIICUYCHBI e¢ KOH(HICHIIU-
AIFHOCTH, NOCTYIMHOCTh M LEIOCTHOCTB. 3awjuma uHngopmayuu MOXKET
OBITH OIperneNeHa KaK NesTeIbHOCTh, HAallpaBICHHAs Ha IPEIOTBpAIICHHIE
YTEUKH 3alHIaeMoi HHPOPMAIHK, HECAHKIIMOHUPOBAHHBIX M HEMpEIHa-
MEpPEHHBIX BO3JCHCTBHI Ha 3allUINaeMyI0 WH(pOpMaIUio. Beiaensrorcs
CIIEAYIONINE HATIPABICHUS 3aIIUTH HHPOPMAIIUH

- npaeosas 3awuma ungopmayuy — 3amuTa THPOPMAINH TIPaBO-
BBIMU METOJIaMHM, BKJIIOUAONIasi B ceOsi pa3pabOTKy 3aKOHOIATEIBHBIX U
HOPMATHUBHBIX MPABOBBIX TOKYMEHTOB (aKTOB), PEryJHUPYIOIIUX OTHOIIE-
HUS CYOBEKTOB IO 3alIUTe WHPOPMAINH, TPUMEHEHUE dTHX JOKYMEHTOB
(axToB), a TakkKe HAM30p ¥ KOHTPOJb 33 UX UCIIOTHCHUEM;

- mexHuveckas 3awuma uxgopmayuy — 3ammuTa THPOPMaIuH, 3a-
KIIIoYaroniascs B 00ecreYeHnn HEeKpUNTorpahuyecKuMu MeTogaMu 0e3-
OMacHOCTU MH(MOpMAIUK (JaHHBIX), MOJIeKalIeH (MOoIekKaIInX) 3aluTe
B COOTBETCTBUHU C NIEHCTBYIONIMM 3aKOHOJATEIBLCTBOM, C MPUMCHEHUEM
TEXHUIECKUX, IPOTPAMMHBIX U IPOTPAMMHO-TEXHIIECKUAX CPEICTB,;

- Kpunmoepaguueckas 3awuma uH@opmayuy — 3amuTa wHGopma-
IIMH C TIOMOIIBIO €€ KPUMTOrpadiuecKoro mpeodpasoBaHus

- Qusuneckasn 3auwuma uHpopmayuy — 3amuTa THPOPMALIUK ITyTEM
MIPUMEHEHUST OPTaHU3AIMOHHBIX MEPOIPHUITHN U COBOKYITHOCTH CPEICTB,
CO3MAIOIIUX MPEMSATCTBUS IS IPOHUKHOBEHUS WM JTOCTYIA HEYIOJHO-
MOYCHHBIX (PU3NIECKUX JIUI K OOBEKTY 3aIlHTHL.

3amuta HHGOPMAIMK OCYIIECTBISIETCS C UCIIOIB30BaHUEM CIIOCOO0B
U cpencts 3amuTel. Cnocob sawumst uHghopmayuy — NOPIIAOK U TIpaBUIIa

1 . .
Bompocs!, cBa3aHHBIE ¢ KpunTOrpadgudeckoi 3amuTtoil uHbopmanum, OyryT
0oJee MoIPOOHO PaCCMOTPEHBI B pazaere 2.
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HPUMEHEHUsI OTIPEIeICHHBIX IPUHIIMIIOB ¥ CPEACTB 3alHUThl HHPOPMAIIHH.
Cpeocmeo 3awumsl uHpopmayuy — TEXHUUECKOE, MPOTPaMMHOE, IIPO-
rpaMMHO-TEXHHYECKOE CPEJICTBO, BEIECTBO M (MJIM) MaTepHal, IperHa-
3HaYCHHBIC WM UCIIOJIb3yeMble IS 3aluThl MHpopMauu. OTIeIbHO BhI-
JeJISIOT:

- cpezcTBa KOHTPOIA 3P (HeKTHBHOCTH 3aIUTH HH(OPMAIHH;

- cpescTBa (PU3NYECKON 3alIUTHl HH(POPMAIINH;

- KpunTorpaduueckne cpecTBa 3alluThl HHPOPMAIIHH.

1.2. OBIIASA CXEMA MTPOLLECCA OBECIHHEYEHUA
BE3OITACHOCTH

PaccMoTpuMm Tenepb B3aMMOCBSI3b OCHOBHBIX CyOBEKTOB U 00BEKTOB
obecniedeHust 0E30IMaCHOCTH, KaK 3TO IpeaiaraeTcs B MEKIyHApOIHOM
craugapre ISO/IEC-15408 (8 Poccuu o npunst kak OCT P ICO/MBK
15408-2002 [4]).

BezonacHocTh cBs3aHa € 3aLIUTOM aKTMBOB OT yrpo3. PazpaboTumku
CTaH/IapTa OTMEYalOT, YTO CJIEAYeT PAacCMaTpPHBaTh BCE PA3HOBHIHOCTH
yTpo3, HO B cdepe Oe30macHOCTH HanOoJblIee BHUMAHUE YACIACTCS TEM
U3 HUX, KOTOPBIE CBA3aHbI ¢ AeHCTBUAMH denoBeka. Puc. 1.1 unmoctpupy-
€T B3aUMOCB:3b MCKAY BHICOKOYPOBHCBBIMU MMOHATUAMHA 0€e301IaCHOCTH.

3a COXpaHHOCTb aKTHBOB OTBEYAIOT WX BIAAENBIBI, IS KOTOPBIX
OHU MMEIOT LEHHOCTh. CyleCTBYIOIUE WK MPEAIoIaraeMble HapyIInuTe-
T TaKXKe MOTYT NPHIaBaTh 3HAYCHUE ITUM aKTHBAM U CTPEMHTBCS HC-
MOJb30BaTh MX BONPEKH MHTEpecaM HX Biaaenbia. JleficTBus HapymmTe-
Jei MPUBOMAAT K MOSABICHUIO yrpo3. Kak yxe oTMe4anoch BBILIE, YTPO3bI
peanu3yoTCs Yepe3 UMEIOIINECs] B CUCTEME YSI3BUMOCTH.

Brnagensnsl akTHBOB aHANM3MPYIOT BO3MOXHBIE YTPO3BI, YTOOBI
OIIPeAENNTh, KaKie M3 HUX MOTYT OBbITh peaTn30BaHBl B OTHOIICHUH pac-
CMaTpuBaeMoOi CHCTEMBI. B pesynpTare aHaimM3a ONPEACISIOTCS PUCKU
(T. €. COOBITHS WIIH CUTyallud, KOTOPLIC MNpearnojaratoT BO3MOXHOCTb
yiep6a) 1 IPOBOJUTCS UX aHANIU3.
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XOTSAT BJIOYNOTPebUTE M/UIM MOT'YT HaHeCTH yu;ep6/

Puc. 1.1. IToasiTis 6€30IaCHOCTH U BX B3aMMOCBS3b

Brnanenbiel akTuBa OpeaAnNpUHUMAOT KOHTPMEDPLI IJId YMCHBIICHUS
YﬂSBHMOCTefI H BEIIOJIHCHUS HOJUTHKU Oe3onacHocTd. Ho u mocie BBC/IC-
HUA 3TUX KOHTPMEP MOTYT COXPaHATHCA OCTATOYHBIC YA3BUMOCTHU U COOT-
BETCTBEHHO — OCTATOYHBII PHUCK.

1.3. AAEHTUO®UKALNUA, AYTEHTUOUKALIUS,
YHPABJIEHHME JOCTYIIOM. 3AIINUTA OT
HECAHKIIMUOHUPOBAHHOI'O JOCTYIIA

B sTom paszzgene OymyT pacCMOTPEHBI BOIIPOCHI, CBSA3aHHBIC C 3allly-
TOU MH(POPMAIIUH OT HeCaHKIMOHUpoBaHHOro Aoctyna (HC]T).

Sawuma ungopmayuu om HeCaHKYUOHUPOBAHHO20 0OCMyna — 3a-
muTa WHGOpPMAaNKK, HamnpaBiIcHHAS Ha MPEJIOTBPANICHHE IOJYYCHUS 3a-
IIUITaeMol WHGOPMAIMH 3aHHTEPECOBAHHBIMU CYObEKTaMHU C HAPYIICHHU-

€M YCTaHOBJICHHBIX HOPMAaTUBHBIMHA 1 ITPABOBBIMH JOKYMCHTaAMHU (aKTaMI/I)
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win obyagatessMi MHGOpMAIMK NpaB WIKM HPAaBWII Pa3TpaHUUCHHS J10-
CTyTIa K 3alIMIIaeMoi HH()OPMAIHH.

Jost 3ammter ot HCJI, kak npaBmito, HcTionb3yeTcs HIeHTHGHKAIHNS,
ayTeHTU(UKAIMA U YIpaBICHHE TOCTYIIOM. B momonHeHne K nepedncieH-
HBIM, MOT'YT IIPUMEHSATHCS U APYTUE METOABI.

Hoenmughuxayua — pUCBOSHUE TTOJIH30BATEISIM HICHTH()HUKATOPOB
(YHHKaJIBHBIX UMEH WM METOK) MOJ KOTOPBIMH CHCTEMA «3HACT» MOJIb30-
Batemsi. Kpome HIOeHTHOHKANIWK MOJB30BaTENeH, MOMKET IIPOBOIUTHCS
unaeHTHUKaMs rpynn noiab3oBareneit, pecypco AC u T. 1. Unentudu-
Kalusl Hy’)KHa M JUIsL APYTHX CHUCTEMHBIX 3a/1a4, HaIpuUMep, Ui BeJICHUS
KYpHaNoB coObITHil. B GONBIIMHCTBE CilydaeB HMICHTU(HUKALHSI COIPO-
BOXKIAeTCs ayTeHTU(UKanue. Aymenmugurayus — yCTaHOBICHHE TOI-
JMHHOCTH — MPOBEpPKa MPUHAAJIEKHOCTH I0JIb30BATENIO MPEAbIBIEHHOIO
uM uaeHtudukaropa. Hanpumep, B Hagasne ceanca pabotel B AC mosns30-
BaTeJIb BBOAUT UM U Mapoyib. Ha OCHOBaHUM ATHX JAAaHHBIX CHCTEMa IPO-
BOJUT HIECHTH(UKanWio (M0 MMEHH IOJIb30BaTeNs) M ayTeHTH(UKAINIO
(comocTaBmsist UMS MOJIb30BATENS U BBEJICHHBIH MapoJb).

Ynpasnenue docmynom — meron 3amuTH HHPOPMAIIH IIyTEM pe-
TYJIMPOBaHMsI UCIIOJIb30BAaHUS BCEX PECYPCOB CUCTEMBI.

CucreMa uaeHTU(UKAIUN M ayTEHTU(UKAIUY SIBISETCS OAHUM M3
KJIFOUEBBIX JIEMEHTOB WH]pacTpyKTyphl 3amutel ot HCJ] mroboii nH OP-
MAaITMOHHOM crcTeMbl. OOBIMHO BBIACISAIOT 3 TPYIIIBI METOJIOB ayTEHTH(U-
KallUu.

1. AyteHTH(UKAIUSI O HAIWYMUIO Y MOJB30BATENS YHHUKAIHHOTO
0o0BeKTa 3aaHHoro Tuma. MHorma 3ToT Kijace METOAOB ayTEHTU(HUKAIUN
Ha3bIBAKOT mo-aHruiicku “l have” («y mens ects»). B kadecTBe mpumepa
MOXHO IIPUBECTH AyTECHTHU(PHKAIMIO C TTOMOIIBIO CMApT-KapT WM 3JIeK-
TpoHHBIX USB-Kirouei.

2. AyteHTHU(UKaNNsA, OCHOBaHHAs Ha TOM, YTO IIOJIb30BATENIO H3-
BECTHa HeKoTopas KoHbuaeHuuanbhHas uHbopmamus — “I know” («s
3Hato»). Hanpumep, ayrentuduxanus no napoimo. bonee nmoapodHO ma-
POJIBHBIE CUCTEMBI paCCMaTPUBAIOTCS JaJIee B 3TOM pasfelie.
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3. AyreHnTuduKanys MoJb30BaTelNs MO €r0 COOCTBEHHBIM YHHUKAIlb-
HBIM XapakTepucTukaM — “l am” («s ecTb»). DTH METOIbl TaKXKe Ha3bl-
BalOTCS OMOMeTpHYCCKHMHU. bruoMeTpudeckne METOAbI ayTeHTH(UKAIHN
JeTSIT Ha CTAaTHIECKHE U JUHAMIYECKIE.

[Ipumepsr ayTeHTU(HUKAIWK IO CTATHYECKUM IIPU3HAKAM — 3TO
IIPOBEpKa OTNEYATKa Najiblld, PUCYHKA pajyKHONH 00O0JIOUKH TJa3, TeOMET-
pHM KUCTH PYKH, cpaBHeHHE ¢ ¢oTorpadueid u T. 1. JJoCTOMHCTBOM 3THX
METOZIOB SIBJSIETCSI AOCTATOYHO BHICOKAasl TOYHOCTh. HO HAmo OTMETHUTH,
9TO NMOAOOHBIE METOIBI, KaK MPaBWIIO, TPEOYIOT HANMYHS CHEIHAIN3ZAPO-
BAaHHOTO 00OpYJOBaHMS (HAampUMeEp, CHENUANBHBIX CKAaHEPOB) M HMEIOT
OTPaHHUCHHYIO 00JIaCTh NPUMEHEHHs (HampuMep, MpU ayTeHTH(HUKAIUU
[0 OTIEYATKY IMaiblla W3-3a TPSI3H HA PYKE UYENOBEK MOXKET HE MPOUTH
ayTeHTU(HUKAIHIO, T. €. TOZOOHBIE METOIBI HEIPUMEHUMBI Ha CTPOMKax W
Ha MHOTHX MPOU3BOJICTBAX).

[Ipumepsl TUHAMHYECKOW ayTeHTH(PUKAIUN — ayTeHTU(UKALUS IO
ronocy (Ipu MPOU3HECEHUU 3apaHee ONpeAeTCHHOU (pas3bl WM IPOU3-
BOJIFHOT'O TEKCTA), ayTEHTH(OUKAIHS TI0 «KIaBHATYPHOMY MOUYEPKY» (IIpo-
BEPSIFOTCSL OCOOCHHOCTH pabOTHI MTOB30BATENS Ha KIABHATYpE, TaKHe Kak
BpEMsI 33ICP>KKU TIPH HAKATHH KIIABHII B PA3TUYHBIX COUCTAHUAX) H T. 1.

Hepeaxo ucnomnb3yroTcsi KOMOMHUPOBAHHBIE CXEMBbI ayTEHTH(UKa-
UM, 00BEIUHSIOIINE METOIBI Pa3HBIX KitaccoB. Hampumep, nByxdaxTop-
Hasi ayTeHTH(HKAIUsI — TONH30BaTEeNh MPEIBSBISIET CHCTEME CMapT-
KapTy ¥ BBOIUT MUH-KOJ IJISl €€ aKTHBAIUH.

AyTeHTU(UKALIASA MOXKET OBITh 0OHOCMOPOHHEl, KOTAA 0JIHA CTOPO-
Ha ayTeHTHQULUpPYET ApPYyrylo (HampuMep, cepBep NPOBEpsSeT IMOAIHH-
HOCTB KJIUEHTOB), M O8YCMOpOHHell, KOT/Ia CTOPOHBI MPOBOST B3aUMHYIO
MPOBEPKY MOJIHHHOCTH.

Tarxke ayTeHTHU(DUKAIUS MOXKET OBITh HenocpeOoCmeeHHol, Korua B
IpOIEaype ayTeHTU(UKAIINH YIaCTBYIOT TOJIBKO JBE CTOPOHBI, WIH C YUd-
cmuem dosepeHnou cmoponsl. B mocnenHeM ciaydae B IpoLEcce ayTeHTH-
(UKaUKM y4acTBYIOT HE TOJBKO CTOPOHBI, MPOBEPSIOIINE ITOJUIMHHOCTh
IpyT Opyra, HO M Jpyras WIH JpyTHe, BCIIOMOTATEIbHBIC. DTy TPETHIO
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CTOPOHY MHOT A Ha3bIBAIOT CepBeEpPOM ayTeHTH()UKALNH
(anri. «authentication server») wiu apoutpom (auri. «arbitratory).

IMapoabHble cMcTEMBI Ay TEHTU(PUKAUH

Hambonee pacmpocTpaHeHHBIMH HA JaHHBIA MOMEHT SBILIOTCS Ia-
poJibHBIE cucTeMbl ayTeHTHuKauun. OnpenenuM psj TOHATHHA, UCIOTb-
3YIOLMXCS TIPH ONUCAHUHU ITOIOOHBIX CUCTEM.

Hoenmugpuxamop nonvzoeamens — yHAKIbHAs HHPOpMALHS, 103~
BOJIIONIAST PA3UYUTh OTMACIBHBIX II0JIE30BATENCH MAapOIbHON CHUCTEMBI
(mpoBecTH WACHTU(UKAIUIO). DTO MOXKET OBITh WMs YYCTHOH 3ammcu
MOJIb30BATENSl B CUCTEME HIIM CIICHHAlIbHO TeHEPUPYEeMble YHHKaJIbHbIC
YHCJIOBBIC I/IJICHTI/I(bI/IKaTOpr.

IHaponw nonvzosamens — cekpeTHas HHPOPMAIUs, H3BECTHAS TOJIb-
KO MOJIb30BATENI0 (M BO3MOXHO — CHUCTEME), KOTOpasi UCIOIb3YETCs IS
MIPOXOXK/ICHUS ayTeHTH(UKaIMK. B 3aBUCUMOCTH OT peaii3aiiii CHCTEMBI,
[apoJIb MOXKET OBITH OTHOPA30BBIM MJIM MHOTOPa30BEIM. IIpu mpounx pas-
HBIX YCIIOBHUSX CHCTEMBI C OJHOPA30BBIMU MMApOJSIMH SIBISIIOTCS 0OoJjiee
HAJICKHBIMU. B HUX HCKIIIOYAIOTCSI HEKOTOPBIC PHCKH, CBSI3aHHBIC C TIepe-
XBaTOM Tapojeid — Mapoib ASHCTBUTENICH TOIBKO HA OJHY CECCHIO U, €C-
JM JerajbHBIA MOJIB30BaTENlb €ro YK€ 3a/IefiCTBOBaN, HAPYIIUTENb HE
CMOXET TaKO# MmapoJib MOBTOPHO MCIOJIL30BaTh. HO cucTeMbl ¢ MHOTOpa-
30BBIMHU MApOJIIMU (B HUX MapoJib MOXKET OBITh MCIIOIB30BaH MHOTOKPAT-
HO) TIPOIIle Pealr30BaTh U JCIICBIE MOAACPKUBATE, MOITOMY OHH OoJjee
pacnpocTpaHeHbl.

Yuemnas 3anuce nonvzoeamens — COBOKYIHOCTh HICHTH(UKATOPA,
napoyis ¥, BO3MOXKHO, JOMOJHUTENbHOW HH(OpPMAIMU, CIyXKalleh s
OIIMCAHUS IONB30BATEIS. YUSTHBIC 3aIHCU XpaHATCS B 0a3e MaHHBIX Ta-
POIBHOM CHCTEMBI.

IHaponvHas cucmema — 3TO  NPOTPAMMHBI WM TPOrPaMMHO-
anmapaTHell KOMIUIGKC, peaju3yrunmid (QyHKUUH HICHTHOUKAIUE |
ayTCHTU(UKAIIMK TI0JIb30BaTeIe KOMITBIOTEPHOU CHCTEMBI IyTEM IIPO-
BEpKH mapojei. B oTaenbHbIX citydasx momo0Has CHCTeMa MOXKET BBITION-
HSTH JOTOJHUTEIbHBbIE (DYHKIMH, TAKHE KaK MeHEepalus U pacipeeieHue
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Kpunrorpadpuueckux kiaroueil u T. 1. Kak mpaBuno, mapoibHas cucTeMa
BKJIIOYaeT B ce0s MHTepdelic mop30BaTerst, nHTepdeic aAIMIHNCTPATOPA,
0a3y y4yeTHBIX 3amuceil, MOAYIU CONPSKEHUS C APYTMMU KOMIIOHEHTaMU
HOACUCTEMBI 0€30MacHOCTH (TIOJICUCTEMON pasrpaHUYEHUs HOCTYIIA, PErH-
CTpaIluu COOBITHH U T. 11.).

PaccMoTpuM HEKOTOpbIE PEKOMEHJAIMU IO aJMUHUCTPHUPOBAHUIO
MapOJIbHON CUCTEMBI, UCIIOJIb3YIOLIEH MHOIOPa30BbIe MAPOIIH.

1. 3aganne MUHUMANBHON JTMHBI MCHONB3YEMBIX B CHCTEME Iapo-
Jei. DTo YCIOXKHSET ataky ImyTeM moaoopa naposieii. Kak npasuio, peko-
MEH/YIOT YCTaHABIMBATh MUHUMAIbHYIO [UINHY B 6—8 CHMBOJIOB.

2. YcraHOBKa TpeOOBaHMS MCIIOIB30BATh B MApoJie pasHbIE TPYIIIIEI
CHMBOJIOB — OOJNBIINE U MaJeHbKHE OYyKBBI, IU(PHI, ClIeNHATbHBIE CHM-
BOJIBI. DTO TaKXKe YCIOXKHAST TOA00P.

3. Ileproandeckas mpoBepka aIMHHUCTPATOpPaMU 0€30MacHOCTH Ka-
4ecTBa MCIIONB3YEMBIX MApOJIeil MyTeM MMHTAIMK aTak', TAKMX Kak M-
60p maposiei «1mo cioBapro» (T. €. IpOBEpPKa Ha UCIOJIb30BAHUE B KAUECTBE
HapoJisl CJIOB €CTECTBEHHOI'O SI3bIKa U MPOCTBIX KOMOWHAIMN CHMBOJIOB,
TakHX Kak «1234»).

4. YcTaHOBIEHHE MaKCHMalbHOTO M MUHHMAJIBHOTO CPOKOB XXH3HHU
[apoJisi, UCIONB30BaHUE MEXAHNU3Ma MPUHYAUTEILHON CMEHBI CTapbIX Ia-
poneil. [Ipu BHeApEeHUM TaHHOI MEphl HAJ0 YUYUTBIBATh, UTO NMPH HEBBICO-
KOH KBaJM(HUKAIUK [T0JIH30BaTENICH OT aAMUHHUCTPATOPa MOTPEOYIOTCS J10-
MOJIHUTENBHBIE YCUIHS MO Pa3bsICHEHHUIO IOJIb30BATENSM TOTO, YTO «OT
HHUX TpeOyeT cucTeMay.

5. OrpanuueHue 4nciia HEyJauHBIX MOMBITOK BBOAA Mapois (0JI0Ku-
pPOBaHUE YUYETHOM 3amHCH MOCNE 33JaHHOI0 YHUCIa HEYJAUHBIX MOIBITOK
BOiiTH B cucTeMy). JlaHHas Mepa MO3BOJISET 3AILUTUTLCS OT aTak IMyTeM
nozxbopa nmaponeil. Ho npu HeoOayMaHHOM BHEAPEHUH TaKKEe MOXKET MPH-
BECTH K JONOJHUTENBHBIM NIpoOIeMaM — JIeTalbHbIE NTOJIb30BATENN U3-3a

Y Komnviomepnas amaxa — ueneHanpaBieHHOE HECAHKIMOHUPOBAHHOE BO3-
JeiicTBIE Ha HH(OPMAIIIIO, Ha peCypC aBTOMATH3HMPOBAHHOM HH(POPMAIIOHHON
CHCTEMBI MM MOJIy4eHHE HECAaHKIIMOHHPOBAHHOTO JOCTyIa K HUM C IpHUMEHe-
HHEM MPOTPaMMHBIX HJIH IPOTPaMMHO-AIIAPaTHEIX CPEICTB.
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ommr0OOK BBO/A Mapojel M0 HEBHUMATENbHOCTH MOTYT OJIOKHPOBaTh CBOU
VUYETHBIC 3alUCH, YTO MOTPeOyeT OT aIMHHHCTPATOpa JOMOTHHUTEIHEHBIX
YCWIHNH.

6. Benenwue xypHaia HCTOpUH MapoIel, YTOOBI MOJIL30BATENN MTOCIIe
NPUHYIUTENbHOW CMEHBI I1apoJisi He MOTJIM BHOBH BEIOpaTh cebe CTaphlii,
BO3MOXKHO CKOMIIPOMETHPOBAHHBIH MaPOJIh.

1.4. MOJAEJIM BE3OITACHOCTH

Kak yxe ormeuanoch B pazmene 1.1, BaXHBIM 3TamoM mpoIecca
obecniedenus 6e3omacHoctr AC siBisieTcs pa3paboTka MOJMTHKK Oe30mac-
Hoctu. Eciam oTcyrcTByeT monMThKa OE30MacHOCTH, HEBO3MOXKHO JIae
YEeTKO MPOBECTH pasTpaHHYEHHE MEXAY CaHKIMOHHUPOBAaHHBIM (JIerajb-
HBIM) A0CTyITOM K mH(opmaruu u HC/I.

[TosimTrka 0E30MacHOCTH MOMKET OBITh OnmucaHa (pOPMaJBLHBIM HIIH
HeopManbHeIM 00pa3oM. DopManbHOE ONHMCAHHE MOJUTHKH Oe30macHo-
CTH MPOU3BOJUTCS B paMKax Mojiein Oe3omacHocTd. C 3TO# TOUKH 3peHus,
MoJIeTlb 0€30MacCHOCTH MOXKHO OIPEASNUTh KaK a0CTPaKTHOE OIHMCaHWe
MTOBEJICHMS IIETIOT0 KiIacca CUCTeM, 0e3 pacCMOTpPEHHS KOHKPETHBIX JeTa-
JIel uX pean3aliu.

BonpmmucTBO  Mozmeneii  6€30macHOCTH  ONEPHUPYIOT TEPMHHAMHU
«CYLIHOCTBY, «CYOBEKT», 0OBEKT.

Cywnocms — mo0asi UMEHOBAaHHAS COCTABJIAIONIAS 3aIlHINAeMON
AC.

Cybvexm — aKTHBHAs CYIIHOCTh, KOTOpask MOXET WHHUIHHUPOBATDH
3aIpOCHl PECYPCOB M MCIOJIB30BATh UX JJIsl BBIIOJHEHUS! KAKUX-JTNOO BBI-
YHUCIUTENbHBIX ornepanuii. B kadectBe cyObekTa MOXET BBICTYNAaTh BbI-
MTONHSIIOIIAsICS B CHCTEME MPOrpaMMa HITH «II0JIb30BaTENby (HE peanbHBIN
YeoBeK, a cymuocth AC).

Ob6vexm — naccuBHasI CYIIHOCTh, UCHIOb3YyeMast Ul XpaHeHUs WIN
nonyueHus: nHpopmanuu. B kauecTBe 00BbeKTa MOKET paccMaTpUBAThC,
Hanpumep, (Haits ¢ JaHHBIMU.

OOBIYHO TIpeIoIaraeTcs, 9YTo CyIIeCTBYET 0e30MMO0YHBIN CII0co0
pasnuueHusi 00bEKTOB U CYOBEKTOB.
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Jlocmyn — B3auMOJIEHCTBHE MEKIY CYOBEKTOM M OOBEKTOM, B pe-
3yJbTaTe KOTOPOTO MPOHM3BOIHUTCS MEPEHOC MH(POpMAIMH MEXITY HUMI.
[Ba ¢yHIaMEHTaNbHBIX THIA JNOCTyIA: umeHue — OTepanus, pe3yibTa-
TOM KOTOPOH SBIISIETCS TIepeHoC HHPOpMaluu OT 00BbEKTa K CyOBEKTY; 3a-
NuUCh — OTIEPAIHS, Pe3YIHTATOM KOTOPOH SIBIISIETCS EpeHOC HH(pOpMAIN
0T CyOBbeKTa K 00BEKTY.

Taxxe npexmnonaraercsi CyleCTBOBAaHHE MOHUMOPA Oe30nacHOCHU
00beKmos, T. €. TAKOTO CyOBeKTa, KOTOPBIA OYyAeT aKTUBU3UPOBATHCS TIPH
T000M OoOpalIeHnu K 00beKTaM, MOXKET pasiudaTth (Ha 0a3e ompeaescH-
HBIX TIPABHUII) JICTaJbHBIC M HECAHKI[MOHMPOBAHHBIC OOpAIICHHUs U pa3pe-
IIaTh TOJBKO JETaTbHBIH JOCTYII.

B mureparype BBIIETSIOTCS TPU OCHOBHBIX KJlacca MOAETCH MOTUTH-
KH 0€30I1aCHOCTH: TUCKPEIMOHHEIC, MAHATHBIC M POJICBHIE.

OcHOBY Ouckpeyuonnou (M30UpaTeIbHON) MOTUTHKH OE30MACHOCTH
COCTaBIISICT MTUCKPEIHOHHOE YIIPaBICHUE JAOCTYIIOM, KOTOPOE XapaKTepH-
3yeTcst CIIeAYOIMME CBoMcTBamu [3]:

- Bc€ CYOBEKTHI M OOBEKTHI JJOJDKHEI OBITH HICHTH(UIIMPOBAHEI;

- MpaBa JOCTyHa CyOBEKTa K OOBEKTYy CHCTEMBI ONPEAEIIIOTCS Ha
OCHOBAaHHUH HEKOTOPOTO BHEITHETO TI0 OTHOIICHHIO K CHCTEME MTPaBHIIA.

[IpaBuna MUCKPEIMOHHOTO YIPABJICHHUs IOCTYIOM YacTO 33Jar0TCs
MaTpHIlel TOCTYNOB. B momo0HONH MaTpuIle CTPOKUA COOTBETCTBYIOT CyOh-
eKTaM CHCTEMBI, CTOJIONBI — OOBEKTaM, SJIEMEHTHI MATPHILI OIHCHIBAIOT
IIpaBa JOCTYTIA sl COOTBETCTBYIOUIEH aphl «CYOBEKT — OOBEKTY.

Onno#t 13 HanboJlee N3BECTHBIX TUCKPEIIMOHHBIX MOJICIEH SIBIIACTCS
Mozenb XappucoHa—Py30—YbMaHa, 4yacTO Ha3blBaeMasi MATPUYHOU MoO-
nenpio. OHa OyZeT moApoOHO OMUCaHa HUKE.

OTOT THN yHpaBICHUS AOCTYIIOM HaMOOIlee YacTO HCIIONB3YeTCs B
OTICPAIIMOHHBIX CHCTEMax B CBSI3M C OTHOCHTENBHOW MPOCTOTOM peasm3a-
u. B aToM ciydae mpaBuiia ynpaBiIeHHUS JOCTYIIOM YacTO OMHUCHIBAIOTCS
yepes cnucku ynpasienusi docmynom (auri. «Access Control List», cokp.
ACL). Coucok CBsi3aH C 3alUIaEMbIM OOBEKTOM U XPAaHUT IE€PEUYCHb
CyOBEKTOB M WX pa3pellicHHi Ha JaHHBIA 00bekT. B kauecTBe mpumepa
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MO>KHO MpHUBeCTH Ucnonb3oBaHue ACL juig onricaHus paB JOCTYMA MOJb-
30BaTesel u rpymnn K ¢aitny B daitnoBoii cucreme NTFS B omepannoHHBIX
cuctemax cemerictea Windows NT.

OCHOBY MaHOamHOU TIOTUTUKU OE30MACHOCTH COCTABJIIET MaHAAT-
HOE yIIpaBJIEHUE JIOCTYIIOM, KOTOPOE IIOJPa3yMeEBAET, YTo:

- Bce CYOBEKTHI M OOBEKTHI JOJDKHBI OBITh HICHTU(UIIMPOBAHEI;

- 33/1aH JINHEHHO yMOps104eHHBIA HA0Op METOK CEeKPETHOCTH;

- K&KJIOMY OOBEKTY CHCTEMBI IIPHCBOCHA METKA CEKPETHOCTH, OIpe-
JeTSTIomasi IEHHOCTh COAep KalIelicss B HeM WH(POPMAIIUH — €T0 YPOGeHb
cexpemHocmu;

- KOKJOMY CYOBEKTYy CHCTEMBI NPUCBOCHA METKa CEKPETHOCTH,
OTIPEISILIIONIAsl YPOBEHD JOBEPHS K HEMY — €T'0 YPOGeHb 00Cmynd,

- peleHne o pa3pelIeHu  I0CTyna CyObheKkTa K OOBEKTY MPUHUMACT-
CSl ICXOJIS U3 TUIA JJOCTYIA U CPaBHEHUS METKH CyOBheKTa U 00beKTA.

Yame Bcero MaHIATHYIO TOJUTHKY O€30MacHOCTH OIKCHIBAIOT B
tepmuHax mojenu bemna—Jlallagyna, koTopas Oyaer paccMOTpeHa HUXKE B
JAHHOM pazJiene.

Ynpaesnenue oocmynom, ocnosannoe na ponsx, onepupyer B TCPMH-
HaX «pPOJIbY, «IIOJB30BATEIbY, «omepauns». Bes nnpopmanus paccmarpu-
BaeTCs KakK NpUHAJJIeKalas opraHu3aluu (2 He IOJIb30BATENI0, €€ CO-
3/1aBiIeMy). PemieHust o pa3pemieHuy Win oTKase B JOCTyIe MPUHUMAIOTCS
Ha OCHOBE WH(pOpMAIMK O TOW (PYHKIUHU (POJIH), KOTOPYIO TIOJIh30BATEIh
BBIIIOJIHSIET B OpraHu3auuy. Pojib MOXKHO MOHMMAaTh KaK MHOYKECTBO Ie-
CTBUH, KOTOpBIC pa3pelieHbl MOTb30BATEII0 JUIS BBIMOJHEHUS €0 JOJK-
HOCTHBIX 00s3aHHOCTEH. AJIMUHUCTPATOP OMUCHIBAECT POJIM M aBTOPHU3YET
10JIb30BaTeNIel Ha BBINOJIHEHUE JaHHOM ponu. Takum oOpa3om, pojieBbie
MOJIENIN COAEPIKaT KaK MPU3HAKK MAaHAATHBIX, TaK M MPH3HAKHA U30Hpa-
TEJILHBIX MOJEIIEH.

1.4.1. Mopeuan Xappucona—Py3o—Yabsmana

Mopnens Xappucona—Py3o—Ynbpmana (MaTpudHasi MOJIENb) UCHOJb-
3yercs Ul aHaJdW3a CHCTEMBl 3alUThI, PEATU3YIOUEH AUCKPELHOHHYIO
MOJIMTUKY Oe3omacHocTH. IIpu 3TOM cucTemMa npeacTaBiseTcss KOHEYHBIM
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aBToOMaToM, (byHK]_II/IOHI/IpyIOHII/IM COTJIACHO OIPCACIICHHBIM ITpaBUJIaM I1€-
pexona.

[Ipu wcmomp30BaHUU MATPUYHOW MOZETH AOCTYIa IOJDKHBI OBITH
oTpeieNieHbl MHOXKeCTBa CyObeKToB S, 00bekToB O U mpaB noctyna R. B
KayecTBe CYyOBEKTOB CHCTEMBI PACCMaTPHUBAIOTCS B IEPBYIO OYEpEIb BEI-
HOJTHSIOIIMECs] MIPOTrPaMMBI, IO3TOMY mpenmoinaraercs, uto ScO. Ycio-
BUS jocTyma cyObekTa SES k 00bexTy 0€ O onpenenstoTcss MaTpHLeit 1o-
cryna. [lycTs, HampuMep, MHOXKECTBO TIPaB TOCTYIAa COCTOUT W3 MPaB Ha
yrenue (r), 3amuchk (W), BeimoaHeHue (€). 3anper GyIeT COOTBETCTBOBATH
MyCTOMY MHOXecCTBY mpas jgoctyna (). Torna MaTpuna I0CTyna MOXKET
OBITH TaKOH, KaK NpeJcTaBiIeHo B Tabu. 1.1.

Tabnuna 1.1
IIpumep MaTpubI JOCTYNA

0; 0, 03 04
St rwe %) rw r'w
S5 e rwe r 1%}

3meck MBI TIPEATIONaraeM, 9To 00BEKTHI 01, 0 — 3TO UCIONHACMEIC
(haiiibl, KOTOPBIE TTOCTIE 3aITyCKa CTAHOBATCS CYOBEKTaMHU Sp | Sp.

MoryT ompeznessTbcs U Apyrue Habopsl npas, Hanpumep, {4TeHUE,
3aMKCh, BIajICHUE}.

[Ipn onmcannyu cucteM ¢ OONIBIIUM YHCIOM OOBEKTOB M CyOBEKTOB
Pa3MepHOCTh MAaTPHUIBl AOCTYIa MOMKET IONYYUTHCS BEChbMa 3HAUUTEIb-
HOM. /1711 ee CHIDKEHHS OJMHAKOBBIC MO MMEIOMIUMCS IpaBaM CYOBEKTHI H
CXOIHBIC IO 3HAYNMOCTHU O6'I)CKTI)I MOHO OpraHu30BaTh B I'PYINIIbI U Aa-
BaTh pa3pelleHus IpyIe cy0beKTOB Ha TPYIITy OOBEKTOB.

OYHKIIMOHNPOBAHUE CHCTEMBI PAcCMATPUBACTCS C TOYKU 3PCHUS
W3MEHCHUH B MaTpuie nocTyma. Mojenb ompenenser 6 IPUMHTHBHBIX
OTepanyii:  «CO3JaTh»/«YHUUTOXKUTH» OOBEKT U CYOBEKT, «BHE-
CTH»/ «yJaIIUThy MPaBO JOCTyNa cyObekTa K 00bekTy. X ommcanue npu-
BeJeHo B Ta0i. 1.2.
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Tabnuna 1.2

JJleMeHTapHbIE onepauuu Mojaean XappucoHa—Py3o—yYabmana

Oneparust

PesynbraT onepanuun

«€031aTh» CyOBEKT S’,
rnes’eS

S’=Su{s’}; O’=0U{s’};

M’[s,0]= M[s,0] anst Bcex s€S, 0€0;

M’[s’,0]= & nns Bcex 0€0’, M’[5,8’]= & s
Bcex SeS’

«C031aTh» 00BLEKT O,
rae 0°¢0O

$’=S; 0°’=0u{0’};
M’[s,0]= M[s,0] s Beex SeS, 0€0;
M’[s,0’]= & ms Bcex S€S°

«YHMYTOKUTBY» CyObeKT S’,

roe s’eS

S’=S\{s’}; O’=0\{s’};
M’[s,0]= M[s,0] s Beex s€8°, 0€0’;

«YHHYTOKHUTBY» 00beKT 0,

rae 0°eO

S’=S; 0’=0\{0’};
M’[s,0]= M[s,0] axs Bcex s€8°, 0€O’;

«BHeCTH» mpaBo I’'cR B
M[s’,0’], rtne s’€S, 0’0

$’=S; 0’=0; M’[s,0]=M[s,0] mas s#s’,s€$’,
0#0’, 0€0’;
M’[s”,0’]=M[s’,0’] U{r’}

«yAaJauTH» NpaBo I’ eR 3
M[s’,0’], tne s’€S, 0’0

S’=S; 0°=0; M’[s,0]=M[s,0] mms S#s’,s€8S’,
0+0’, 0€0’;
M’[s’,0’]=M[s’,0’]\ {1’}

HavanbHO€ COCTOSIHME CHCTEMbI OIMCBHLIBAETCS MHO>KECTBOM mnpaB

nocryna R, MHOKecTBOM cyOBekToB S, MHOXeCTBOM 00bekTOB O (ScO,

MOIIHOCTH YKa3aHHBIX MHOXecTB |S| = i, |O] =], i <), marpureit qocryna

Mi,j (371eMEHT MaTpuUIIbl, COOTBETCTBYIOLINI CyOBEKTY S 1 00BEKTY O 000-

3Havaercst M[S,0] 1 sIBIIsIETCSI TOMHOXKECTBOM MHOKECTBA MPAB JI0CTYIIA).

Koneunoe cocrosiHue (mocne BhimonHeHus omepanmu) — S°, O°, M’ R

(MHO)KGCTBO npaB JOCTyIIa HE I/ISMCHSIGTCFI).

W3 npuMMTHBHBIX OIIEPATOPOB MOTYT COCTaBJATHCS KoMaHIbl. Ko-

MaHJia COCTOUT U3 IBYX JacTei: YCJ0BuA, P KOTOPOM OHA BBIMNOJIHACTCH,

U MOCJICAOBATCIIBHOCTHU OIIEPATOPOB.

O6uit Bux komans! [3]:
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command C (X1, .., Xy):

if rie M[xg1,X01] and .. and rp€ M[X. ., Xon] then
A1y
Qs
end,
rae ry, ..., e R — mpaBsa goctyna, 0, ..., 0 — IOCJIEI0BaTEIILHOCTD

MPUMUTHUBHBIX ONIepaTopoB. [Ipy BEIOTHEHNN KOMaHIBI CHCTEMA TIEPEX0-
muT u3 coctosiHus Q B HOBoe coctosinue Q’. [Ipu 3TOM, ecitu XoTs ObI O11-
HO U3 YCJIOBUW KOMaHJbI He BhINoiHeHo, Q = Q’. Jlnsa npumepa paccMoT-
pUM KOMaHAy co3manus cyobekToM S daitna f. MHOXecTBO mpaB gocTyma
— urenue (read), 3anuch (Write), Binagenune (Own). Cunraem, 4To Is CO-
3naHus (aiia He TpeOyeTcs BBIMOJHEHUS KaKWX-THOO JOTOJHUTEIBHBIX
YCIIOBHH.
command «coz3maTb oGanma» (s, f)
«cosmaTe» obmekT f;
«BHECTM» MOpaBO BJjaneHua own B M[s,f];
«BHECTM» mNpaBoO Ha uTeHMe read B M[s,f];
«BHECTM» MNpaBO Ha 3anmch write B M[s,f];
end.

Kak mokazanu pe3ynbTaThl aHallu3a JaHHOW MOJIENIH O€30TacHOCTH,
3a/laya MOCTPOCHUS ATOPUTMAa MPOBEPKH OE30MaCHOCTH CUCTEM, peaju-
3YIOIIUX JAMCKPEIMOHHYIO TIOJIUTUKY 0E30IacCHOCTH, HE MOXET OBITh pe-
meHa B o01ieM ciydae.

Brenem psan onpeneneHui.

bynem cumraTh, 9TO BO3MOXKHA ymeuka npasa I € R B pe3ynbraTte
BBITIOJIHEHUSI KOMaH/IbI C, €CITU TIPU MEPEX0Jie CUCTEMbI B KOHEUHOE COCTO-
staie Q’ BBIMOJHICTCS MPUMHUTHUBHBINA OMEPATOp, BHOCSIIHA ' B 3JIEMEHT
MaTpPHIIBI TOCTYHOB M, 710 3TOTO I' HE COJIepIKaBIIIHIA.

HauansHoe cocrosiare Qo Ha3bIBACTCS OE30NACHBIM NO OMHOULCHUIO
K Hekomopomy npagy ¥, eClii HEBO3MOXKEH MepeXoJi CUCTEMbI B TaKOE CO-
ctosHue Q, B KOTOPOM MOKET BOSHUKHYTh yTeuKa Ipasa I
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CucrteMa Ha3BIBaCTCS MOHOONEPAYUOHHOU, €CIN KaKIas KOMaHIa
COJIEP>KUT TOJIBKO OJUH MPUMHUTHUBHBII ONEpaTop.

Mg monenu Xappucona—Py3o—YinpMaHa ObUTM JTOKa3aHBI CIEIYIO-
IMe YTBEP KICHHUS:

1. CymecTByeT aJirOpUTM, KOTOPBIN MPOBEPSIET, SABISETCS I UCXO-
HOE COCTOSHHME MOHOOIEPALMOHHONW CHCTEMbI 0E30IaCHBIM JJIsl JAHHOTO
mpasa I.

2. 3ayavya poBEPKU 0€30MMaCHOCTH TPOU3BOJIHBIX CHCTEM aJITOPHT-
MHUYECKH HEepa3pernma.

Takum 0o0pa3oMm, ¢ OJHON CTOPOHBI, O0IIas MoJenb XappucoHa—
Py3o—YnpmaHa MoKeT BbIpakaTb OOJIBIIOE Pa3HOOOpa3ue MOJIMTUK JIUC-
KPELMOHHOT0 JI0CTYIIA, HO MPH 3TOM HE CYLIECTBYET aJIFOPUTMa IPOBEPKU
ux Oe3omacHocTH. C Opyroil CTOPOHBI, MOXKHO IPEANIOYecTh MOHOOIEepa-
[IUOHHYIO CHUCTEMY, JUIS KOTOPOH ajrOpuUTM IMPOBEPKH OE30MACHOCTH CY-
IIECTBYET, HO JAaHHBIN KIIACC CHCTEM SIBJIACTCS CIIMINKOM y3kuM. Hampu-
Mep, MOHOOIEPALMOHHBIE CUCTEMbl HE MOTYT BBIPA3UTh MOJIUTHKY, Jar0-
Iyl cyObeKTaM IMpaBa Ha CO3JaHHbIE MU OOBEKTHI, T. K. HE CYIIECTBYET
OITHOH omepanuy, KOTopasi U co3aeT OOBEKT, M OJHOBPEMEHHO IOMEYaeT
€ro KaK MPHUHAIJICKAIIIH CO3AI0IIEeMy CYOBEKTY.

1.4.2. Moaean Beana—Jlallagyna

Kimaccnyeckoii MaHZATHOH MOJENBI0 OE30IIaCHOCTH SBJISETCS MO-
nenb bemma—Jlallanyna. B Hel u1s onrcaHns CHCTEMBI UCIONIB3YIOTCS

S — MHOXECTBO CYyOBEKTOB (HAIIPUMEP, MHOKECTBO MOJIh30BaTEICH
U TIPOTpamMMm);

O — MHOXeCTBO 00BEKTOB (HapUMeEpP, MHOXKECTBO (haiiiioB);

L — nuHelHO ynopsa04eHHOEe MHOXECTBO YpOBHEN 0€30ImacHOCTH
(Hampumep, «OOIIUN TOCTYI», «AJS CIYXKEOHOTO MOJB30BAHU», «CEKPET-
HO», «COBEPIIEHHO CEKPETHOY);

F: SU O —» L — ¢ynaxmus, onpenensitonias ypoBeHb 0€30MacHOCTH
cyObeKTa Uil 00beKTa B JaHHOM COCTOSTHUM;

V — MHOXECTBO COCTOSIHMA — MHOXECTBO YIOPSIOYEHHBIX Map
(F, M), rme M — marpuma goctyna CyOBEeKTOB K 0OBbeKTaM (MaTpHIia,
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CTPOKH KOTOPOIl COOTBETCTBYIOT CyOBEKTAaM CUCTEMBI, CTOJIOIBI — 00BEK-
TaM, dJIeMeHT MaTpuIisl Mg, Haiiee 0603HavaeMsblii kak M[S, 0], onmceiBaeT
[paBa Ha J0CTYII CyOheKTa S K 00beKTY 0).

CucreMa ONMMCHIBAETCS HAaYabHEIM COCTOSHHEM Vo€V, MHOKECTBOM
3ampocoB R u ¢ysaknueit nepexomos T: (V x R) — V, onuceiBaroieii me-
PEeX0J CUCTEMBI U3 COCTOSIHUS B COCTOSIHHUE TIOJ] IEHCTBUEM 3arpoca.

B mopenu benna—Jlallagyna BBOAUTCSA ONpeNeeHUE IBYX CBOMCTB
0Ee30IMaCHOCTH CHCTEMBI: 0€30IMaCHOCTh 110 YTEHHIO U 0€30MacHOCTh 110 3a-
ITHCH.

Cocrosiaue (F, M) 6ezonacno no umenuio Toraa ¥ TOJIBKO TOTIA, KO-
rmamist Vs € S,V 0 € O Beimonusiercs: TpeboBaHue:

uyrenue € M[S, 0] = F(s) > F(0),
T. €. CYOBEKT S MOXKET MPOYHUTATh HH(POPMAITHIO U3 00BEKTa O, TOJIBKO ec-
T YPOBEHb CEKPETHOCTH O MEHbINIE WM PaBeH YpOBHIO jocTtyma S. [an-
HO€ CBOMCTBO 0€30MacCHOCTH TaKXKe Ha3bIBAeTCS MPABHJIOM 3alpeTa 4Te-
HUS C BEPXHETO YPOBHSI.

Cocrostaue (F, M) 6ezonacno no 3anucu Toraa v TOJIBKO TOTAA, KO-

rmaga Vs e S, Vo e O BoimonHsAeTcs TpeOoBaHHE:

3ammcs € M([s, 0] = F(0) > F(s),
T. €. CyOBEKT S MOXKET 3anucarth UHQOpMalLnio B 0OBEKT O, TOJBKO €CIU
YpOBEHb CEKPETHOCTH O BHINIE WM PaBeH YPOBHIO JocTymna S. JlaHHoe
CBOMCTBO 0€30MAaCHOCTH TaKXKe HA3bIBACTCS MPABHIIOM 3allpeTa 3aIllicH Ha
HWDKHUN YPOBEHB.

Cocmosinue cucmemol VeV bezonacno TOraa v TOJBKO TOTIa, KOrjaa
OHO 0€30I1aCHO U 110 YTCHHIO, U 10 3aITHCH.

Cucmema (Vo, R, T) 6e3onacna torma w TOJBKO TOT/A, KOTZAA €€
HavaJbHOE COCTOSIHME Vo O€30I1acHO M JII000€ COCTOSHME, TOCTHIKAMOE U3
Vo TIOCJI€ BBIMOJIHEHUS KOHEYHOH MOCIeN0BaTebHOCTH 3ampocoB m3 R,
TaKxe 0e30I1acHO.

Bonbminm poctounctBom Mmoaenu bemna—Jlallagyna sBasercs To,
YTO JJI Hee JJoKazaHa OCHOBHas Teopema Oe3omacHocTh. B obriem cirydae,
JaHHast TeopeMa (HOpMYyIUPYETCs CISAYIOUIMM 00pa3oM: e€CJIM HadallbHOe
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COCTOSIHHE CHCTEMbI OE30IaCHO, U BCE MEPEXObl U3 COCTOSHHS B COCTOS-
HHE HE HAPYIIAIOT OrPaHHYCHHUH, CHOPMYIMPOBAHHBIX MOJMTHKON 0e3-
OIMACHOCTH, TO JIF00OE COCTOSHHE CHCTEMBI, JOCTIDKUMOE 32 KOHEYHOE
YHUCIIO MepexooB Oynet 6e3onacHbIM. B ciryuae mojenu benna—Jlallamyna
OrpaHUYEHHs He MO3BOJIIOT HAPYIIUTh O0€30MacHOCTh 110 YTCHHUIO U 3allH-
CH.
OcHnosguas meopema 6ezonacnocmu oasa modenu benna—/lalladyna

Cucrema (Vo, R, T) (T.e. cucrema ¢ Ha4daabHBIM COCTOSTHHEM Vo,
MHOXKECTBOM 3anpocoB R, @yHknmed nepexonoB T) Oe3omacHa Toraa u
TOJILKO TOTJIa, KOTJia COCTOSIHUE Vo 0€30MacHo, U (QYHKIUS MepexoaoB |
TaKoBa, 4TO 11 V VeV, JOCTHKUMOIO U3 COCTOSIHUS Vo MOCJIC BEIITOJIHE-
HUS KOHEYHOW TMOCIEIOBAaTeIbHOCTH 3ampocoB u3 R (Takux dro
T(v,r) =V, rae v = (F, M) — ucxonmoe cocrosame, V = (F, M) — co-
CTOSIHME TOCIIe mepexoaa), it VS € S, V 0 € O BBIONHSOTCS CIEeIYI0-
K YCIOBUS:

- ecut utenne €M [s,0] u urenne £ M[s,0], To F (5)>F (0);

- ecut urenneeM[s,0] u F'(s)<F (0), To urenueg M'[s, 0];

- ecym 3armck € M'[s, 0] m 3ammcs ¢ M[s, 0], To F (0) > F (s);

- ecou 3ammch € M[S, 0] u F'(0) < F'(s), To 3armce ¢ M[s, 0].

Kpatko paccMOTprM 10Ka3aTEIbCTBO TEOPEMEL.

Heobxooumocms. Ecin cucrema Oe3ommacHa, TO Ha4albHOE COCTOS-
HUe Vo Oe30macHo 1o onpeneneHuto. [IycTh CyIIecTByeT HEKOTOPOE COCTO-
SIHUEC V*, JOCTUIKUMOEC U3 Vg IMYTEM BBITNIOJIHCHHUA KOHEYHOT'O YMCJIa 3alIpo-
coB u3 R u monydeHHOe B pe3ysbTaTe Mepexoja u3 0e30MacHoro cocTos-
Hust V: T(v, 1) = V. Torza, ecim Ipy TaKOM Mepexojie HapyIIEHO XOTs ObI
OJJHO M3 TMEPBBIX JBYX OrPAHUYCHUH, HAKIIAJbIBAEMBIX TEOPEMOW Ha
dynkumio T, To cocTosiHEe V. He GyneT 6e30macHsIM Mo uTeHnio. Eciu
¢byukims T HapyniaeT oHO U3 ABYX IOCIEIHUX YCIOBHIA TEOPEMBI, TO CO-
cTosiHIE V' He GyneT 6e30macHbIM 110 3amuch. Takum 06pasoM, Ipu Hapy-
IICHUU YCIIOBHH TEOPEMBI CHCTeMa CTaHOBUTCS HeOeszomacHoW. Heobxo-
JIMMOCTb JI0Ka3aHa.
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Locmamounocme. Vicrions3yeM METOJ OKa3aTelnbCTBA OT MPOTHB-
Horo. [lycts cucrema HeOe3omacHa. B 3ToM ciydae nmubo HaganmbHOE CO-
CTOSIHME Vo HEOE30I1acHO, YTO NMPOTUBOPEUHT YCIOBHUSIM TEOPEMBI, JINOO
JIOJIKHO CyIIECTBOBATh HEOE30IACHOE COCTOSHHE V , JOCTIKAMOE 3 0e3-
OTIACHOTO HAYaJIbHOTO COCTOSIHUSA Vo ITyTEM BBIITOJIHEHUS! KOHEYHOTO YHCIIA
3anpocoB u3 R. B aToM ciydae o0si3aTenbHO OyieT IMETh MECTO Iepexo]]
T(V, 1) = V', mpu KOTOPOM COCTOsIHHE V — Ge30macHo, a V. — Het. OIHaKO
YeTHIPE YCIOBUS TEOPEMBI IEAI0OT TAKOH Mepexo1 HeBO3MOKHBIM.

HecmoTtps Ha gocromnctBa monenu bemna—Jlallamyma, pu ee cTpo-
roi peanuzanuu B peanbHbIX AC BO3HUKAET psil mpooiem.

1. 3asviwenue yposus cexkpemnocmu, CBI3aHHOE C OJHOYPOBHEBOM
MIPUPOJIOH OOBEKTOB M MPaBIIIOM Oe30macHOCTH 1o 3anucH. Ecim cyObekT
C BBICOKMM YPOBHEM JIOCTYIIa XOUET 3alHCcaTh YTO-TO B OOBEKT ¢ HU3KUM
YPOBHEM CEKPETHOCTHU, TO CHadajla MPUXOAUTCS IMOBBICUTHL YPOBCHL CCK-
PETHOCTH 00BEKTA, a IIOTOM OCYILIECTBIATE 3alHUCh. TakuM 00pa3oM, gaxe
OJMH Tmaparpad), 100aBIEeHHBIH B OOJIBIION TOKYMEHT CYOBEKTOM C BBICO-
KHM ypOBHEM JIOCTYIIa, OBBIIIAET YPOBEHb CEKPETHOCTH BCEro 3TOTO JI0-
kyMmeHTa. Eciii 1o xoxy paboThl H3MEHEHHS B JOKYMEHT BHOCST CyOBEKTHI
co Bce Oonee BBICOKMM YPOBHEM IOCTYIA, YPOBEHb CEKPETHOCTH JIOKY-
MEHTa TaK¥Ke MOCTOSIHHO pacTeT.

2. 3anuce ecnenyio. OTa mpobieMa BO3HUKAET, KOTAa CyOBEKT Mpo-
W3BOJUT OTICPAIIHIO 3aIMCH B OOBEKT ¢ 00JIee BHICOKUM YPOBHEM Oe3omac-
HOCTH, 9eM ero cOOCTBEHHBIH. B 3TOM ciydae mociie 3aBepIieHus omnepa-
Oy 3arrcu C}/6'I)GKT HE CMOXKET IMPOBEPUTH NPABUJIBHOCTL BBIITOJITHCHUA
3aMKCH MTPU MIOMOIIM KOHTPOJIBHOTO YTEHUsI, TAK KaK €My 3TO 3alpelieHo B
COOTBETCTBHH C IIPABHIIOM O€30MIaCHOCTH 0 YTEHHIO.

3. [lpobaema yoanennozo umenus-3anucu. B pacripeneneHHbIX cH-
cTeMax IpY yJaJIeHHOM YTeHUH (aiiia co3al0TCs 1Ba IIOTOKA: OT CyObeK-
Ta K 00beKTy (3ampochl Ha YTECHUE, MOJATBEPKACHUSA, MpoUasi ciIyxeOHas
nH}opManusi) U OT 00beKTa K CyOBEKTY (caMH 3arpaliiBaeMble JaHHEIE).
ITpu sToM, Hampumep, eciu F(S) > F(0), To nepBblii TOTOK OyneT IPOTHBO-
pPEUNTH CBOMCTBY O€30IMAaCHOCTH IO 3amiicd. Ha mpakTuke s pereHus
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3TOH MPOOJIEMBI HAI0 Pa3AeiiATh CIyXKeOHBIC TOTOKHU (3aIpOChl, IOATBEP-
JKJICHHST) ¥ COOCTBEHHO Tiepenaqy HHPOPMAaIlr.

4. llosepennvlie cyovexmol. Monens bennma—Jlallagyna He y4uThbiBa-
€T, 9TO B peaJbHOI cuCTeMe, KaK MPaBHJIO, CYIIECTBYIOT CyOBEKTHI, eii-
CTBYIOILLIME B MHTEPECAX aAMHHUCTPATOPA, a TAKIKE CUCTEMHbIE IIPOLIECCHI,
HampuMep, JpaiiBepsl. JKecTkoe coOi0eHne MpaBUIl 3alpeTa YTEHHs C
BEPXHETO YPOBHS W 3allpeTa 3allMCH Ha HIKHUIA YPOBEHb B psJE CIIydacB
JienaeT HEBO3MOXKHOM paboTy mogo0HEIX mporieccoB. COOTBETCTBEHHO, MX
TAK)KE MPUXOAUTCS BBIIENATS.

1.4.3. PosieBast Moe/1b 0€30MACHOCTH

Ponesas Mogens 6€30mMacHOCTH MOABMIIACH KaK PE3yNbTaT pa3BUTUSL
IUcKperoHHol Monenu. OfHako OHa 00JaJaeT HOBBIMH IO OTHOILICHUIO
K HCXOJHOI Mopaenu CBOICTBaMH. yIpaBieHUE IOCTYIOM B HeH ocy-
IIECTBISIETCS KaK Ha OCHOBE OINIPEAEICHHS MPaB I0CTyMa Ul PoJieH, Tak U
IIyTeM COIOCTaBJICHHS POJICH IMOJB30BATENSAM M YCTAHOBKU IPaBWI, pe-
IVIAMEHTHPYIOLINX HCIIOJIB30BaHUE POJICH BO BPEMsI CEAHCOB.

B poneBoil Momenu MOHATHE «CyOBEKT» 3aMELAcTCsl MOHATHAMU
«ToJIB30BaTenby 1 «ponby [5]. ITonp3oBatens — 4enoBeK, pabOTAIOMHH C
CHCTEMON W BBITIOJIHSIONIMN ONpeJeNeHHbIe CITyKeOHbIe O00S3aHHOCTH.
Pone — 3T0 akTHBHO ACHCTBYyIOIIAs B CUCTEME aOCTpaKTHAs CYLTHOCTD, C
KOTOpOH CBsI3aH Ha0Op IOJTHOMOUYHWI, HEOOXOAMMBIX MJISI BBHITOJHEHUS
olpeneneHHol nesrensHocTh. [logoOHOoe pasnenenne XOopoulio OTpaxaer
OCOOCHHOCTH JEATENHHOCTH Pa3JIMYHBIX OpTraHHW3alii, YTO IPUBENIO K
pacIpoCTpaHEHHIO POJIEBHIX MOIUTHK Oe3omacHOCTH. [Ipu 3TOM Kak oguH
MI0JIb30BATENIb MOXKET OBITh aBTOPU30BaH aJIMHHUCTPATOPOM Ha BBINOIHE-
HHE OJHOM WJIM HECKOJIBKUX pOJIeH, TaK U OJlHA POJb MOXKET OBITh COMO-
CTaBJICHA OJJHOMY HJIH HECKOJIBKUM MOJIb30BATEIISIM.

[lpn wcnonp30BaHUK POJIEBOH MOJIHWTHKH YIPABICHHE JOCTYIIOM
OCYIIECTBISIETCS B IBE CTAIHN!

- JUIA KaXJIOW pONM yKa3bIBAaeTCsl HAOOP MOJTHOMOYHH (pa3pelieHuil Ha

JOCTYH K pa3In4HbIM 00BEKTaM CUCTEMBI);
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- K@KIOMY IOJIb30BATENIO0 COIMOCTABISCTCSA CIHUCOK TOCTYIHBIX €My
ponei.

[Ipu onpeneaeHUN POJICBOW MOJUTHKHA OE30MACHOCTH HCIIOJIB3YIOTCS
CJIETYIOIIME MHOKECTBA!

U — MHOKECTBO I10JIb30BATENIEH;

R — MHOXecTBO poJiei;

P — MHOXeCTBO MOJHOMOYM (pa3pelleHuil) Ha AOCTyN K OOBbeK-
TaM CHCTEMBI;

S — MHOXeCTBO ceaHCOB pabOTHI MOJL30BATENSA C CHCTEMOM.

Kak yxe 0TMeuasoch BBIIIE, POJISIM COMOCTABIISIOTCS MOJTHOMOYHS, a
MOJIH30BATENSIM — POJIH. DTO 3aMAeTCs MYTEM OMPEACICHUS CIICIYIOIIUX
MHO>KECTB:

PA c PxR — onpenensier MHOXECTBO TIOJIHOMOYHWMN, YCTaHOBJICH-
HBIX POJISIM (JUIS HATJIAAHOCTH YCIOBHO MOXET OBITh MPEICTABICHO B BHJIC
MaTpHUIBI JOCTYIIA);

UAcU xR — ycraHaBiuBaeT COOTBETCTBUE MEXIy IIOJIb30BaTe-
JSIMH ¥ TOCTYITHBIMH UM POJISIMH.

PaccmoTpum mporiecc ompeseneHus npaB A0CTyNma s MOJIb30BaTe-
75, OTKPBIBIIETO CeaHC pabOThI ¢ CHCTEMOMW (B paMKax OJHOTO ceaHca pa-
00TaeT TOJNBKO OJMH MOJb30BaTelb). [IpaBuiia ympaBieHUs JOCTYIIOM 3a-
JTAFOTCS C MTOMOIIBIO CIETYIONUTNX (PYHKITHIA:

user:S —>U — s kaxmoro ceanca S €S 3Ta QyHKIHS OmMpenemns-
€T MO0JIb30BAaTeNsl, KOTOPBIH OCYIIECTBIISAET 3TOT CEaHC PabOThI C CHCTEMOM:
user(s)=ulueU;

roles — mis Kakmoro ceanca Se S maHHas (QYHKIUS ONpenessieT
MIOJIMHO’KECTBO POJIeH, KOTOPhIE MOTYT OBITH OJHOBPEMEHHO ITOCTYITHBI
HOJIB30BATEIIO B X0J1e aToro ceanca: roles(s) ={r, | (user(s), r;) € UA};

permissions : S — P — s kaxmoro ceanca sTa QyHKIHS 3a-
JaeT HaOOp JOCTYIHBIX B HEM IOJHOMOYHHA, KOTOPBIA OMPEIeIsIeTCs IIy-
TeM 00BeIMHEHUS TTOJTHOMOYHIA BCEX POJICH, 3a/IeHCTBOBAHHBIX B 3TOM Ce-

amce: permissions(s) = Uremles(s){pi |(p;, 1) € PA}.
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B xavecTBe kpuTepus 0€30MACHOCTH POJICBOM MOCIH UCTIOIB3yeTCs
CIICAYIONIEE TIPABIIIO: CHCTEMa CUATAETCS 0€30IIacHOM, €I JIF000H TOb-
30BaTeNb CHUCTEMBI, pabOTAIONMMN B ceaHCe S €S, MOXKET OCYIIECTBIATH
JeicTBUs, TpeOyromue NoTHOMOuns P € P, TOIBKO B TOM Cllydae, €CiH
p € permissions(s).

CylecTByeT HECKOJIBKO Pa3sHOBUAHOCTEH POJIEBBIX MOJETCH ympas-
JeHUs JOCTYIOM, pa3jMyaronuxcs BUAOM (QYHKIMKA USer, roles wu
permissions, a Takxe OrpaHHYCHUSMHE, HAKJIaJbIBACMBIMI Ha MHOXKECTBA
PAu UA.

B wactHOCTH, MOXET ONpEeneNsAThCS HepapXUUecKas OpraHu3aIus
poJiel, mpu KOTOPOM POJM OPTaHU3YIOTCS B HMEpPAPXHUH, W KaKIas poJib
HaclleZlyeT MOJIHOMOYHS BCeX TOJUUHEHHBIX el PosIeH.

MoryT ObITH Ompe/iesieHbl B3aUMOUCKIIOYAIoNIe poiu (T. €. Takue
pOIIH, KOTOphIe HE MOTYT OBITH OAHOBPEMEHHO Ha3HAYCHEBI OJHOMY ITOJb-
30BaTenio). Takke MOXET BBOOUTHCS OTPAHWUYCHHE HA OJTHOBPEMEHHOE
UCTIONIH30BaHKE POJICH B paMKax OJHOM CecCHH, KOJTHMYECTBCHHBIE OTPAHH-
YCHUA IIPpU HA3HAYCHUU pOHeﬁ nu HOHHOMOHHﬁ, MOXCET MPOU3SBOAUTHLCA

TPYIIIAPOBKA POJIEH U MOTHOMOYHIA.

1.5. MPOLHECC ITIOCTPOEHUSA U ONEHKH CUCTEMBI
OBECITEYEHUSA BE3OITACHOCTH. CTAHJAPT ISO/IEC 15408

OnHuM 13 HanboJee PacIpOCTPAHEHHBIX COBPEMEHHBIX CTaHIApTOB
B 007acTH MHGOPMAIMOHHON 0€30MacHOCTH SBJIACTCS MEXIyHApOIHBIH
craumapt ISO/IEC 15408. Ou Obu1 paspaboTaH Ha OCHOBE CTaHaapTa
«O0mme kputepud 0€30MacCHOCTH HMH(DOPMAIMOHHBIX  TEXHOJIOTHIA»
Bep. 2.1. B 2002 roxy srot crannmapt O0but npuHAT B Poccun kak 'OCT P
NCO/M3BK 15408-2002 «udopmannoHHas TexHomorus. Metoasl obec-
neyeHns: 6esomacHocTd. Kputepun oneHku 0e30macHOCTH HH(POPMAIMOH-
HBIX TEXHOJOTHI» [4], yacTo Ha3piBaeMbli B uTeparype «OOrme KpuTe-
pumn».

Cranngapt pa3paboTaH TakuM 00pa3oM, YTOOBI YAOBIETBOPHUTH IIO-
TPeOHOCTH TpeX TPYIII CIELHUANNCTOB: pa3pabOTINKOB, SKCIEPTOB I10 Cep-
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TU(UKAMKA U TOJb30BaTeseid 00beKTa omeHKH. [log 0OBEKTOM OlEHKU
(OO) B cranmapre MOHUMAIOTCS HOIJICKAIINE OLEHKE MPOAYKT HH(OP-
ManmoHHbIX TexHonoruili (UT) minm cucremMa ¢ pyKOBOACTBAMH aJIMUHU-
cTpatopa W Toib3oBaTes». K TakuM 0OBEKTaM OTHOCATCS, HarpuMep,
OTICPAIlMOHHBIC CHUCTEMBI, MPUKIaTHBIE IMIPOTPaMMbl, HMH()OPMAIMOHHEIE
cuctemsl U T. 1. Panee, B pazaene 1.2 nmocobus paccmaTpuBaiach onpee-
JsieMasi CTaHAapTOM B3aMMOCBSI3b BEICOKOYPOBHEBEIX MOHSITHH B 00JIACTH
nHpopMaIMoHHo# 6e3omacuoctu (puc. 1.1).

«O01ue KpUTepHm» MPeryCMaTPUBAIOT HAIWIHNE IBYX THUIIOB TPeOO-
BaHMH 6e30IacHOCTH — (YHKLIMOHANBHBIX U JoBepusi. DyHKIMOHATBHBIE
TpeOOBaHUsI OTHOCSTCS K CEpBUCAM OE30MACHOCTH, TAKUM KaK yIpaBlICHHE
JOCTYIIOM, ayIuT U T. 1. TpeOoBanus nqoBepus K 6€30MacCHOCTH OTHOCSATCS
K TEXHOJOTHH pPa3pabOTKH, TECTHPOBAHUIO, aHANN3Y YSI3BUMOCTEH, ITO-
CTaBK€, COIMPOBOXACHHIO, SKCHHyaTaHHOHHOﬁ JOKYMEHTalluu U T. 1.

Onucanre 00OWX THIOB TPeOOBaHUI BBHIMOJIHEHO B €IMHOM CTHJIEC:
OHHU OPTaHU30BAHBI B UEPAPXHIO KIACC — CEMEUCTBO — KOMIIOHEHT — 3JIe-
MeHT». TepMHH «KJ1accy HCIMONb3yeTcsl sl Hanboiree o0MIel rpymmupoB-
KM TpeOOBaHUH 0E30MaCHOCTH, a AIEMEHT — CaMbId HUKHHH, HEJICITMMBIHA
ypoBeHb TpeboBaHWl Oe3omacHocTH. B cranmaprte BbieneHsl 11 kimaccoB
(PyHKLIMOHANBHBIX TPeOOBAHUIL:

- ayauT 6€301MacHOCTH,;

- CBsI3b (IIepenava JaHHbIX);

- Kpuntorpaduyeckas nojaepkka (Kpunrorpaduieckas 3amura);

- 3alIMTa JaHHBIX I1OJIB30BATEIIA;

- HACHTU(UKALUS U ayTeHTU(HUKALINS,

- ympaBiieHre 6€30IaCHOCTHIO;

- IPUBATHOCTH (KOH()UACHIINATBHOCTE);

- 3amuTa QyHKIKH 6€30MacCHOCTH 0OBEKTA;

- HCTIOJIb30BaHUE PECYPCOB;

- JOCTYH K OOBEKTY OLICHKH;

- IOBEPEHHBIN MapIIpyT/KaHAI.
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MMPOPUJIb 3AIINTHI

Beenenue I13

Omnucanue OO

Cpena 6e3omacHOCTH
00

Wnentuduxarus 113

Awnnoranus 13

Lemu Ge3omacHoCTH

IIpeanonosxkenus 6e30macHOCTH
I Yrpossl

— IlonuTtHka 6e30macHOCTH
OpraHu3aluu

TpeboBanus Oe3omac-
Hoctu UT

Ilenu 6e3omacuoctu aas OO

L HCJ’II/I 0e30IaCHOCTH AJIs1 CpeabI

O0ocHOBaHUE

TpeGoBanus DyHKIMOHAJIBHbBIE
0e3omacHoOCTH TpeOoBaHMs
g OO0 oe3omacuaoctd OO
TpeboBanus
TpebGoBanus P
JIOBEpHS K
| 6e30macHOCTH I
6e3omacHocta OO
cpenst UT

3aMeuaHus 1o MNPUMEHCHHUIO

Jlornyeckoe 060CHOBaHUE LIEJIEH
0€e30IacHOCTH

Jlornueckoe o60CcHOBaHHE TPeOOBAHUI
0e301acHOCTH

Puc. 1.2. Ctpykrypa npoguIIst 3aIiThI

OCHOBHBIE CTPYKTYpPBI, onpenensembie «OOIMUMH KPUTSPUIMI» —
9TO MPOoWIIb 3alIUTHI U 33JaHKe 1o Oe3omacHocTH. [Ipoduiis 3ammThl —

OTO HE3aBUCHMas OT pe€ajin3aliluid COBOKYIHOCTbH Tpe60BaHI/II>‘I Oe3omacHo-
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CTU Juis HeKoTopoit kareropun OO, oTBevaromias crienupUUecKuM 3apo-
cam morpebutens. [Ipodminb COCTOMT W3 KOMIIOHCHTOB WJIH IAKETOB
(YHKIMOHANBHBIX TPEOOBAHUI U OJJHOTO M3 YPOBHEH TrapaHTHPOBAHHOCTH.
Crpykrypa npoduiis 3aUThl IpeacTaBieHa Ha puc. 1.2.

[Ipoduns onpenenser «MoJenb» CHCTEMBbI 0E30MACHOCTH WU OT-
JenpHOTO ee Monyis. KommuecTBo mpoduireil moTeHIMaabHO HE OTrpaHH-
YEeHO, OHU Pa3padaThIBAIOTCS TSl Pa3HBIX O0JacTell MpUMEHEeHUs (HaApH-
Mep, npodmns «Crenuann3npoBaHHbBIe CPEACTBA 3aMIUTH OT HECAHKIIHO-
HUPOBAHHOTO JIOCTYIA K KOHPHUICHIHATLHON HHpOPMALIUIY).

[Ipodune 3amuUTHI CIyXHUT OCHOBOM /Ul CO3[aHMs 3afaHus 1Mo 0e3-
OIIaCHOCTH, KOTOPOE MOYKHO pacCMaTpHUBaTh KaK TEXHHYECKUI MPOEKT IS
pazpabotku OO. 3aganne Mo 6E30MACHOCTH MOXET BKIIOYATh TPEOOBAHMUS
OITHOTO WJIM HECKOJBKUX Tpodmiel 3ammuThl. OHO ONMHCBHIBACT TAKKE YPO-
BCHb (byHKI_II/IOHaIH)HBIX BO3MOKHOCTEH Cp€aACTB U MEXaHU3MOB 3alllUThI,
peanmzoBanHbIX B OO, U IPUBOAUT OOOCHOBAHHE CTEIEHU MX aJIeKBaTHO-
cTH.

[o pe3ynpTaTaM MPOBOAUMBIX OLIEHOK, CO3JAFOTCSl KATaIOTH CepPTH-
(bUIUPOBaHHBIX TPOQUIICH 3aIUTHI ¥ MPOITYKTOB (OTIEPAIIMOHHBIX CHCTEM,
CPEACTB 3aIIUTH HH()OPMAIUHU U T. 11.), KOTOPHIE 3aTEM HCIIONIB3YIOTCS IPU
OLICHKE JIPYTUX OOBEKTOB.

2. OCHOBBI KPUIITOI'PAO N

2.1. OCHOBHBIE NOHATUSA. KIACCUPUKALUA IHNDPOB

Uctopuiecku xpunmoepaghus (B IepeBoie ¢ TPEUECKOTO0 — «TalHO-
MUCH») 3apOAMIIACH KaK CIIOCOO CKPBITOW mepefadn cooluieHuid 6e3 co-
KpBITHS camMoro (akrta ux mepemaun [6]. ms aToit menm cooOmieHue,
HaNMCaHHOE C WCIOJF30BAHUEM KaKOTO-THOO OOMICTIPHHSATOTO sI3BIKA,
peoOpa3oBBIBANOCE IO YIIPABICHUEM JOTONHUTEIBHON WH(OPMAIUH,
Ha3bIBaeMOU x1rouom. Pe3ynbTaT nmpeoOpa3oBaHus, HA3bIBAEMBIH KpUNMO-
2pammou, CoJIep)KUT UCXOAHYI0 MH(POPMAIHIO B ITOJHOM 00beMe, OJHaKO
MOCJIEIOBATEIFHOCTh 3HAKOB B HEM BHEIITHE MPECTABISACTCS CIyJailHOW U
HE MTO3BOJISIET BOCCTAHOBHUTH MCXOIHYI0 MH(pOpMAIHio 6e3 3HaAHHS KITIoYa.
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[Ipouenypa npeoOpazoBaHus Ha3bIBAETCH wiu@pposanuem, oOpaTHOTO Mpe-
00pazoBaHUsI — paciuugposvléanuem.

Ceituac kpunmoepagueii TIPUHATO HA3BIBATH HAYKy O MaTeMaTHYe-
CKHX MeTOoJ[aX o0ecreueHusi KOHQUACHIIMATBHOCTH U ayTeHTUYHOCTH (11e-
JOCTHOCTU ¥ HOIJMHHOCTH) MH(pOpManuy. 3anadeil MCCIeIOBAHUSI METO-
JIOB TIPEOMIOJICHUST KPUIITOrpadHUSCKON 3aIMUTHl 3aHUMAETCS KPUNMOAHA-
w3, JIns 0003HAYEHHS COBOKYIHOCTH KPUNTOrpaduu M KPHUIITOAHATIHM3a
HCTIONB3YETCS TEPMUH «KPURINONIOUSD.

Hecmotps Ha To, 9TO MU(PHI MPUMEHSITUCH €IIe 0 HaIIeH 3P, KaK
Hay4YyHOE HampaBJeHHUE COBPEMEHHAss KpUNTorpadus OTHOCUTEIBHO MOJIO-
na. OnHoi U3 BakKHEHIIMX pa0doT B TaHHON 00JacTu sBisieTcs craThs Kio-
na lennona (Claude Shannon) «Teopust CBsI3u B CEKPETHBIX CHCTEMAx»,
OImyOJIMKOBaHHAs B OTKPBITOM neyatwt B 1949 romy. Ha puc. 2.1 nzo6paxe-
Ha nipesiokenHas [[IleHHOHOM cxeMa CeKpeTHOH chcTeMsl [7].

Ha cTopone oTmpaButens UMEIOTCS 1Ba UCTOYHHUKA HH(POPMALIUN —
HUCTOYHUK COOOIICHUH U UCTOYHUK KiItouel. MICTOUHUK Kitouelt BeIOupaer
M3 MHOXECTBa BCEX BO3MOXKHBIX KJIOued oauH Kitou K, xkoTopselil Oyzaer
HCTOJB30BaThCs B 3TOT pa3. Kirrou mepemaeTcst OTHpaBUTENIO M HOTydaTe-
JIF0 COOOIICHHS TAKUM 00Pa30M, YTO €r0 HEBO3MOXKHO MIEPEXBATHUTD.

TudpoBanpomk
MPOTHBHUKA
A
Hcrounnk | M| Iludposansmuk: | C | | Hudposansumk: | M,
COO0O0IIeHHIT Fk FK'l

A A

K

Hctounmk
KJTIouei

Puc. 2.1. Cxema cexpeTHOI cHCTeMBI
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Otobpakenue Fg, npuMeHeHHOE MU(PPOBATIBIIUKOM K COOOIICHUIO
M, maet kpunrorpammy C:

C=FM. (2.2)

B cBs13u ¢ Tem, 9TO moNydaTenb NOJDKEH MMETh BO3MOXKHOCTH BOC-
CTaHOBUTH coobmnieane M u3 kpunrorpammel C npu u3BecTHOM Kiroue K,
oroOpakeHne Fyx JOMKHO MMETh €IMHCTBEHHOE OOpaTHOE OTOOpakeHue
FK'l, TaKko€ 4To:

M =FC. (2.2)

Cexpemnas cucmema (WX B COBPEMEHHOH TEPMHUHOJOTMH —
wu@p) onpeneNseTcss Kak CeMEeUCTBO OJHO3HAYHO OOpaTHMBIX 0TOOpaXke-
HUI MHOXKECTBa BO3MOXKHBIX COOOIICHHH BO MHOXECTBO KPUIITOTPAMM.
Bei6op xmroua K onpezensier, kakoif UMEHHO 351eMeHT Fx Oyzaer ucnosb-
30BaThesl. [Ipenmnonaraercs, 9To MPOTHUBHUKY M3BECTHA HCIOJb3yeMasl CH-
creMa, T. €. cemetictBo oroopaxenuit {F; | i=1..N} u BeposiTHOCTH BBIOOPA
pa3nuuHbIX Kimoveidl. OfHaKO OH He 3HaeT, KaKOW UMEHHO KITFoY BBIOpaH, 1
OCTaJIbHBIE BO3MOXKHBIE KIIFOYHM CTOJb XK€ BaXKHBI JUIT HEro, KaK U MCTHH-
HBII.

Ipouecc pacumppoBbIBaHUS COOOIIEHUS YIS JIETABHOTO TOJIyYa-
Tenst ”HGOPMAIMK COCTOUT B MPUMEHEHHH KpUNTOrpaduieckoro orodpa-
KEHHs, OOpaTHOTO IO OTHOIICHHIO K OTOOPaKeHHWIO, HCIIOJIE30BAHHOMY
pu U POBaHUH.

[Ipomecc pacmmdpoBKH JUISI TPOTHBHUKA MPEACTABISCT COOOH Mo-
MBITKY OMPEAETUTh COOOIICHUE (WIM KOHKPETHBIN KITFO4Y), UMES B Pacrio-
PSOKEHHH TOJNBKO KPUITOTPAMMY M AlPHOPHBIC BEPOSITHOCTH PA3IHYHBIX
KJIroueil ¥ cooOIeH .

CyiiecTBYrOT HGPHI, I KOTOPBIX JF000H 00beM MepexBauyeHHOMN
“H(OPMAITMU HEAOCTATOYCH JIJIS TOTO, YTOOBI HAWTH ImHUQpyrolee 0To0-
paxkenue. Lludpsl Takoro THIIa HA3BIBAIOTCA OE3VCIO06HO CHOUKUMU.
WNHbMEH crioBamu, 0€3yCIIOBHO CTOMKHUMH SIBISIFOTCS Takue IMUQPHI, 1Jis
KOTOPBIX KPUNTOAHAIUTHK (Ja)ke eclu OH oOnamaer OECKOHEYHBIMHU BBHI-
YHCIHUTENFHBIMU PECYpCaMu) HE MOXKET YIYUIIUTh OIEHKY HCXOMHOTO CO-
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oOmenust M Ha ocHOBE 3HaHMA Kpunrorpammsl C 10 CPaBHEHHUIO C OLICH-
KO MpH HEW3BECTHON KPUMITOTPaMME.

HIudper pyroro Trma XapaKkTepU3YIOTCS TEM, YTO IPH OIPEIEIICH-
HOM O00BEME MEepPEXBAUYCHHBIX JAHHBIX ONPEICIUTh KIto4 (MK pacmudpo-
BaTh cooOIIeHre 0e3 3HaHUs KIIF0Ya) CTAHOBHUTCSI TEOPETUICCKHA BO3MOXK-
HO. MUHHMMAaNBHBIH 00BEM KPHIITOIPAMMEI, JUII KOTOPOTO CYIIECTBYET
€IMHCTBEHHOE pCIICHUE KPUITOAHATUTHYCCKOW 3aadd, HA3bIBACTCS UH-
mepsaniom eourncmeennocmu. OIHAKO UL KPUITOAHAINTHKA, 00Jagaro-
IIETO OTPAaHWYCHHBIMH BBIYHACIUTENBHBIME PECYypCaMH, BEPOSTHOCTD
HAWTH 3TO pEIICHHE 3a BPeMsl, B TEUCHHE KOTOPOTO HH(OpMAIHS Hpe-
CTaBJISICT IEHHOCTh, upe3BbIuaitno maina. [1ludpsl Takoro TuNa Ha3bIBAIOT-
¢ ycnosHo cmotikumu. VIX CTOMKOCTh OCHOBaHA Ha BBICOKOW BBIYHCIH-
TENBHOHN CIIOKHOCTH «B3JIOMay MU(pPa. BOJBIIMHCTBO MPUMEHSIEMBIX CEHi-
gac mMu(ppPOB OTHOCSITCS K 3TOMY THILY.

JokazaHo, 4To 6e3yClIOoBHO CTOiKHe mHUGpPH cymecTByoT. Ho mms
UX MOCTPOCHUST HEOOXOJMMO HCIOJIb30BaTh PABHOBEPOSITHBIN CITyYaiHBIN
KITIOY, UMEIONINN IJIMHY, paBHYO0 jmuHe cooOmienus. [Ipu cobmromenmn
9TOTO YCIIOBHSA caMa IpoLeaypa mpeodpa3oBaHus MOKET OBITh TOCTATOYHO
MPOCTOM.

Paccmotpum crenyrommii mpumep. [lycTs Hy)KHO nepenats coo0ue-
Hue M, mpencTaBIeHHOE B JBOMYHON KOJMPOBKE. BeposTHOCTH TOTO, YTO
OuepeaHOl CUMBOJ coobmenus Oyzaer 1, pasua ¢, 0 — (1 — (). Kpunro-
rpamMMa IOy4yaeTcs MyTeM MMOOUTHOTO CIIOKEHUS 10 MOAYIO 2 (T. €. CiIo-
KeHHsI 0e3 TMepeHoca CTapiiero paspsaa) cooOIIeHUs ¢ OeCKOHEYHBIM,
CIIy4aliHBIM, PABHOMEPHO pacnpezefeHHbIM KoM K:

C=M&K. (2.3)

[Momo6HOe TpeoOpazoBaHUE TAaKKE HA3BIBAIOT 2AMMUPOGAHUEM, 2
kimou K — karouesoti eammori. Haliiem BEpOSTHOCTH TOTO, YTO OYEPEAHOMN
CHUMBOJI KpUIITOTpaMMBbI OyneT paBeH 1. DTo MpOHM3OUIET, €CIH B MCXO/-
HOM COOOIICHUN COOTBETCTBYIONIMI CUMBOJ paBeH (), a B kiroue — 1 win
B cooOmennu — 1, B kimode — 0. DTH napsl COOBITHH B3aHMOMCKIIIOYAr0-
[IHe, TaK YTO CIEAYeT MPUMEHHUTE (POPMYITY CIIO’KSHHS BEPOSTHOCTEH:
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p(C=1)=(1-q)x05+qx05=05. (2.4)

Taxum 00pazom, BEpOSITHOCTD MOSIBICHUS B KPUIITOIPaMMe €TUHHUIIbI
HE 3aBUCHT OT CTATUCTUIECKUX CBOMCTB UCXOMHOTO coobmieHus. W anamu-
3UPYSl KPUOTOTPAMMYy, HAPYIIUTEIh HE CMOXET IIOJyYUTH JOTIOJHUTETh-
HOU mHpopMaIu 00 UCXOTHOM cooOrieHnu. Hago oTMeTuTh, 4To moao0-
HBIMU CBOMCTBaMH 00JalaeT TOJBKO CIy4aiHbIii OECKOHEUHBIH paBHO-
MEPHO pacIpelleNieH bl KiItou. Eciu BepOsATHOCTH MOSIBICHUS B KIIIOUYE
eauHUIBl oTyHa oT 0,5, To 4 B opmyite (2.4) He yIacTcsl UCKITIOYUTH U3
pe3yabTarta.

PaccmoTpuM, KakuMH Ke CBOMCTBaMHU JIOJDKEH 00JIafaTh XOPOIIHMA
mu¢pp. Bo-mepBeix, mm@poBanue M pacmuppoBEIBAHHE TODKHO OCY-
LIECTBIIATHCS AOCTATOYHO OBICTPO B T€X YCIOBHUSX, B KOTOPBIX NMPUMEHS-
ercs mmdp (c ucnonp3oBanmeM OBM, mpu muppoBaHHU BPYYHYIO H
T. 1.). Bo-BTOpBIX, MU(p J0DKEH HAIEKHO 3alIUIIaTh COOOIICHHUE, T. €.
OBITH CTOHKUM K PacKpBITHIO.

Kpunmocmotixocms — cTOWKOCTb MHU(pPa K PaCKpBITHIO METOJaMU
KkpuntoaHanuza. OHa onpeaesnsieTcs BBIYHCIUTENBHOW CI0XKHOCTBIO alro-
PUTMOB, IPUMEHIEMBIX JJIsI aTaku Ha mup. BeraucnureapHas CIOKHOCTD
H3MEPSIETCSI BpEMEHHON M eMKOCTHOM CI0KHOCTIMH [8].

[ ompexneneHusl CIOXKHOCTH alTOpPUTMa C KOHKPETHOW 3ajaueit
CBSI3BIBAETCS YUCIIO, HA3BIBAEMOE pA3MEPOM 3a0ayu, KOTOPOE XapaKTepH-
3yeT KOJIMYECTBO BXOAHBIX NaHHBIX. Hampumep, s 3agadul yMHOMKCHHUS
YHCeN Pa3MepPOM MOXKET OBITh [UIMHA HAOOIBIIETr0 U3 COMHOXKHTENEH.

Bpemennas cnoscrnocms (WIH MPOCTO CIOKHOCTH) — 3TO BpeMs, 3a-
TpaunBaeMoe aarOPUTMOM JJIsl PEIISHHs 3aJadyd, paccMaTpUBaeMoe Kak
¢GyHKIUSA OT pasMepa 3amaud. Hepeako CIIOKHOCTh U3MEPSIOT KOJIWYe-
CTBOM HEKOTOPBIX 3JIEMEHTApHBIX onepauuid. Emxocmuasn croxcHocms —
00BeM MaMATH, HEOOXOAUMOH T XpaHESHHUS MMOJIYYCHHBIX B X0J¢ paboThI
JAHHBIX, KaK (YHKINS OT pa3Mepa 3aJauu.

OueHb BakHOE TpeOOBaHUE K CTOHKOMY MH(PPY ObUIO cHOpMyITUpPO-
BaHo B XIX Beke romranackuMm kpunrorpadom Orioctom Kepkroddceom
(Auguste Kerckhoffs). B cooTBeTcTBHM ¢ HMM, IIPH OLIEHKE HAIEKHOCTH

39



mmdpoBaHus HEOOXOIUMO Tpe/roaraTh, 4To MPOTUBHUK 3HAET Bce 00
HCIIONIb3YEeMOM CcHUCTeMe IMU(POBAaHUS, KpOME MPUMEHSICMBIX KITHOUECH.
JlaHHOE TIPAaBWIIO OTPA’KAET BAXKHBIN MPUHIUI OPTaHU3AINH 3alUThHl WH-
(hopMaIuu: 3alIMIICHHOCTh CUCTEMBI HE JIOJDKHA 3aBUCETh OT CEKPETHOCTH
JIOJITOBPEMEHHBIX 3JIEMEHTOB (T. €. TaKUX BJIEMEHTOB, KOTOpPhIE HEBO3-
MOKHO OBUIO OBI OBICTPO M3MEHUTH B CIy4ae YTEUKH CEKPETHOW WH(OP-
MaIliH).

Cyl1recTByeT HECKOJIbKO O0OOIIEHHBIX MOCTAHOBOK 3a7aud KPUIITO-
aHanmm3a. Bee oHM OpMYTHPYIOTCS B TIPEIIONOKEHHH, YTO KPUTITOAHAIIH-
TUKY W3BECTHBI MPUMEHSEMbI aIrOpUTM MMU(POBaHUS W MOJNyYeHHbIS
KPUNITOTpaMMBbl. MOTYT paccMaTpuBaThCS:

- aTaka IpH HAIWIUH TOJIEKO U3BECTHON KPHUIITOTPAMMEI,

- araka MMpH HAJIMYWH M3BECTHOTO (pparMeHTa OTKPBHITOTO TeKcTa. B
9TOM Clly4yae, KPUNTOAHAIUTHK UMEET JIOCTYN K KPUIITOTPaMMaM, a TaKKe
K COOTBETCTBYIOIIIMM HEKOTOPBHIM M3 HHUX HUCXOJHBIM COOOIICHHSM. 3aia-
ya — ONPEAeNUTh UCIOJB3YIOMIMNACA NpU MU(POBAHUU KIIOY HIIM pac-
MHU(pPOBaTh BCE OCTANbHBIE COOOIICHUS. Pa3HOBHIHOCTL JAHHOTO Kjacca
aTaKk — araka ¢ BO3MOYKHOCTBIO BEIOOpA OTKPBITOTO TEKCTa (KOT/a KPHII-
TOQHAJIUTHK MOXXET HaBA3aTh TEKCT JJIs MU(POBAHUS W TOIYYUTHh COOT-
BETCTBYIOIIYIO €My KPUIITOTPaMMYy);

- aTakd, HCIOJB3YIONIMEe OCOOEHHOCTH pealu3allii anmnapaTHBIX
mudppaTopoB. B dacTHOCTH, MOXKET aHAIM3HPOBATHCS TEIUIOBOEC M DJICK-
TPOMAarHUTHOE U3JTydeHHE OT YCTPOKMCTB, paclpoCTpaHeHHE OTHOOK ToCe
OJTHOKPATHOTO BO3JICHCTBHsI Ha amnmapaTypy (MO IenH SJIeKTPOIMUTAHUS
WM UHBIM 00pa3oM) | T. 1.,

- aTaka METOJIOM IOJIHOTO Iepedopa MHOXKECTBA BO3MOXKHBIX KITIO-
yeil. JlaHHas aTaka Tak)Ke HA3bIBACTCS «aTaka METOJOM IpyOoil CHIIbI»
(ot anr. «brute forcey).

Buabl mudgpos

PaccMmoTpum knaccudukanuy mm@poB MO pa3HeIM mpu3HakaM. [1o
TUIY MpeoOpa3oBaHuil MUGPEI MOXKHO PA3ICIUTh Ha CICTYIONIHE TPYIIIIHL:
- mU¢ Pl 3aMEHBI (TOJCTAHOBKH);
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- mMdpHI IEPECTAaHOBKHY;

- mmdpBl TAMMHPOBAHIS;

- mudpsl HA OCHOBE aHAJTUTHICCKUX PeoOpa3OBaHUH.

[Ipu 5TOM HamO YYHMTHIBATBH, YTO HEKOTOPHIE COBPEMEHHBIE MIH(PHI
COBMECTHO HCTIONB3YIOT IIpeoOpa3oBaHus PAa3IHIHBIX THIIOB.

Hlughpor 3amensvt (noocmarnogku). MpeoOpa3oBaHUe 3aKIIOYACTCS B
TOM, YTO CHUMBOJBI IMIH(YPYEMOro TEKCTa 3aMEHSIOTCS CUMBOJAMH TOTO
WM WHOTO ajdaBuTa (andaBuTa KPUITOrpaMMBbl) B COOTBETCTBUH C 3apa-
Hee 00YCIIOBIICHHOH CXeMOW 3aMEHBI.

[TogcTaHOBKM pa3fensioTcss Ha OOHoalpasumusvie U MHO20ANDA-
sumnble. B IepBoM ciiydae orpeieeHHOMY CHMBOJY alipaBUTa HCXOIHO-
rO COOOIIEHMsT BCErJa CTaBUTCS B COOTBETCTBHE OJWH U TOT XK€ CHMBOII
anasuta KpunrorpamMmmsl. OuH U3 HanOoIIee H3BECTHRHIX MH(POB JaHHO-
ro knacca — mudp Llezaps. B mHem kaxkaas OykBa andaBurta 3aMmeHsIIach
Ha CJIe/IyIOLIYIO Yepe3 OfHy Iocne Hee. B ciyuae pycckoro andasura, «a»
MEHSIETCS Ha «B», «O» Ha «T» U T. A. Al(aBUT «3aMBIKAICS», TOITOMY 5D
HaJI0 OBLTO 3aMEHATh Ha «0». B kauecTBe KIfo4a B TAHHOM CIIy9ae BEICTY-
MaeT YHCiIo0, Ha KOTOPOE HAll0 «COBUTATH» CHMBOI ai(aBUTa, B HAlleM
npumepe — 2. K 10cTOMHCTBY Takux IH(POB OTHOCHTCS IMPOCTOTA Tpe-
obpaszoBanus. Ho oHM JIeTKO B37aMBIBAIOTCS IMYTEM CPAaBHEHHS YaCTOTHI
MOSIBJICHUST PA3UYHBIX CHMBOJIOB B €CTECTBEHHOM SI3BIKE U KPHIITOIPAM-
Me.

[Ipu ncnonp30BaHIHM MHOTOAN(AaBUTHBIX MOJCTAHOBOK YUUTHIBAIOT-
Csl IOTIOJTHUTENBHbIE TapaMeTpsl (HapuMep, TOJI0KESHUE TPpeoOdpa3yeMoro
CHMBOJIa B TCKCTC), U B 3aBUCHUMOCTH OT HHX CHMMBOJI UCXOJHOI'O aﬂ(l)aBI/I—
Ta MOXET 3aMEHATHCS Ha OAWMH M3 HECKOJILKAX CHMBOJIOB al(aBUTa MM (-
prekcra. Hampumep, HEdeTHBIE CUMBOJIBI COOOIICHUST 3aMEHSIIOTCSI IO OJ1-
HOMY IIPaBUITy, YETHBIE — IO APYTOMY.

Hlugpvr nepecmanogox: MH(PPOBAHUE 3AKIIOYACTCS B TOM, UTO
CHMBOJIBI HCXOJHOTO TEKCTa MEPECTABIISIOTCS 110 ONPECICHHOMY IPaBH-
Jqy B mpeaenax OJoka 3Toro Tekcra. [Ipm mocratodHod IyuHE OJIOKA U
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CJIO’)KHOM, HEMTOBTOPSIONIEMCS] TIOPSIIKE MEPECTaHOBKH MOXKHO JIOCTHYb
MPUEMJIEMON CTOWKOCTH MHU(PA.

HIudposanue cammuposanuem 3aKITIOYACTCS B TOM, YTO CHMBOJIEI
mHu(pPyeMoro TeKCTa CKIAIbIBAIOTCS ¢ CHMBOJIAMH HEKOTOPOW CIydaitHON
MOCTIeIOBATEILHOCTH, HAa3bIBaEMOW raMMol mmmdpa WM KIOYEBOW TaM-
Moii. CToiikocTh mmbpOBaHHS OMpPEIEIeTCs UIMHON (IEpUOJIOM) HEIo-
BTOPSIONIEHCS YacTH TaMMbI A(pa, a TAKKE CIIOKHOCTBIO TPEAyTaIbIBa-
HUS CICIYIONINX JIEMEHTOB TaMMEI 10 TIPEABLIYIINM.

HIudposanne anarumuyeckumu npeoopazoeanusmy mMoIpazyMeBaeT
WCTIOJIb30BaHUE aHAJUTUYECKOTO mpaBuia ((GOpMyIibl) MO KOTOPOMY Tpe-
o0Opa3yercst TeKCT.

[lo Tumy ucnonp30BaHus KIroueii mmudpsl AeIsaTcs Ha:

- cumMmempuyHble, UCTIONB3YIOMNE TS MH(POBaHUI U pacmupo-
BBIBaHMsI MH()OPMAITUU OJIMH U TOT K€ KITH0Y;

- acumMmempuyHble, UCIIONB3YIONHe A mMdpoBaHust U pacmudpo-
BBIBAHUS JIBa PA3UYHBIX Kito4a. JlaHHBIH TUO mudpoB Oyaetr moapoOHO
paccMmartpuBaThes B pazzene 2.4.

[To pa3zmepy npeobpaszyemoro 0ioka mudpsl IeATcs Ha OJ0YHBIE U
ITOTOKOBEIE.

bnounvie mu@pel OCYHIECTBIAIOT NpeoOpa3zoBaHue HHPOPMAIIU
OmokaMu (hUKCHPOBAHHOMN JMMHBL. Ecnmu iuHA muppyeMoro cooOmeHuUs
HEeKpaTHa pa3Mmepy O010Ka, To ero 100aBISIOT IO HYXKHOH JJIHHEI IIOCIEN0-
BaTENBFHOCTHIO CIIEIMANFHOTO BHIa. Hampumep, 3To MoeT OBITH Imocie-
nosarenbHOCTh 100...0. [Tocne pactmdpoBkr mocienHuii 010k mpocMmar-
pHUBaIOT ClpaBa HAJEBO W OTOPACBIBAIOT «XBOCT» JI0 NEPBOM E€IMHUIIBI
BKITIOUHTENHHO. YTOOBI MOI00HOE JOMOTHEHUE OBLTO MPUMEHUMO BO BCEX
CITy4asx, eCJIi COOOIIEeHHEe KPaTHO JIHHE OJI0OKa, B €ro KOHEI Halo no0a-
BUTH LENBIN OJIOK yKa3aHHOTO BUJA.

Tlomoxosvie mmdpsl peaHA3HAYSHBI IS TpeoOpazoBaHus cooOIIe-
HUSI TI03JIEMEHTHO (JIEMEHTOM MOKET OBbITh OUT, CHMBOJ | T. 11.). [Ipume-
POM Takoro Buja MH(POB ABISIOTCS MIH(PPHI TAMMHPOBAHUSL.

42



2.2. CHMMETPUYHBIE IINU®PHI
2.2.1. Cxema DeiicTeas

CoBpeMeHHBIE OJIOYHBIE LIM(PBEI YACTO CTPOSITCS Ha 0a3ze MHOIO-
KpaTHOTO TOBTOPEHHS HEKOTOPOro Habopa omepanuii mpeoOpa3oBaHUS,
Ha3BIBAEMBIX PAYHOOM WUDPOSAHUSL.

B kaxIoM payHze UCIOIb3yeTCsi HEKOTOpas 4acTh KJIF0Ya, Ha3blBae-
Mast payHoogvim Kiouom. [IopaaoK reHepaluy U UCIIONIb30BaHMs PayH 10~
BBIX KITIOUCH Ha3BIBACTCS PACHUCAHUEM UCHONb308AHUSA KNIOYA WUPPOsa-
Husl.

B oOmem Buie mogoOHOE HTEpPaTHBHOE IMPeoOpa3soBaHUE MOXKET
OBITH OIKCAHO CIIEAYIOMIEH GOopMyYIION:

B; = E(Bi_1.Kj), (2.5)
rine E — paynnosas ¢yHkuua mudposaHus, B; — BbeixomHO#H 610K,
B;_; — BXonHoii 6ok mist i-ro paynaa, K; — kimo4, Hcronb3yemblii Ha

-m paynme; i=1...N, rmie N — wuucino payumnos. IIpeoOpasoBanue

JIOJDKHO OBITH 0oOpatumo. Ilycte D — paynnoBas ¢pyHkmms nemmdpo-
BaHus. Toraa payHj o0OpaTHOTO MPeoOpa3oBaHusI ONUCHIBAET GopMyJa:
Bi = D(Bi_1, Kni1) - (2.6)
31ech Hago OOpaTUTh BHUMAaHHE HAa PACHUCAHHWE HCIIOJIb30BaHUSA
KIIIOYEH B Cilydae ImpsMOro M oOpaTHoro mpeoOpazoBanus. Tak, B epBoM
payHzae mpu MHPpPOBaHUM OyIET HCIONB30BATHCS NEPBBIA PayHIOBHII
KJIIOY, a B TIEPBOM payHe IpU paciIu(poBBIBAHUN — MOCICTHUHN.
st pa3paboTKN UTEPALMOHHBIX OJIOUHBIX MIM(POB MIHUPOKO UCTIONb-
3yeTcsl cxeMma, npeuiokeHHas B Havane 1970-x rogoB Xopcrom Deiicte-
nem (Horst Feistel). [Tannast cxema, Takxke Ha3piBaeMmas ceTbio DericTens,
npuBeeHa Ha puc. 2.2. Ee TOCTOMHCTBO 3aKII0YaeTCsi B TOM, YTO OHA 103~
BOJISIET HCIONB30BaTh JIIOObIE (B TOM 4Yucie HeoOpartumsble) QyHkiuu F
JUTSL pealTu3aliiy 00paTUMBIX IMUPPYIONUX IPeoOpa3OBaHUI.
BxomHo#t 050K cooOIIeHNsT pa30uBaeTCs Ha JBa PaBHBIX IO JTHHE
moJryOJoKa: JieBwld L u mpassiii R.
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+ F(Ri.1,Kj)
4 Ki

A

L; Ri

Puc. 2.2. Tlpsmoe nipeoOpazoBaHue
no cxeme Deticrens

[IpsiMmoe mpeoOpa3oBaHKe OCYIIECTBIIACTCS B COOTBETCTBUU CO CJIe-
IYIOIIMMHU COOTHOIICHUSMH:
Li =R,
R =L ®F(R_4.K;), (2.7)
rae ® — omneparus MOOUTHOTO CIOXKEHHS 0 MOAyIro 2 (B Tabm. 2.1 mpu-
BEJIEHO ee ompezeneHue). Torna ucxonusil 010k aaHHBIX — 3ToLg | Ry, a

Ly | Ry — 2To0 BeIXOIHOI O/IOK JaHHBIX.

Tadonuna 2.1
Onepanus cJj10KeHHUs 110 MOAYJTIO 2
X Y XY
0 0 0
0 1 1
1 0 1
1 1 0

Kak BuaHO 13 Tadm. 2.1, Ans Bcex BO3MOXKHBIX 3HAYEHUN OTIEpaHIOB
BoimosHsieTcst cootHomenue: (X Y) Y = X. VIMeHHO 3TO CBOMCTBO U
MO3BOJISIET TIPU MPeoOpa3oBaHUN WCIIONB30BATh B YHCIE MPOYNX HeoOpa-
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TUMble (DyHKIMU F ¥, HecMOTpsl Ha 3TO, UMETh BO3MOXKHOCTH IPOBECTH
oOpatHOe TpeoOpasoBanue. OOpaTHOe NpeoOpasoBaHue Mo cxeme Deii-
CTeJIsl IPECTaBIEHO Ha pHC. 2.3 U onuchIBaeTcs (HOpMyIaMHu:

Ri =Lig,
L =Ri_ 1 ®F (L1, Kn i) (2.8)
Li Ri1
> F(Li-viN—i+l)
LY Kii+1
L; R;

Puc. 2.3. ObpatHOe npeobpazoBaHme
o cxeme deicrens

2.2.2. lllupp DES

Anroputm  mudposanuss DES  (or amrm «Data  Encryption
Standardy) 6b11 ory6sHkoBaH B 1977 rofy u npeaHa3HAYaCs UIs 3alIUThI
Ba)KHOM, HO HECEKPETHOW MH(OPMAIIUU B TOCYIAPCTBEHHBIX H KOMMEpYe-
ckux opraamsamusax CIIIA. PeannzoBanHbpie B HEM UAEH OBUTH BO MHOTOM
IM03aUMCTBOBaHbI B OoJiee paHHeH pazpaboTke koprnopamuu |IBM — mmd-
pe «Jlomudep» (a xak pa3 B IBM padoran Xopcr Deiicrens, aBTop pac-
CMOTpeHHOH BbIme cxembl). Ho ans cBoero Bpemenu «Jlrouudep» Obin
CIIUIIKOM CJIOXHBIM, U €T0 Pealn3allidl OTINYAINCh HU3KUM OBICTPOICH-
CTBHEM.

[upp DES sBnsercs 6109HBIM — MpeoOpa3oBaHUs B HEM IPOBO-
aarcs 0moxkamu o 64 outa. Kimrou Taxske 64-OMTHBIN, HO 3HAYAIIMMU SIB-

45



JSIFOTCSL TOJIBKO 56 OMT — KaXKAbIM 8-H paspsa MCIONB30BAICS I KOH-
Tpois 4eTHocTH (Iudp paspabaTeiBaics TOrna, KOrja armmaparypa Obuia
HE CIIMIIKOM HAJEXHOW WM TIONOOHBIE INPOBEPKH OBUIM HEOOXOAWMBI).
O0001eHHas cxemMa aNropuTMa MpejcTaBieHa Ha puc. 2.4.

Hcxomnplii TEKCT

|

ITepecranoBka IP

.

Hndposanue

.

-1
ITepecranoBka IP

.

Kpunrorpamma

A 4

16 payHn-
JI0B

¢ K04

Puc. 2.4. O6o61miennas cxema mudpa DES

Koneunas mepecraHoBka — |P™ — siBisieTcst 0GpaTHOM 10 OTHOLIE-
HUIO K HavanbHOW — IP. 3ajaromme ux TaOIWIBI JKECTKO OMpeIeICHBI
CTaHJIAPTOM (TaOJHUIIBI MOXKHO y3HaTh M3 O(PUIIMATBHOTO ONMHUCAHUS CTaH-
JapTa, TaKKe OHU MPHUBOIATCS, Harpumep B [9]).

Paynnel mmdpoBaHUS CTOSATCS B COOTBETCTBHH C PacCMOTPEHHOMN
panee cxemoit @eiicrens (puc. 2.2). [lludposanue npoussoautcs B 16 pa-
yH1oB. CxeMa paynnoBoii pyHkimu F npencrasinena Ha puc. 2.5.

CHavana 32-OWTHBIM TpaBHI TMONYOJIOK INpeoOpa3yeMoro TeKcTa
pacmmpsiercs 1o 48 out ¢ momomnpio GyHKIMK pacmupenus E. Jra GpyHk-
U IPOU3BOIUT AyOJHPOBAHUE U IEPECTAHOBKY HEKOTOPBIX IIIEMEHTOB
6soxa. B tabn. 2.2 mokasaHo, kak 3Ta QyHKIus padoraer. Ilocne pacuu-
peHUs B MEPBBIX MO3UIMAX MOTyuYeHHOTo 48-0UTHOTO OJI0Ka OYIyT CTOSTH
32-i1, 1-¥ u T. 1. OUTHI BXOJAHOTO OJIOKA.
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Ri. (32 Gura)

Pacmmpenne E

48 6ur
K; (48 6ur)

,llllr,llllv‘llll,‘llllv vlllerlllerlllerllllr

54 55 S7
llll llll llll YEVY  byvd llll Yivy llll
32 6ura

IlepectanoBka P

l

F(Ri.1,Ki)

Puc. 2.5. Cxema paynnoBoii ¢pyaknwu mudpa DES

Tabnumna 2.2

®yukuus E — pacmmpenne 610ka

32|12 ]3]4]5
415]6|7]18]9
81910111213
121314 |15|16| 17
16117]18|19|20|21

2012122123 |24|25
24 125|126 |27|28|29
28129|30]31[32]1

[Mocne pacmmpeHus: MOMyYeHHbIH 48-pa3psiIHBIN OJOK CKIIaIbIBACT-
sl MTOOUTHO IO MOJYJIIO 2 ¢ payHA0OBBIM KirouoM Kj, cxema reHepanuu Ko-
TOpOro OyIeT paccMOTpeHa HIKe.

Jlamee mpoM3BOIUTCS TOJICTAHOBKA MO TabmuIaMm Sy, ..., Sg, B pe-
3yJIbTaTe KOTOPOU KAKAOMY 6-pa3psaIHOMY BXOAHOMY 3HAUEHHUIO CTABUTCA

47



B COOTBETCTBUE 4-paspsHoe BBIXOAHOE. TakuM 00pa3oM, MOIyYUB Ha
BXxoJi¢ 48 OUT, Ha BBIXOZIE CHOBA MMeeM 32. S; mpecTaBisgeT co0oi Tadu-
oy ¢ 16-10 cTonbmaMu u 4-Mst CTPOKaMU, COIEPIKAITyTo 4-OUTHBIE dJIeMEH-
Thl. TaOJUIBI TIOJCTAHOBKH, TAKXKE KaK M NIEPECTAHOBKH, YETKO OIpe/iese-

HbI CTaHAapPTOM.

Kimtou K (64 6ura)

!

Oyukmus PC1
I

. .

Cy (28 6ur)

Dy (28 6uT)

|

|

CiBUT BJIEBO

CBHUT BJIEBO

|

|

C, (28 6wur) D, (28 6ur)
o] Pyaxmmsa | K
[ v > PC2 (48 6wur)
CIBHT BIIEBO CBHT BIIEBO
' '
| |
C16 (28 6uT) Dy (28 Gur)
| o @ymxmua | Kig
> PC2 (48 6ur)

Puc. 2.6. BeruncieHue payHI0BBIX KITFOYEH

[lycte Ha BXOJ MOJCTAHOBKH TOAAETCS 6-paspsyiHbId  OJIOK
B=Dbb,...0s. Torma coBokymHoCTh cTapiiero u Miaamiero paspsmaos bibg
OyIeT yKa3hlBaTh HOMEP CTPOKH, a YeThipexOuTHOE 3HadeHue h,b3h 05 —
HOMep crounfifa. M3 sueiiku Ha mepecedyeHnd HalICHHbIX CTPOKH U CTOJIO-
na Oyzmer OpaTbCsi BBIXOJHOE 3HAYCHHE MOACTAHOBKH. [1oyTydeHHBIH co-
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€IMHEHHEM BBIXOIHBIX 3HAUEHHUI IMOJCTAHOBOK Sy, ..., Sg 32-OUTHEIN OJIOK
MOJIBEPraeTcs MepecTaHOBKE P, MOPAIOK KOTOPOW TaKKe CTPOrO OIpene-
JICH B CTaHIapTe.

PaccmoTpum Teneps MOpSIIOK (OPMUPOBAHMS PAyHIOBBIX KIFOUEH
Ha OCHOBE CeKpeTHoro. B oOmeM Buzme anropuTM MpeACTaBIeH Ha
puc. 2.6.

Kak Oputo OTMeueHO paHee, cekpeTHBIH kimtou mudpa DES nmeer
JUTHHY 64 OuTa, HO KaXIbld 8- mpenHa3zHadaeTcs IS KOHTPOJS YETHO-
CTH, Mo3TOMY 3 eKTHBHAs ITHHA KiIoya — 56 out. Oynkus PCL (co-
kpaienue «PCy» ot anrn. «Permuted Choice» — BsIGOp ¢ mepecTaHOBKOI)
OCYIIECTBIISIET MEPECTaHOBKY DIEMEHTOB MCXOJHOTO 0J0Ka, 0TOpachIBas
8-, 16-if 1 T. 1. OuTHL. Ilocie mepecTaHOBKU TOJIYYCHHBIH OJIOK JEITUTCS
Ha nonyosioku Co u Do utiHO# 28 OUT KaxKIbIH.

B 3aBucumocTtu ot HOMepa mara nonyonoku C; u D; HezaBucumo
JpYyT OT Ipyra npeobpa3yroTcs MyTeM IHKINYeCKOT0 CIBUTa BJICBO HA O
HYy WIK JBE€ MO3ULMH (CABUT Ha OJHY MO3ULUIO Mpou3BoauTcs Ha 1, 2, 9 u
16-M marax, B OCTaJbHBIX CIy4asX — CIBUT Ha JBe Mo3uIUH). DyHKIHS
PC2 mpeobpasyer 6iiox Ci|D;, mepecrasisis smeMeHTs U oTOHpas 48 oOwr,
KOTOpPBIC U POPMHUPYIOT payHIOBbIH K04 mmpposanus K; (i = 1-16).

Jst Toro 4To0BI MIMETh BO3MOXHOCTh MCToNIb30BaTh mudp DES ms
pEIIeHHsT PA3TUYHBIX KPUNTOTPaQUIECKUX 33jad, ONpeaeiIeHbl 4 pexxuma
ero paboThI:

- anekTpoHHas komoBas kuura (amri. «Electronic Code Book» —
ECB);

- cuerutenne GiokoB mmppa (amrm. «Cipher Block Chaining» —
CBC);

- obpatHast cBsa3p mo mmdprekcry (amra. «Cipher FeedBack» —
CFB);

- obpaTHas cBs3b Mo Beixonay (auri. «Output FeedBack» — OFB).

[pn ncnons3oBanmum pescuma ECB 3ammmiaemoe cooOmenne pas-
OuBarot Ha 64-OutHbIe 610KK M. Kaxxasiit Takoii 6ok mmppyroT He3aBH-
CHMO OT APYTHX, C UCHOJB30BAaHUEM OJHOTO M TOTO K€ KITI0Ya IMu(poBa-
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Hus (puc. 2.7). Ilpu pacmmgppoBsiBaHNM KpunTorpaMmsl C; Takxe mpeoo-
Pa3yroT HE3aBUCUMO.

M; M, C: C,
! ' ' '
DES DES DES DES
mmop. mudp. pactmdp. pacump.
' ! v '
G G M, M,
a 0

Puc. 2.7. ludposanwue (a) u pacumdpossiBanue (6) B pexxume ECB

JIOCTOMHCTBOM JaHHOTO PEXHMMa SIBISICTCS IPOCTOTA €0 peain3a-
nuu. ['maBHBI HemocTaTok pexxuma ECB 3akirouaeTcst B ToM, 4TO eciid B
HCXOJHOM COOOIIEHNUH €CTh MOBTOPSIOIIAECS OJIOKH, TO U 3HAYCHHS COOT-
BETCTBYIOIIUX OJIOKOB KPUNTOTpaMMbl OyJeT coBmaaatb. A 3TO gacT
KPHUNTOAHAUTHKY IPOTUBHHUKA JOMOJHUTEILHYIO HHPOPMAIHIO O COACP-
kaHuH cooOinenus. Ilostomy pexum ECB pekoMenayroT ucmosiab3oBath
JUTS. 3alIUTHl HEOOJBIINX OO0BEMOB JTaHHBIX (Hampumep, Kpumnrtorpaduye-
CKHX KIIIOUeH), TJIe BEPOSTHOCTH MOSBJICHUS COBIAJAONINX OJOKOB CO00-
IICHUS HEBEJIHKA.

Yka3aHHOTO BbIIIE HeqocTaTka juiieH pexcum CBC. McxomHoe co-
oOIIeHre, Kak W B MPEIbIAYIIEM CiTydae, pa3ouBaercs Ha Oyioku M; mo 64
oura. [lepBblii OJIOK CKIIQJBIBACTCS MOOUTHO MO MOAYIIO 2 ¢ 64-OUTHBIM
0JIOKOM, Ha3bIBAEMBIM MHHIIUATH3UPYIOIIUM BeKTOpoM |V, KOTOpBIi n3Be-
CTeH 00CHM CTOpPOHAM B3aMMOJICHCTBUS, MEPHOANICSCKA UMHU MEHSCTCS U
JEPXKUTCST B CEKpeTe OoT npyrux. biok ucxomHoro coobmenus M, momu-
(uupyeTcs ¢ UcnoJib30BaHUueM Oyioka kpuntorpamMmmbl C; | T. 1. AHaio-
THUYHBIC JIEHCTBUS TPOU3BOAATCS TpH pacmmdpopsiBanuu. Cxema mpeos-
paszoBaHUs MpejcTaBieHa Ha puc. 2.8.
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v M, v C:
DES
pacmmdp.
DES
mudp.
C M,
a o

Puc. 2.8. Hludpposanue (a) u pacumdposbiBanue (6) B pesxnme CBC

Pexxum CBC ucnonb3yercs uist midpoBaHus OOJBIIUX COOOIEHHH.
Kak nerko 3aMeTuTh, MOCICIHUNA OJIOK KPUIITOIPAMMBI 3aBHCUT OT WHHIIU-
ATM3UPYIOIIETO BEKTOPa, KAKIOTO OWTa OTKPBHITOTO TEKCTa U 3HAYCHUS
CEKpeTHOTo Kifoda. [103ToMy ero MOKHO HCTIONB30BaTh UISI KOHTPOIIS Iie-
JIOCTHOCTH M ayTeHTU(UKAIIMU COOOIICHNH, 3a/1aBas eMy (PUKCHPOBAHHOE
3HAUEHHUE U MPOBEPSIS €ro Mociie pacinppOBKH.

Peoicum CFB ucnonp3yercs B TeX ciydasx, KOrja JJIHHa Ipeodpasy-
eMoro Oioka omimuaercs oT 64 6ur. [lycth HeoOXoauMO 3amuQpoBaTh
COOOIIEHNE, CUYMTHLIBAEMOE IIOCIIEIOBATENBHO OJIOKAaMH 1O I OWT, Tae
1<r<64. Ins noctpoeHuss nmpeoOpa3oBaHUs HCHOIB3YETCS CIBUTOBBIN
peructp |, kyna Ha 1-m 1mare npeoOpa3oBaHUs MOMEIIAETCS WHUIIUATNA3U-
pyrommii BekTop IV. Cxema npeoOpa3oBanusi mpecTaBieHa Ha puc. 2.9.

[Ipeobpaszyemoe coobrienne M pa3ouTo Ha G10KH 1O I OUT, 0003Ha-
4yeHHble Ha puc. 2.9 kak M;. biok kpunrorpammsl Cj 6yzer pasen M;, cio-
YKEHHOMY IOOHTHO IO MOJYJIO 2 C I' CTapIIUMK OUTaMH 3aIU(POBAHHOTO
Ha J-M mare Gioka. IlIudpyemoe 3Hauenue lj mosmydaercst myTeM caBura
npenbiLymero Onoxa li.y BleBo Ha ' MO3MLMH M 3amucd OJI0Ka KPUITO-
rpammel Cj.; B MIaJIINE MO3ULIUH.

[pu pacmmpoBEIBAHUE CABUTOBBIN PETUCTP TAK)Ke HHUITHATH3HPY-
ercst 3HadeHueM |V. Il Toro 9roObl MONYYHTh Ty K€ IMOCIEI0BATEINb-
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HOCTb BCIIOMOTaTelbHbIX 3HaueHuil Oj, 4To u mpu mHdpoBaHUY, 37€Ch
Takke mcnoip3yercs DES mmdposanue (a He pacmmmdpoBhIBaHHE, Kak
HanpuMmep, npu oopaTHoM npeodpazoanuu B pexxume CBC).

CJIBUT I pa3psiioB
C/IBHUT I pa3psiioB — »
i L(=v)
1(1,=1V) B 1=
64 6uta ! 64 6ura
A 4
64 Gura 64 6ura
A 4
o, 5
r our S ] % r bur
M; g Ci M
a o
Puc. 2.9. ludposanwue (a) u pacurrdposeiBanue (6)
B pexxume CFB
Oj1 Oj1
Ii(1i=1V) Ii(1=1V)
64 Outa 64 6ura
DES wudp. DES mmdp.
v 64 Gura v 64 Outa
0 0
r our S r out
M; Cj M;
a o
Puc. 2.10. [ludposanue (@) u pacummppoBsiBanue (6)
B pexxume OFB
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Peoicum OFB Takxe mo3BomseT mH(poBaTh ONOKH, MEHBILINE IO
utnHe, 9eM 64 6ura. Ero cxema mpencrapnena Ha puc. 2.10. AHaIOTHYHO
pexxumy CFB, cABHTOBEIA perucTp CHavajga COICPKUT 3HAUCHUEC WHHIIMA-
JIM3UpYIOUIero BeKTopa. EcTh aBa BapmaHTa MOAM(UKAINMH €T0 3HAUCHHS.
Ha pucyHke npejcTaBiieH BapuaHT ¢ [TOJHOM 3aMEHOM Ha j-M IIare cojiep-
’KUMOT'0 COBUIOBOI'O perucTpa BeroMorarensHelM 3HaueHueM Oj.q. Bropoit
BapHaHT IIOCTPOCHUS CXEMBI IIpeAIoaraer, kak u B ciaydae CFB, caur Ij4
BJICBO HA I pa3psIoB M 3aIliCh B MIIAAIINE Pa3psiIbl CIBUTOBOTO PETHCTpPA
crapiux I paspsnos Oj..

Ilpu ucnonp3oBanumn pexxuma OFB BaxHO Uil KaXAOro ceaHca
mu(pOBaHUS JAHHBIX HCIOIB30BATh HOBOE HAYAIBHOE COCTOSHUE CIBUTO-
BOTO perucTpa (ero MOXKHO IepeaaBaTh, B TOM YHCIE, U OTKPBITBIM TEK-
ctoM). CBsizaHo 310 ¢ Tem, 4to B pexkumax OFB m CFB remepupyercs
IICEBOCITyYaiiHasi MOCIE0BAaTEIFHOCTh YHCEN, KOTOpasi HAKIagbIBACTCS
Ha OJIOKM OTKPBITOTO TekcTa. B cimyuae ucnons3oBanus pexxuma OFB, ec-
JM IBaXKITbI CIIOJIB3YIOTCSI OJIUH U TOT K€ MHUIHATH3UPYIONIHIA BEKTOpP H
KJIIOY IIU(POBAHMS, TO U TeHEPHPYEeMbIe NOCIIeI0BATEIHHOCTH OYAYT COB-
1a/1aTh.

Hekortopoe Bpemst mudp DES cumrancs mocraTodHo Oe30MaCHBIM.
Ho mo Mepe pa3BuTHs BBIYUCIUTEIBHON TEXHHUKH KOPOTKUH 56-OWUTHBIM
KJII0Y IpUBEN K TOMY, YTO aTaka IIyTeM IOJIHOTO mepedopa KIKueBOro
MHOYKECTBA CTajla OTHOCHUTEIBHO JIETKO peann3yeMoi. UTOOBI yBETHMIUTH
CTOHKOCTB alTOPUTMA U B TO K€ BPEMS COXPAHUTH CYIIECTBYIOIINE Hapa-
00TKH (B BUE MPOrPAMMHBIX M aIIapaTHBIX peaau3anuii airoputMa), Obl-
JI0 MCIIOJIF30BAHO MHOT'OKPATHOE N POBaHHUE.

CHavana OBUTO TIPEUIOKEHO HCIIOJIB30BaTh MIOBTOPHOE MIH(pOBaHUE
Ha pasHbIX Kio4yax. O6o3HauuM mmdppoBanue Ha kioue K kak Ey, a pac-
mudpoBsiBanue kak Dy. Toraa nperaraemMas cxema mpsiMoro mpeoopaso-
BaHus onmceBanach Kak C=Ey(Ex(M)), obparHoro — M=Dy;(Dy(C)).
OpnHako BIOCIEACTBUU OBLIO JA0KAa3aHO, YTO M3-3a TOTO, YTO JBa pas3a UC-
MOJIB3YETCS OJHO M TO XK€ MpeoOpa3oBaHue, IPOTUB TOT00HOI CXeMBI MO-
JKeT OBITh YCIENTHO IPUMEHEHA aTaka «BcTpeda mocepenuney. Ee cyTs 3a-
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KIIFIOYa€TCsd B TOM, YTO €CJIM XPAHUTH B IaMATU 60J'II>I].IOI>1 OG’LCM peaABbI-
YHUCICHUH (pacyeT KPUIITOTPaMMBI JJIsl BCEX BO3MOXKHBIX 3HAYCHUN KITIO-
9a), TO MOKHO B3JIOMAaTh NPHBEICHHYIO BEIIIE CXEMY JBYKPAaTHOTO IIUQ-
poBanmst 3a 2™ mombIToK (BMecTo 22" Kak GbIIO ObI MPH YABOCHNN JTHHBI
KJTI0Ya).

Bonee HanexxHOM oOKa3zanmach cxema, BKIIOYAONIas MIH(POBaHUE,
pacudpoBBIBAaHAE U MOBTOPHOE MIM(POBAHUEC HA PA3IMYHBIX KITIOYAX.
Hanusiii mmdp noxyuni HasBanue Triple DES. BapuanTsl cxeMsl €ro 1mo-
CTPOCHUS TIPUBEIEHBI Ha pucC. 2.11.

M E > D s E —C
A A A
Kl | K2 | K3 |
|

Puc. 2.11. llTudp Triple DES

HUcnons3osanue B mudppe Triple DES pasnuunbix kirodei u npeob-
paszoBanuii (mudpoBaHue 1 paci)pOBBIBAHUE) TTO3BOJISIET IPOTUBOCTO-
ATh aTake «BCTpeya rnocepeanHe». B mepBoM ciryuae, BBIOOp KIrOUYeH Mpo-
W3BOAMTCSA TaK, KaK IMOKa3aHO B BepxHel yacTtu puc. 2.11: cHavyana npous-
BojuTcs mmdpoBanme Ha kiode K;, mamee — pacmupoBbIBaHHE Ha
kiroue Ky, mociie — mudposanne Ha xnode K;. CymmapHas JuIiHa KIlroda
— 112 6ur. bonee HaAeXHOI CUMTAETCA CXeMa C UCIOJIb30BAHUEM B Tpe-
TheM TpeoOpa3oBaHuy eie ogHoro kimoya — K; (M300pakeHa B HUXKHEH
yactu puc. 2.11). Torna cymMmmapHbIi KiTr09 OyneT JuTHHOH 168 Owur.

3a cuer GoJiee BRICOKON HAIEKHOCTH B HACTOsIIEe BpeMst mmdpp Tri-
ple DES ucnons3yertcs vaine, yem mmdp DES.

2.2.3. Illugp FOCT 28147-89

JlaHHBII alTOPUTM CHMMETPHUYHOTO IH(PPOBaHUS ObLT pa3paboTaH B
CCCP u B xauecTBe cranmapra yrBepxeH B 1989 roxy. OH cuuraercs m0-

CTaTOYHO CTOMKHUM U IIUPOKO UCIOJb3yeTca B Poccuu Temu npennpusaTu-
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MU W OpPTaHU3aIMIMHU, KOTOPBIM, B CHIIy OCOOCHHOCTEH cephbl uX nes-
TENILHOCTH, HEOOXOIMMO IPHUMEHITh CEePTH(OUIMPOBAHHBIE CPEICTBA
KPUNTOrpayUIecKOi 3alIUThl JAHHBIX (3TO TOCYAAPCTBEHHBIC M BOCHHEIC
CTPYKTYpPBI, OpPraHn3aliu OaHKOBCKOH cepsrl U T. 11.).

Oror mmdp npeodpaszyer coodineHue 64-OMTHHIMH OJIOKaMH, Tpe-
o0Opa3oBaHHe OCYILIECTBIIACTCS B COOTBETCTBUM cO cxeMoil Deiicrens B 32
payHza, pa3Mep Kinroua — 256 OUT. AIropUTM MpeaycMaTpuBaeT 4 pexu-
Ma paboTHI:

- mudpoBaHUe TaHHBIX B PEKUME ITPOCTOI 3aMEHBI (aHAJIOT peKnMa
ECB anst mmudpa DES);

- mudpoBaHUe TaHHBIX B PEKUME TaMMHPOBaHUs (aHATIOT pekuMa
OFB st mupa DES);

- mudpoBaHNe NTaHHBIX B peXKUME TaMMHUPOBAHUS ¢ OOpaTHON CBs-
3b10;

- BEIpabOTKa UMHTOBCTaBKH.

Hwxke OymeT paccMOTpEeH peXMM NPOCTON 3aMEHBI, SBIIIONIMNACS
OCHOBOM JUISI TIOCTPOCHUS JPYTUX pexknMoB. CxeMa payHaa MuppOBaHUS
MpuBeicHa Ha puc. 2.12.

[IpeoOpazoBanue MPOU3BOIUTCS B ciemyroieM mopsiake. [IpaBwiid
nony0nok Rij CKIaabIBaeTCs MO MOAYIIO 2% (coxxenue 32-pa3psaHbIX
JBOMYHBIX 3HAUeHHI Oe3 IepeHoca CTapIIero paspsja) ¢ payHIOBBIM
kmodgoM K. Jlanee BBINOIHsAETCS NOJCTAHOBKA, 3afaBaeMas TaOIMIAMU
So, ..., S7, ¥ TIOJIyIEHHOE 3HAYCHHE MPpeoOpasyeTcs ¢ OMOIIBIO ITUKITNYe-
CKOro casura BiieBo Ha 11 mo3unmii. ITocie 3Toro BeIIOJHAETCA IIOOUTHOE
CJIO)KCHHME TI0 MOJIYIIO 2 C JIEBBIM NONyOIIoOKOoM Li; u mepectaHoBka ITo-
TyOJIOKOB.

Pacnmcanne ncnonp30BaHus payHAOBBIX KITFOUCH opMupyeTcs cie-
IyromuM o0pa3oM. 256-OuTHBIN cekpeTHBIH Kimou K mpencraBnsercs B
BUE cuemieHus 8-mu 32-6utHbX moakaroueh K=K;|Kg|Ks|K4Ks|Kz|Ky|Ko.
Ha nmepBom paynzne Gepercst 0-if moakirod, Ha BTopoM — 1-i u T. 1., Ha
9-M payHnze omath ucnonb3yercs 0-i mojkmoy, Ha 24-M — 7-i1, a BOT Ha
25-M payHIe npeoOpa3oBaHWs BHOBbL HCIIOJB3YETCS 7-M M Jaliee KIIIOUW
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UCIIOJIB3YIOTCS B 00paTHOM mopsiake. IHBIMH CJIOBaMU, HOMEP PayHIOBO-
0 KITF04a | 3aBUCUT OT HOMEpPA payH/a i CICAYOIIUM 00pa3oM:
j=0-1D)mod8 muz1<i<24,
j=(32—-i)mod8 mus 25<i<32. (2.9

Li-l Ri-l
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Se
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S4
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St
So

(e

!

t t t 1ttt 11
ttttttt1

Li Ri

Puc. 2.12. Cxema payrga anroputma [OCT 28147-89

IMoncranoBka MPOBOAUTCS MOCE Pa30MEHUSI BXOJHOTO 3HAYECHUS HA
4-6utHble nmon6aoku. Ilocne Toro kak mpasblif Mosry0nok R ObLI ClIOXKEH ¢
pPayHIOBBIM  TOJKIIOYEM, OH  pa30uBaeTcs Ha 8  yacTe
R=R7|R¢|Rs|R4|R3|R2|R1|Ro. Tabmuma moactaHOBOK Si mpeicTaBiseT coboi
BeKTOp ¢ 16-10 4-OMTOBBIMU 3JIeMeHTaMU. 113 Hee OepeTcst a11eMeHT, HoMep
KOTOPOT'O COBMAAAET CO 3HAYEHUEM R;, MpHIIEeIIIUM Ha BXOJ MOJICTAHOB-
kn. Hamo oTMeTnTs, 4TO 3HaYeHMS TAOIHIl TIOACTAHOBKU HE OIIPEAEICHBI
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CTaHIApPTOM, Kak 3TO clenaHo, Hanpumep, B mudppe DES. B 10 e Bpems
CTOMKOCTB aJITOPUTMa CYIIECTBEHHO 3aBUCHUT OT UX IPaBHIBHOTO BBIOOpA.

Cunraercs, YTO KOHKPETHBIC 3HAYCHUS ITUX TaOJNHUI JOJDKHBI Xpa-
HHUTHCS B CEKPETE M 3TO CBOCOOPA3HBIEC KIIOUEBEIC SJIEMEHTHI, KOTOPHIE SIB-
JSFOTCSL OOLTMMH JUTS BCEH OpraHM3alliyl WK MOIPa3IesIeHIsI U PEIKO U3-
MEHSIOTCH.

[o cpaBuenwuro ¢ mudpom DES y TOCT 28147-89 ecthb cnemyromue
JOCTOMHCTBA!

- CYIIIECTBEHHO OoJiee JIIMHHBIN KiTtou (256 OUT npoTHB 56 y mmdpa
DES), araka Ha KOTOPBIH MyTeM MOJHOTO Mepedopa KIYEBOr0 MHOXKE-
CTBa Ha JIAHHBI MOMEHT IIPECTaBIISIETCS] HEBBITTOIHUMON;

- IPOCTOE PACIHICaHUE WCIIONB30BAaHMS KIIFOYa, YTO YIIPOIIAeT pea-
JHM3a0UI0 alTOPUTMA M TTOBHIIIACT CKOPOCTh BEIYUCIICHHH.

2.2.4. IIudp Blowfish

Iudp Blowfish 6bu1 paspaboran M3BECTHBIM aMEPHUKAHCKHM KPHII-
torpadom Bprocom Iueiiepom (Bruce Schneier) B 1993 roay. Anropurm
OpUEHTHPOBAH Ha MPOTPaMMHYI0 pealu3aluio Ha 32-pa3psaHblX MUKPO-
mporeccopax. Ero OTIMYAlOT BBICOKas CKOPOCTh W KPHIITOCTOHKOCTS.
Taxoke B KauecTBE OTIMYUTEIBHOW OCOOEHHOCTH MOYKHO Ha3BaTh BO3MOXK-
HOCTb HMCIIOJIB30BATh KJIFOY TiepeMeHHoW nuHbl. Ludp 6nounslii, pasmep
BXOoJiHOTO OJI0Ka paBeH 64 Outam. [IpeoOpasoBanue 0yi0Ka BHIIOTHSETCS B
16 paynznoB (ectb Bepeus ¢ 111-10 payngamu). Kirod nepeMeHHON ATUHBL,
MaKCUMabHO 448 OuT.

Jo Havana mmppoBaHus WM paci()pPOBLEIBAHUS TaHHBIX ITPOU3BO-
IUTCS pacuImpenre Kioda. B pesynprare, Ha 6a3e ceKpeTHOro KIIto9a To-
JTy4aroT pacllMpeHHbINH, KOTOPBIH MpeacTaBiseT coboit maccuB u3 18 pa-
yHIOBBIX Kiroueh Ky, ..., Kig (pasmeprocts K; — 32 6ura) u marpuily
mojicTaHoBOK Q C 4-ms1 ctpokamu, 256-10 cTosionamMu U 32-OUTHBIMU 3Jie-
MEHTaMHU:
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Q) - Qbs
2 2
QY ... Qi
| AG 3
Q) ... QS
4 4
QY .. Qs
AHHAs MATPHIIA UCITONB3YETCS JUIS 3a]aHusl HeJTMHEHHOW (QYHKIIHH
il N
mmdpytoriero npeodpazosanust F(X), rme X — 32-OutHbiil aprymedt. X

(2.10)

OpeACTaBIsIeTCS B BUjAe  CHemieHus  4-x  8-OMTHBIX  CJIOB
X =X3| X5 | X1 | Xg, a cama byHkuus 3agaercst popmysoii (+ 3aech 060-

32 .
3HAYAET CIOKEHHE 110 MO0 2°°, @ — CIIOXKEHHE 110 MOYIIO 2):

F(X)=(QF +Q) ®Q) + Q. (2.11)

T
Bxoxnoii 610K (coobuieHue)

K16
JFE e
Klg K17

T
BrIxomHo#t 670K |(KpUITOrpamMma)

Puc. 2.13. IlIudp Blowfish

Cxema mudpyromero npeoOpa3oBaHus IpHBeAeHA Ha puc. 2.13.
Pacmmpenue cekpeTHoro kimodya KS mpou3BOIHUTCS CIEAYIONUM 00pa3oM.
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1) HavansHelii MaccuB payHAoBBIX kimoueit K; u sanementoB Q uHu-
OUanu3upyercss (PUKCHPOBaHHBIME 3Ha4YeHUsMH. Hampumep, B miecTHa-
JuatepuvyHoM npeacrasicanu Ky = 243F6A88 u T. 1.

2) Ky cyMmMupyeTest 1o MOIYJIO 2 ¢ MePBbIMU 32-Msi OMTaMH CEKpET-
Horo kimoya KS, K, — co cnenyromumu 32-ms1 Outamu u T. 1. Koraa kimrou
KS 3akaHumBaercs, ero HAaYMHAIOT HCIOJIB30BaTh CHadana. CyMMHUPYIOTCS
tospko K; (6e3 Q).

3) 64-outHbI# 610K Hymei 0 = (0...0) 3ammnbpOBEIBAIOT C TOMOIIBIO
Blowfish ma xarouax, monmyuennsix Ha marax 1 u 2: Co = Blowfish(0).

4) Payunossie nmogaximoun K; u Ky 3aMeHSIOT MoJTy4eHHBIM Ha 1are 3
3HauenueM Cg.

5) Cp mmmdpyror Ha MoanduuupoBanusix kiarouax C; = Blowfish(Co).

6) Paynmossie kmoun Kz u K, 3amenstor 3nauernem Ci.

7) TIpotiecc mpogoIKaeTes, oKa He OyayT MOJTydYeHBI CHAavYana Bce
napsl payHIOBBIX KiTtodel (9 map), a 3aTeM BCe Maphl JJIEMEHTOB MATPHUIIBI
Q (512 map).

Takum o00Opa3oMm, pacupeHue Kioda TpeOyeT mudposanus 521
0JI0Ka TaHHBIX. JTa MPOLEAypa IOTMOIHUTEIBHO OCIOXKHSIET aTaKky IyTeM
mepebopa KIIOYEBOTO MHOXKECTBA, T. K. HAPYIIUTENb OYyJAET BBIHYXICH
MPOBOIMTH MPOLEAYPY PACHIMPEHUS TSI KaXKIOTO BO3MOXHOTO KITIOYA.

2.3. YIIPABJIEHUE KPUIITOI'PAOUYECKUMHU KJIIOYAMU
I CUMMETPUYHBIX HIN®POB

[onx xnouesoii unghopmayueti TOHUMAOT COBOKYITHOCTh BCEX KITFO-
yeil, nefcTByIOmMuUX B cucrteMe. Ecau He obecneueHo N0CTaTOYHO HAekK-
HOe U 0Oe30macHoe ympaBlieHHE KITIOUeBOH HMHGpopManuei, To 3pQext ot
MIPUMEHEHUS KpUNTOrpadMIecKor 3alnThl JaHHBIX MOXKET OBITH CBEIICH K
HYJIO: 3aBJIaJeB KJIOYaMH HAPYIIUTEIh CMOXKET MOJYINUTh TOCTYI U K 3a-
mmmaemMoi uHGopmanuu. [Ipormecc ympaBiieHUs KIFOYaMH BKJIFOYAeT B
ce0s peaTu3aIvio TPEX OCHOBHBIX (DYHKITHI:

- TeHepaLusl KIo4el;

- XpaHEeHUe KIII0YeH;

- pacripeienieHue KIo4e.
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Tenepayus xarouetl TOMKHA MPOU3BOJUTHCS TaKUM 00Pa3oM, YTOOBI
Ipeayragath 3Ha4eHue Kitoda (Jake 3Hasl, Kak OH OyIeT reHepHUpOBaTHC)
OBLTO MPAaKTUYECKU HEBO3MOXKHO. B mMieanbHOM citydae, BEpOSITHOCTD BEI-
00opa KOHKPETHOI'O KIF04Ya M3 MHOXECTBa JMomycTHMbIX paBHa 1/N, toe N
— MOIIHOCTh KITFOUEBOTO MHOKECTBA (YMCIIO €r0 JIEMEHTOB).

Jns monyueHus KITIOYeH MCIONb3YIOT alapaTHbIC W MPOTPaMMHbBIE
Cpe/CTBa TeHEepAIMK CITyYalHbIX 3HAYCHUH. J{J1s CHCTEM C BBICOKUMH Tpe-
OOBaHUSAMH K YPOBHIO 0€30IMacHOCTH 0oJiee MPEAMOYTUTEIIEHBIMHA CUNTA-
IOTCSl anmapaTHbIe AaTYWKHW, OCHOBAaHHBIC HAa CIyYalHBIX (HU3HIECKUX
npoiieccax. B To xe Bpemsi, u3-3a JACHICBU3HBI U BO3MOXXHOCTH HEOTPaHH-
YEHHOTO THUPAKUPOBAHMS HauboJiee PacIpOCTPAHEHHBIMU SBIISIIOTCS MPO-
rpaMMHEIC peanu3anuu. Ho Hamo y4yuTHIBaTh, 9TO IMOJydaeMas B 3TOM
clIydae TIOCIeIOBaTeIbHOCTh OYIeT TCEBAOCITYYalHHOH — eclau Mpo-
FpaMMHBIﬁ TEHEPATOp IMOBTOPHO 3aIlyCTUTHh C TAKMMH KC HavdaJlbHBIMU
3HAYCHUSIMH, OH BBIZACT TY XK€ MOCICI0BATEILHOCTb.

B mporpaMMHBIX TeHepaTopax KIIYeH HEePEeIKO HCIOJB3YIOT aNro-
PUTMBI IU(PPOBAHUSI M KIIOYH, CICIHATBHO pPE3CPBHPYEMBIC U 3a1ad
reHepanun. B xadecTBe HaYaIbHBIX 3HAYEHUI MOTYT OpaThCs, HApuMep,
3HAYEHMsI TaliMepa BBIUUCIUTENBHON CUCTEMBI.

PexomeHyeTcst peryisipHO MPOBOIUTE 3aMEHY KJIFOUEH, UCTIONb3ye-
MBIX B CHCTeME. B HEKOTOPBIX CITydasX BMECTO 3aMEHBI JOIYCTHMO HC-
T0JIB30BaTh TPOIeaypy Momudukanuu. Moougurkayus kiowa — TeHepa-
Ul HOBOTO KITIOYA M3 MPEIBIAYIIEro 3HAYCHUS ¢ TIOMOIIBIO OJHOCTOPOH-
Hell QyHKIuH (T. €. Takod QyHKIWH, I KOTOpOi oOpaTHOe mpeobdpaso-
BaHUE BBIYUCIUTH MPAKTUIECKH HEBO3MOXKHO, O0Jiee TIOpOOHO CM. paszen
2.5). Ho B 3TOM cily4yae HaJ0 Y4YHUTHIBaTh, YTO HOBBIM KIFOU O€30mMaceH B
TOM XKe Mepe, 4TO U MPEXKHUH, T. K. IPOTUBHUK MOXKET IOBTOPHUTH BCIO IIe-
MOYKY MOJU(PUKAITHIA.

[Ipu opranu3anuu XpaHeHUs KII0UeH CHMMETPUYHOTO IU(pPOBAHUS
HE00XOIUMO 00ECIIEUUTh TaKUE YCIOBHSI paOOTHI, YTOOBI CEKPETHBIC KITFO-
Y HUKOTJIAa OBUIM 3alMCaHbl B SBHOM BHUJIE HA HOCUTENE, K KOTOPOMY MO-
JKET TONyYUTh IOCTYIl HapyImuTenb. Hampumep, 3To TpeOOBaHHE MOKHO
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BBITNIOJIHUTD, CO37[aBasi uepapxuu kiatodeil. TpexypoBHeBas uepapxus moj-
pa3yMeBaeT JeJICHUE KITIoUeh Ha:

- TJIAaBHBIM KJIFOY;

- KJIF0Y U (POBAHUS KITIOYCH;

- K04 U (pOBaHUS JAHHBIX (CEaHCOBBIN KITHOY).

Ceancogule K04y — HWKHUN YPOBEHb UEPAPXUH — HCHONB3YIOTCS
U U(POBaHUS TAHHBIX U ayTCHTU(GUKAIIMK COOOIIeHUH. [{s 3anmThl
ITHUX KIIOUEH MPH Iepeade I XPaHSHUH HCIOIB3YIOTCS KU wugpo-
eanus Kuiodetl, KOTOPbIE HUKOTJA HE IOJDKHBI MCIIONB30BATHCS KaK CeaH-
coBble. Ha BepxHeM ypoBHE UepapXuU PacloyiaraeTcs e1agnbiil kiroy (Wn
MacTep-KiIro4). Ero mpuMEHSOT Ui 3alMThl KJIIOYEH BTOPOTO YPOBHSL.
J1s 3amuTH TIABHOTO KIFOYa B CHCTEMaX, UCIIONB3YIOIIUX TOJIBKO CHM-
METpUYHBIC MH(PHI, TPUXOTUTCS IMPUMEHITH HE KPHUITOTpadUIECKUE
CPEICTBa, a, HalPUMEp, CPEACTBA PU3NICCKON 3alUTHI JaHHBIX (KIIIOY 3a-
IHCHIBAETCSI HA CHEMHBI HOCHUTENb, KOTOPBIA IOCIE OKOHYAHUS PaOOTHI
M3BIMAETCS U3 CHCTEMBI U XPAHUTCS B ceiide, U T. I1.). B OTHOCUTENBHO He-
OoNbmHUX WH(POPMAIMOHHBIX CHCTEMaX MOXKET WCIIONB30BATHC JBYX-
YpOBHEBAs HepapXusl KIIFOUeH (TJIABHBIN U CEaHCOBBIE KIFOUN).

[pu pacnpederenuu xnioueli HEOOXOONMO BBITIONHUTH CIEAYIOIINE
TpeOOBaHUS:

- 00€CTIeYNTh OMEPATUBHOCTh M TOYHOCTD PACIPEACICHUS KITIOUCH;

- 00eCTIeYNTh CEKPETHOCTD PACHPEACTICHUS KITFOUCH.

Pacnipenenenne kirouei MOXKET MPOU3BOIUTHCS:

- C WCIIOJIb30BAaHUEM OJTHOTO WJIM HECKOJIBKUX IIEHTPOB pacrpeselie-
HUSI KITFOUeH (LIEHTPaTN30BaHHOE paclpe/Ie/icHue);

- IPSIMBIM OOMEHOM CEaHCOBBIMU KITFOUAMH MEXIY MOTb30BATEIIIMU
CeTH (ICIEeHTPAIN30BAaHHOE PACIPEACICHUE KITIOUEH).

Leyenmpanuzosannoe pacupeneicHue KIIOUel CHMMETPUYHOTO
mudpoBaHus TpeOyeT HATWYUSA Y KaXJIOTO IMOJIb30BaTENsl OOJBIIOTO KO-
JAMYeCcTBa KITFOUeH (s CBSI3M C KaXKIBIM U3 a0OHEHTOB CHCTEMBI), KOTO-
pBIe HEOOXOIMMO CHadana 0e30IacHO PacIpeeluTh, a IIOTOM O0ecIeun-
BaTh UX CEKPETHOCTH B MPOIIECCE XPAHCHUSI.
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Lenmpanuzoeannoe pacnpesieneHre KIo4eil CHMMETPUYHOTO M-
POBaHUS MOJPA3yMEBACT, YTO y KAXKIOTO MOJIB30BATEIS €CTh TOJBKO OJUH
OCHOBHOM KITIOY JUISI B3AUMOJICHCTBHS C IEHTPOM PACIIPEICICHUS KITFOUCH.
Jlyis oOMeHa TaHHBIMU € APYTUM a0DOHEHTOM, T0JIb30BaTENh 00paIaeTcs K
cepBepy KIIo4eil, KOTOPhI Ha3HA4YaeT 3TOMY MOJIb30BATENI0 U COOTBET-
CTBYIOIIEMY a0OHEHTY CEaHCOBBIH CHMMETPUYHBIA Kirod. OqHON W3 ca-
MBIX M3BECTHBIX CHCTEM LIEHTPAIHN30BAHHOTO PACIIPEICIICHHS KIIIOUCH sIB-
nsercst Kerberos.

ITpotoxon Kerberos 6si1 paspaboran B MaccadyCeTCKOM TEXHOJIO-
rudeckoM UHCTHTYTE B cepenune 1980-x romoB u ceiiuac sipnsiercst GpakTu-
YECKMM CTaHIApTOM CHCTEMbI IICHTPAIN30BAHHOW ayTeHTH(OUKAIMH WU
pacrpeeneHus Kirouei cummerpudHoro mmdposanus. [logaepxuBaercs
OIEepaIlMOHHBIME crcTeMaMu cemetictea Unix, Windows (maumnas ¢ Win-
dows’2000), ectb peanuzanuu 1 Mac OS.

IIporokon Kerberos oGecrieunBaeT pacipeaeieHie KIHUYeH CHM-
METPUYHOTO MH(POBAHUS U MPOBEPKY IMOMIHMHHOCTHU TIOJIL30BATENCH, pa-
0OTalOIMX B HE3aIUIICHHON ceTH. Peanmsamus Kerberos — s3to mpo-
rpaMMHasi CHCT€Ma, IIOCTPOCHHAs II0 apXHUTEKType «KIIUEHT-CEpBeEp».
KimeHrckasi yacTh yCTaHaBJIMBAeTCSl HA BCE KOMIBIOTEPHI 3alllUIAeMOMN
CeTH, KPOME TeX, Ha KOTOPHIC yCTAHABIMBAIOTCS KOMIIOHEHTHI CepBepa
Kerberos. B ponu kinrentos Kerberos MoryT, B 4acTHOCTH, BBICTYNATh U
ceTeBble cepBephl ((paiiioBBIe cepBeEpPhI, CEpPBEPHI ITEYaTH U T. 1.).

CepBepHast yactb Kerberos Ha3piBaeTcs LEHTPOM pacrpeeaeHusl
xroueit (anrt. «Key Distribution Centery», cokp. KDC) u cocTout u3 aByx
KOMITOHEHT:

- cepBep ayrentudukanuu (aHrn. «Authentication Server», cokp.
AS);

- cepBep Bbimaunm paspemenuit (anria. «Ticket Granting Servery,
cokp. TGS).

Kaxnomy cyobexty cetu cepsep Kerberos nasnauaer pasmensieMbrit
C HUM KITIFOY CUMMETPHYHOTO IMU(PPOBAHUS U TOANEPKHUBACT 0a3y TaHHBIX
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CyOBEKTOB M MX CEKpPETHBIX Kiroueil. Cxema (yHKIIMOHHPOBAHUS IPOTO-
kouna Kerberos npencrasnena Ha puc. 2.14.

Kerberos-cepsep
(KDC)
Bemomasiercs 1 Cepsep Cepeep
pa3 B MOMEHT ayTeHTHUQ. BBIJIAYH
Havaja ceaHca AS paspenieHui
paboThI \ TGS

KJIUEHT 5 Cepsep
SS

(@)
v

Puc. 2.14. TIpotokon Kerberos

[yctp ximent C cobupaercss HayaTh B3aWMOJAEHCTBHE C CEPBEPOM
SS (ot amrm. «Service Server» — cepBep, HPEIOCTABISIONINIA CETEBbIE
CepBHCHI). B HECKOJIbKO YIPOIIEHHOM BHJIE MPOTOKOJ MPEIIONAraeT cie-
nyrorue tmaru [10,11].

1). C->AS: {c}.

Kimment C noceutaeT cepBepy ayTeHTUGUKAIMA AS CBOH HICHTU(H-
KaTop C (MaeHTH()UKATOP MEPEAACTC OTKPBITHIM TEKCTOM).

2). AS->C: {{TGT}Kns 1es, Ke_tes}Ke,
rae Ke — ocuoBHoit kirou C;
Kc tes — Kkimtou, BeimaBaeMsiii C juist 10CTyna K cepBepy BbLIAuH paspe-
mennii TGS;
{TGT} —— Ommer Ha OOCTYH K CepBEPY BBIAAYM pa3pemieHdil (aHri.
«Ticket Granting Tickety); {TGT}={c, tgs, t1, p1, Kc_tas}, rae tgs — unen-
THPUKATOP CepBepa BbIIaYM pa3pelieHuii, t; — OTMeTKa BpeMeHH, P; —
nepuos AeicTBus Griera. 3amuck {...}Ky 31ech U faee 03Ha4aeT, 4to Co-
Jep:kuMoe GUrypHBIX CKOOOK 3amudpoBano Ha Kiode Ky.
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Ha stom mare cepBep ayreHTudukammuu AS, IpoBepUB, YTO KIHEHT
C umeercs B ero 6a3e, Bo3BpamaeT eMy OHJIET Ui JOCTYIa K CEpPBEPY BbI-
JaYU pa3pelleHuid 1 KIF0Y U B3aUMOJCHCTBHS C CEPBEPOM BBIIAYH pa3-
petrenuii. Best mockuika 3amudposana Ha kinroue knuenta C. Takum obpa-
30M, JaKe €CIIM Ha MEpBOM Iare B3auMOJCHCTBUS MACHTU(DHUKATOP C ITIO-
cnan He kiaueHT C, a HapymuTesds X, TO MOIydeHHYI0 oT AS mochuiky X
pacurdpoBaTh He CMOXKET.

[MosryanTs moctyn k comepkumomy Owmiteta TGT He MOXKET HE TONb-
KO Hapymwuresb, HO U KiueHT C, Tak kak Owier 3amudpoBaH Ha KIIOYe,
KOTOPBII pacrpeae i Mexay co0oil cepBep ayTeHTH(HKALUU U CepBep
BBIJIAYU Pa3peIICHU.

3). C->TGS: {TGT}Kns 1es, {Auti} Ke s, {ID},
rae {Auty} — ayrenrtudukanmonnsiii 6ok — Auty = {c,tx}, to — MeTka
Bpemend; |D — upeHTH(MKaTOp 3ampammBaeMoro cepprca (B 4aCTHOCTH,
3TO MOXKET OBITh HACHTU(PHUKATOP cepBepa SS).

Kient C Ha 3TOT pa3 oOpamaercs K cepBepy BBIIAYH pa3penIcHUi
TGS. On mepecbutaeT MOMYYeHHBIH oT AS Owier, 3ammdpoBaHHBIN Ha
kiroue Kag 1as, B ayTeHTH()UKAINOHHBIA OJIOK, COJlep KAl naeHTH K-
TOp C ¥ METKY BPEMEHH, IIOKA3bIBAIONIYIO0, KOT/1a ObUTa c(hOpMHUpPOBaHa TI0-
CBUIKA.

Cepgep BbIjaun paspemenuii pacummdpossiBaer omwter TGT u momy-
YaeT U3 Hero HHPOPMAITHIO 0 TOM, KOMY ObLI BbIJIaH OWJIET, KOT/Ia ¥ Ha Ka-
KOHW CpOK, K04 I (pOBaHUs, CTeHEPUPOBAHHBIN cepBepoM AS st B3awu-
MoneicTBUs Mexay kimueHToM C u cepBepom TGS. C moMmomipio 3TOro
KITto4ya pacumm@poBbiBaeTCsl ayTeHTU(UKAUOHHBINH Onok. Ecnmu merka B
OJIOKE COBITAIaeT C METKOH B OMiIeTe, 3TO OKA3BIBACT, YTO IOCHUIKY CIe-
HeprpoBas Ha camoM gaene C (Bexp TONBKO OH 3HaN Kmod Kc rgs ¥ MoOT
MpaBHIBHO 3amm@poBaTh CBOW HaeHTHU(UKaTop). [anmee nemaercs mpo-
BEpKa BPEMEHU JCHCTBUS OmiIeTa U BpEMEHHU OmpaBieHus Hockuiku 3. Ec-
J¥ TIPOBEPKa MPOXOJAUT, U NEHCTBYIOMAS B CHCTEME MOJIUTHKA ITO3BOJISET
kiueHTy C o0pamaThes K KIHSHTY SS, TOria BRIIONHSETCS 1miar 4.

4). TGS->C: {{TGS}Kres_ss,Ke_sstKe_es,
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rae Ke ss — ximrou amst B3aumoneiictsust C u SS, {TGS} — ot anr. «Tick-
et Granting Service» — 6uner s goctymna kK SS (obparure BHUMaHHE, YTO
TaKoW ke aO0peBUATypOil B OIMHCAHHUU MTPOTOKOJIA 0003HAYAETCS U CEpBEP
Bbiaun paspemenuit). {TGS} ={c¢,ss,t5,p2, Kc ss }-

Ceiliuac cepBep Bbmaun paspemienuid TGS moceutaer kimmeHty C
K04 UG POBaHUSA W OWJIET, HEOOXOMUMBIE ISl JOCTyIa K cepBepy SS.
CrpykTypa Omiiera Takas e, Kak Ha miare 2: WICHTH(OUKATOP TOrO, KOMY
BBIIATI OWJIET; MIACHTH(HUKATOP TOTO, JUIS KOTO BBIIAIH OWJIET, OTMETKA
BpEMEHH; MTEPUO.T ACHCTBUS; KITI0Y MH(PPOBAHNUS.

5) C->SS: {TGS}KTGS_SS, {Autz} KC_SS ,
rae Aut,={c,t,}.

Kment C mocputaeT OmieT, MOJTyYEeHHBIH OT cepBepa BBIAAYH pas-
pelieHni, U CBOW ayTeHTHU(UKAMOHHBIN OJIOK cepBepy SS, ¢ KOTOPHIM
X0YeT YCTaHOBHThH CEAHC 3aIUINCHHOro B3aumMoeiicteus. [Ipeamonaraet-
cs1, uTO SS yKe 3apEerHCTPUPOBANICSA B CUCTEME U PACIPEACTHI C CEPBEPOM
TGS xmtou mudposanus Krgs ss. IMest 3TOT KiItod, 0H MOXKeT pacmudpo-
BaTh OWIIET, MONYy4YUTh K04 mudpoBaHus Kc ss U MPOBEPUTH MOIIHH-
HOCTB OTIIPABHUTENS COOOIICHUS.

6) SS->C: {t4+1}Kc_sg

CMBICIT MOCIHIEHEr0 IIara 3aKJII04aeTcss B TOM, YTO TEHephb yike SS
JOJDKeH okas3ath C cBOKO MOMTHMHHOCTh. OH MOXKET C/IeNaTh 3TO, TOKa3aB,
YTO MPABWIBHO pacmugpoBai mpeasiayiiee coodmenue. Bor mostomy SS
OepeT OTMETKY BPEMEHH M3 ayTeHTH(PHUKAIMOHHOTO Osoka C, H3MEHseT ee
3apaHee OIpeAeTIeHHBIM 00pa3oM (yBeIH4YHBaceT Ha 1), mugpyer Ha KIIO4e
K¢ ss 1 Bo3Bpamiaet C.

Ecmu Bce maru BBITIOJTHEHBI MPABUIBHO, W BCE MPOBEPKH MPOILIH
YCIIEIIHO, TO CTOPOHHBI B3amMoeiicTBusi C u SS, BO-TIEPBBIX, YAOCTOBEPH-
JMCh B MOJUTMHHOCTH APYT IPYyTa, a BO-BTOPHIX, MOTYUIIN KI0Y MHUPPO-
BaHUSA JUIS 3allIUTHI ceaHca CBA3U — K09 Kc ss.

HyHO 0OTMETHTSH, YTO B IpoIlecce ceanca paboThl KIUEHT MPOXOIUT
maru 1 u 2 Tonpko oauH pa3. Korma Hy»HO MOMy4HTh OHIIET Ha JOCTYH K
npyromy cepBepy (HazoBem ero SS1), knmment C oOpamiaercs K cepBepy
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BeITauu pasperieHuil TGS ¢ yxe uMeonmmMes y Hero OmieToMm, T. €. Ipo-
TOKOJI BBITTOIHSAETCS HAYMHAs ¢ mara 3.

Ipu ucnosp3oBanuu nporokona Kerberos kommprorepHas ceTh J10-
THYECKHM JEAWTCsA Ha obiactu neiictBus cepBepoB Kerberos. Kerberos-
0061acmb — 3TO YYaCTOK CETH, MOJIB30BATEIN U CEPBEPHI KOTOPOTO 3ape-
THCTPHPOBAHbI B 0a3e JaHHBIX o1HOTO cepBepa Kerberos (wiu B oqHo# O6a-
3e, pa3ensieMoll HEeCKOJIbKUMH cepepamu). OmHa 001acTh MOXKET OXBa-
THIBaTh CETMEHT JIOKAJbHOW CETH, BCIO JIOKAJILHYIO CETh WA OOBEIHHATH
HECKOJIbKO CBSI3aHHBIX JIOKABHBIX ceTel. Cxema B3auMOACHCTBUS MEKIY
Kerberos-o6nactsimu npescrasieHa Ha puc. 2.15.

O6nactb KDC1 ...
JIEHCTBUSA e s
KDC1 Cepsep  |°  Cepep

o

ayremtud. |} BBUIAYM
“pazpeIeHyi”’

___Kauent__
KDC1
" Cepsep "™, Cepsep
5 ] BBIIAUH  }  ayTeHTHUd.
OOmacThb aei- ".,'na3DeHIeHI/H7I.¢:
creus KDC2
KDC2

Puc. 2.15. B3aumoneiictBue mexay Kerberos-oomactsiMu

Jlnst B3aUMOIEHCTBHS MEXKIY OOJACTSIMH JOJIDKHA OBITH OCYIIECTB-
JeHa B3aMMHas peructpaiusi cepsepoB Kerberos, B mporecce KOTOpoi
CepBep BbIIAYU Pa3pelICHU OJHON 00JacTH PErHCTPUPYETCS B KauecTBE
KITMEHTa B IPYroii obmacTu (T. €. 3aHOCUTCS B 0a3y cepBepa ayTeHTU(HKa-
WU U pa3gelsieT ¢ HAM KITI0Y).

[locne ycTaHOBKM B3aMMHBIX COTJIAIICHWH, KJIUCHT W3 oOmacté 1
(myctb 310 Oyzaer Ki;) MOXKET yCTAaHOBHUTH CEAHC B3aUMOJICHCTBUS C KJIH-
eHTOM m3 obnactu 2 (Hampumep, K>;1). s atoro Ki; J0DKeH MOIYydUTh y
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CBOETO cepBepa BBIAAYM paspemreHuil Owner Ha noctyn k Kerberos-
cepBepy, ¢ KIIMEHTOM KOTOPOTO OH XOUeT YCTaHOBUTH B3aHMOJIeHCTBHE (Ha
puc. 2.15 sto cepsep KDC2). IlomyueHHBIH OUIET COAEPKUT OTMETKY O
TOM, B Kakoi 00J1acTH 3aperucTpupoBaH Biazener omiera. buer mmdpy-
eTcs Ha Kirode, pasgeneHHoM Mexay ceppepamu KDC1l m KDC2. Tlpu
ycremHoit pacumdposke Ounera ynaneHHslii Kerberos-cepsep moxer
OBITh yBepeH, 4To Ouner BbigaH kiaueHTy Kerberos-obmactu, ¢ KoTOpOit
YCTAaHOBJICHBI JTOBEPHUTEIbHBIC OTHOIIeHWsA. [lamee mporokon paboTaer,
KaK OOBITHO.

Kpome paccmotpennsix, Kerberos mpemocrasnsier eie psii I0MOI-
HHUTENBHBIX BO3MOXKHOCTelH. Hanpumep, ykasaHHBII B CTpyKType Ouiera
mapametp P (Ieproa BpeMeHH) 3a1aeTcs Tapoil 3HAUCHUH «BpeMs Hadaja
OEHCTBUSY — «BpEeMs OKOHYAHHUS JCHCTBHS», YTO TO3BOIIIET IIOydaTh
OMIICTHI OTJIOKEHHOTO JISHCTBHSI.

Hmeetcs T Ouiieta «C IpaBoM Iepeaadn», YTo MO3BOJISET, HAIPH-
Mep, CepBepy BBINOJHATH JAEHCTBHA OT UMEHH OOpaTHBIIErOCS K HEMY
KJIIMEHTA.

2.4. ACUMMETPUYHBIE HIN®PbI
2.4.1. OcHOBHBIE MOHATHS

Hecmotpst Ha mocTmkeHHs B 007acTH CHMMETPHUYHOW KPHUITOTpPa-
¢un, x cepenuae 1970-X TOJOB cTana ocTpO OCO3HABATKLCS MpodIeMa He-
MPUMEHUMOCTH JaHHBIX METOOB I PELICHUs LIEIO0T0 psjia 3aaay.

Bo-niepBbIX, MpH UCMONB30BAHUN CUMMETPUYHBIX MHU(POB HEOOXO-
JUMO OTHEJIbHO pellaTh 4YacTO HETPUBHAIIBHYIO 3a/lady paclpeleseHus
knrouerd. HecMoTpst Ha MCNIONIB30BAHUE HEPAPXUNA KITFOUEH U LEHTPOB pac-
IpEeAeICHUS, B KaKOH-TO HAaYaJIbHBIM MOMEHT KIII0Y (MJIM MacTep-KIIIoY)
JOJDKEH OBITh IepeaH o Oe3onacHoMy KaHaiay. Ho Takoro xaHamga MOKET
MIPOCTO HE OBITh, HJIM OH MOXET OBITh JOCTATOYHO OPOTOCTOSIIINM.

Bo-BTOpBIX, TIPH KCIIOTH30BAHUH METOJ0B CHMMETPHYHOTO MIH(PO-
BaHUS IIOJpPa3yMEBaeTCsl B3aUMHOE JOBEPUE CTOPOH, YYacTBYIOLUIMX BO
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B3auMozelcTBuU. Eciiu 3TO HE Tak, COBMECTHOE UCIIOJIb30BAHUE OJHOIO U
TOTO K€ CEKPETHOTO KIIF0Ua MOXKET OBITh HEXKETATEIBHO.

Tpetbs mpolOiiemMa CBsi3aHa ¢ HEOOXOAUMOCTBIO TIPOBEICHUS ayTEH-
TUGHUKANIUK HH(POPMAIMK U 3aIIUTHI OT YIPo3, CBA3aHHBIX C OTKAa30M OT-
npaBuTeNs (MOMydyaTens) OT pakTa OTHPaBKH (TIOTYUYCHHSI) COOOIIEHHMIA.

[epeuncienHpie TPOOIEMBI SBISIOTCS BEChbMa CYNICCTBEHHBIMH, U
paboTa Ha UX pEHICHUEM MpPUBENa K MOSBICHUIO aCHMMETPUYHOU KPHII-
Torpauu, TaKKe Ha3bIBAEMOU KPHUIITOTpadUeH C OTKPHITHIM KITFOUOM.

Paccmotpum psin onpeneneHmii.

Oonocmoponneti (00HOHANPABIeHHOI) yHKYuUell Ha3bIBAeTCS TaKasl
¢yskuns F: X—Y, 11 KoTopoii BEIOTHSIOTCS CIETYIONIHE yCIOBUS:

1) st Besikoro X €X JIerko BBIYHUCIUTD 3HaueHue QyHkiwn Y = F(X),
rae Y eY;

2) 1Sl IPOU3BOJLHOTO Y €Y HEBO3MOKHO (YPE3BBIYANHO CIIOMKHO)
HaliTH 3Hauenne X €X, Takoe uro X = F(y) (T. e. HaiiTi 3HaueHHE (PyHK-
1uu o0partHoi F).

Oonocmoponneti pynxyuetl ¢ cekpemom K, HaspiBaeTcs Takas QyHK-
s Fy: X—Y, 1 KoTopo# BRIIONMHSIOTCS CIEAYIOMINAE YCIIOBHS:

1) nist BCIKOTO X €X JIETKO BBIYUCIUTD 3HaUYeHHe QyHKImu Y = Fy(X),
rae y €Y, naxe B TOM ciydae, ecii 3HaueHue K Hen3BeCTHO;

2) He cymecTBYeT Jerkoro (3G QGpEeKTHBHOr0) arOPUTMa BHIYHCIICHHS
o6patroii pynxumn Fi*(y) 6es sHamus cexpera k;

3) npu m3BectHoM K Berancienne Fl(y) mmst y €Y He mpexcrapmsier
CYILIECTBEHHOMN CIIOXKHOCTH.

B dacTHOCTH, OJHOCTOPOHHSS (PYHKIHS C CEKPETOM MOXET OBITh
WCTONB30BaHa i mudposanus naGopmarmu. [lycte M — ucxoanoe co-
obmenue. [TomyuyaTens BEIOUpaeT OJHOCTOPOHHIOW (PYHKIIHIO C CEKPETOM,
W TOr/Ia Jr000H, KTO 3HAeT ATy (QYHKIMIO, MOXKET 3amudpoBarb coooIe-
HUC sl JAQHHOTO IIOJNydYaTess, BBIYMCIUB 3HAYCHHE KPUOTOTPAMMBI
C = Fy(M). PacuudgpoBaTh JaHHYIO KPHUIITOIPAMMY MOKET TOJBKO 3aKOH-
HBIH [OJTy4YaTeb, KOTOPOMY U3BECTEH ceKpeT K.
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IepBoit myGnukarel B 06JacTH KpUOTOTpauu C OTKPBITHIM KITIO-
4OM OPHUHATO cuuTath cTathio Yurdhwima Hubdu (Whitfield Diffie) u
Maptuna Xemwmana (Martin Hellman) «HoBbie HampaBiieHust B KPUIITO-
rpaduny, BeIIIEAIIYIO B CBeT B 1976 romy.

B oTnuume oT CHMMETPUYHBIX, B aCHMMETPUYHBIX alTOPUTMAX KITIO-
YH MCIOJIB3YIOTCSI TApaMK — OTKPBITHIH Kitto4 (aHri. «public key») u cek-
peTHBIN Wik 3akphIThiil (aHri. «private key»). Cxema mmgposanus Oyner
BEITJIAJETD CIIEAYIOMINM 00pa3oM.

INomygaTens B renepupyer mapy xiroueit — OTKpHITBIH Kg pup U CEK-
petHblil Kg . IIponienypa renepanus kiro4a J0JDKHA ObITh TaKOM, YTOOBI
BBITIOJTHSUTUCH CIIENTYIOIINE YCIIOBHS:

1) kroUYeByIO Mapy MOKHO OBLIO OBI JISTKO CTeHEPUPOBATH;

2) coobienue, 3ammdpoBaHHOE Ha OTKPHITOM KITFOY€, MOXET OBITh
pacim@poBaHO TOJIBKO C UCIIOIB30BAHUEM CEKPETHOT'O KIIFOYa;

3) 3Hast TOJNIBKO OTKPBITHIN KITFOY, HEBO3MOMKHO PACCUUTATH 3HAYCHHE

CEKpETHOTO.
OTHPABUTEJIb A MOJYYATEJIb B
CooOrenne Kpunrorpamma CooOmenne
M udp. C Pacumdp. M
C =EM Kz puw) .\ M = D(C,Kg _p)
Hezamuiennsit
(He0e30MmacHbI) CekpeTHbII
KaHall ko4 Kg pr
/ I'enepatop
OTKpBITHII KITIoueii

o4 Kg pup
Puc. 2.16. AcuMMeTprYHOE MHU(PPOBAHHE

[locne renepamun kimouel, aboHeHT B mepenaer OTKpHITHIA KIrOY
OTIIPABUTENIO A, a CEKPETHBII KJIIOU HA/IEXKHO 3aILUINACT U XPAaHUT y ce0s
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(puc. 2.16). Ilepecbuika OTKPBITOTO KIIFOYAa MOXET OCYIIECTBISATHCA IO
He3alMIIeHHOMY KaHaly cBsa3u. OtmpaButens A, 3Has coobmeHne M u
OTKPBITBIA KIIFOY, MOXeT paccuntars kpunrorpammy C = E(M, Kg ) 1
nepenats ee nonxydaremto B. [lomydaTens, 3Has CEKpPETHBIM KITIOY, MOXKET
pacumdposats kpunrorpammy M = D(C, Kg ).

Hapymmrens gaxe B TOM cIydae, €ClId OH CMOT NE€pPEXBATUTh KPHII-
TOTpaMMY M OTKPBITBHIH KITII04Y, HE MOXET paciin(poBaTh KPHIITOIPAMMY .

Ecnm ncmons3oBaTh ompeneneHne OAHOCTOPOHHEH (DYHKIMH C CeK-
pPEeTOM, TO ANTOPHUTM IIM(POBAHMSA M OTKPBITHIA KIOY 3aJaf0T MPSIMOE
npeodpazoBanue Fy, anmroputm pacmm@poBeIBaHUS 3a1aeT 00paTHOE Mpe-
o0pa3oBaHue, a CeKPETHBIN KITIOY TIOIYYATENs HTPALT POIlb «cekpeTay K.

PaccmoTpuM Terieps BOpoc ayTeHTH(GHKAIIMN COOOIICHHT.

Dnexmponnas yugpposas noonuce (L)' — 5T0 PEKBU3UT 3eK-
TPOHHOTO JOKYMEHTa, NpEAHA3HAYCHHBIA IS 3allUThl JAHHOTO HJICK-
TPOHHOTO JOKyMEHTa OT HOJJIENKH, IOJIy4YCHHBIH B pe3yJbTaTe KPUITO-
rpaduyeckoro npeobpasoBaHus UHOOPMAIMH C UCIIOIL30BAHHEM 3aKphI-
TOTO KJIIOYA 3JIEKTPOHHOHW HU(POBOH MOANMCH ¥ TTO3BOJSIOIINA HASHTH-
¢unmpoBaTh BIajeNbIa cepTU(HKATAa KI0Ya MOAINUCH, a TaKKe YCTaHO-
BUTH OTCYTCTBHE HCKa)X€HHA HH(OPMAIH B 3JIEKTPOHHOM JOKYMEHTE, a
TaKXe 00ecreunBaTh HEOTKA3yeMOCThb OANUCABILETOCH.

Oynkiyu D11 aHanoruuHe! 0OBIYHON PYKOMUCHOMN MOAMUCH:

- YIOCTOBEPHTH, YTO MOINMCAHHBIA TEKCT UCXOJHUT OT JIWIA, OCTa-
BUBILIETO MOATHCH;

- HE JaTh JIMILY, [TOJIIMCABIIEMYy JOKYMEHT, BO3MOXKHOCTH OTKa3aThb-
sl OT 00513aTENBCTB, CBS3AHHBIX C MOMUCAHHBIM TEKCTOM;

- FTApaHTUPOBATh LENOCTHOCTh NOAIMMCAHHOIO TEKCTA.

Baxnoe otnuume DIIT 3akimouaercs B TOM, YTO JIEKTPOHHBIA J10-
KyMEHT BMECTE€ C IOAMHCHI0 MOXET OBITh CKONHPOBAaH HEOTPaHUYEHHOE
YHCIIO Pa3, IPU 3TOM Komus OyJeT HEOTINYMMa OT OpUTHHANA.

O6o6menHas cxema cucremsl DL mpeacrasnena Ha puc. 2.17.

1 v o
OrmpezesneHne B coOTBeTCTBHM (enepaibHbIM 3akoHOM Poccuiickoit denepa-
1 «O0 3IEKTPOHHOHN U(POBOI MOATTUCHY.
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OTHPABUTEJIb A MHOJIYYATEJIb B

Iloanucannoe
Coobmienne cooOwenue M,S Coobienue
M I'enepauus D11 IIposepka DI M
T | S=F(MKap) \ M = F *(S,Ka_pub)
. Hesamumennsii
CexpeTHbIit (1eGe30macHsIii)
K104 Kp pr KaHAT
I'enepatop /
KIH04eH OTKpBITHIN
kmo4 Ka pup

Puc. 2.17. DnextporHas nudpoBas MOITUCH

B xone mpeobpa3oBaHmii 31€Ch MCIONB3YETCs Tapa KIIOYeH OTIpa-
Buteist coobmienns. Tor dakr, yro npu Berauciacann D11 npumensercs
CEKPETHBIM KII0Y OTIPaBUTENS, IO3BOJSET OKAa3aTh MPOMCXOXKICHHE U
MOJIMHHOCTh cooOmeHus. [lomyyaTens, uMess OTKPBITBHINA KIIIOY OTHpPaBH-
tenst, nposepsieT DI, u ecau moAnKCch KOPPEKTHA, TO OH MOXKET CUUTATh,
4TO COOOLIEHUE TOINHHOE.

2.4.2. Pacnpenesienue kiiodeii nmo cxeme Aundgpu—Xeanavana

Kak yxe oTmedanoch BBIIIE, OCHOBBI aCHMMETPHUYHOIN KPHIITOTpa-
¢un OBIIM 3aJI0KEHbl aMEPUKAHCKUMH HccnenoBartemsiMu Y. Judpdu u
M. XennamaHoM. MMy OBIT NpeIoKeH adrOpUTM, MO3BOJIIOMIUIM JIBYM
aboHeHTaM, 0OMEHHUBAsICh COOOIICHUSMHU O HEOE30IMaCHOMY KaHAIy CBS-
3M, PacHpeleNITh MEXIY COO0M CEKPETHBIN KITI0Y MU ()POBAHUS.

st Toro, 9To0BI JTy4Iiie pa3odopaThes ¢ 0OCOOCHHOCTSIMH JaHHOTO all-
TOpPUTMA, PACCMOTPHM HECKOJBKO OIpEICIeHUN W3 TeopuH uucen. J[pa
LENBIX Yucna N U N’ Ha3bIBAIOTCA CPABHUMbBIMU NO MOOY/I0 M, €CIH TPU
JeTICHAH Ha M OHH JAI0T OJMHAKOBBIC ocTaTKK: N =N’ (mod m), m — mo-
IyJb cpaBHEHHA. TakuM 00pa3oM, MOKHO Pa3OMTh MHOKECTBO IEIBIX YH-
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cenl Z Ha KJIacChl YKCell, CPABHUMBIX MEXIy COOOH MO MOIYJII0 M U HA3bi-
8aeMbIX KIACcamu 8blyenog o MOIYII0 M. Kaxprii Ki1acc BEIYETOB UMEET
BHII:

{r}, ={r+mk |k eZ}. (2.12)

MHO0XecTBO BCeX KIacCOB BEIUETOB IO MOIYIIIO M 0003HAYAETCS KaK
Zy, wn ZImZ. Kaxapim qeym kiaccam {Ky u {1}y He3aBrcumo ot BeIOOpa
UX IMPEACTaBUTEeH MOXKHO COIOCTABHUTH KJIACC, SIBJISIOLIMNACS UX CYMMOIt
U TIPOM3BEICHUEM, TAKIM 00pa3oM, OJHO3HAYHO OIPEAEISIOTCS ONepaIlin
CIIOXEHHUs U yMHOXeHHs. MHoxecTBO {Z,,+,x} SABISETCS KOMMYTaTHB-
HBIM KOJIBIIOM C €AMHUIICH, a €CIIU YHCIO M — MIPOCTOE, TO KOHEYHBIM I10-
JIeM.

MynetaiummkatuBHas rpynmna {Z.,,x} npu m =1, 2, 4, p*, 2p" (rae
keN, p — HeueTHOe MPOCTOEC YHUCIO) SIBISETCS LUKIMUeckod [12], T.e.
CYIIECTBYET 00pa3yromuii 3JieMeHT & €2y, TAKOW YTO CTETIICHH a B ONpeje-
JICHHOM TIOpsiZIKe JaroT Bce 3HadeHwss oT O mo m-1. DneMmeHT a Taxxke
HAa3BIBACTCS NEPBOOOPA3HBIM KOPHEM TI0 MOIYIIO M.

B anropurme [luddpu—Xennmmana B kadecTBe OAHOCTOPOHHEN PyHK-
LM MCIIOJIB3YETCs BO3BEJCHHUE B CTENIEHb M0 MOJIYJIIO IPOCTOT0 YHCIIa!

y=a"mod p. (2.13)
31ech P — OOJBIIOE MPOCTOE YUCIO (ceifyac cuuTaeTcsi 0€30MacHBIM HC-

21y Gonee), @ — 1EPBOOBPA3HEIH KO-

10JIb30BaTh MOJYJIb MOPAIKA
PeHb O MOIYJIO P. 3amava HAXOXKICHUS OOpaTHOTO 3HAYCHUS, T. €. BBI-
YHCICHUS X IO M3BECTHOMY Y, Ha3bIBaeTCsA 3ajadeil ITUCKPETHOTO JIoTra-
PUGMHUPOBAHUS | SIBISIETCS BBHIYMCIUTEIBHO CIOKHOUW. MHBIME cloBamu,
MPU JOCTAaTOYHO OOJBIIMX 3HAYEHHUSIX MOMYJS, MOKa3aTeds U OCHOBaHUS
crenenu QyHKIHO (2.13) MOKHO CUUTATH HEOOPATUMOA.

[Tycte p — mpocToe Ymcio, P > 2, ¥ U3BECTHO pasiiokeHue pP—1 Ha

. LS i
npocteie Muoxkutenn: p—1=]]q;j’'. Yncno a sensercss meppoobpasHbiM
=1
KOPHEM T10 MOJIYJIIO P TOTJa ¥ TOJIBKO TOT/IA, KOT/a BBITOJIHIIOTCS CIIELy-
forue yciaosus [12]:
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HO/[(a,p)=1; a'" "™ #1(mod p), j=1...k, (2.14)
rae HOZ(X,y) — HanGonpIimii 001Kl JeTUTENb YUCET X U Y.

Paccmotpum Teneps anroputm Jnddr—Xemmana o maram. [Tycts
aboHeHTsI ceTn Asrca U bo0 mpeaBapuTeabHO COTNIACOBANIM 3HAUCHUS & U
p u3 (2.13). IIpu sT0M TpebyeTcs, uTOObI pasioxeHue ynucia (p—1) comep-
a0 OOJBIION MPOCTON MHOKHUTENb, Harpumep, (P—1)=2t, roe t — mpo-
croe.

1). Annca BeIOMpaeT CEKpeTHBINH K04 Xa M BBIYHCIACT COOTBET-
. N _ . Xa
CTBYIOIIMI eMy OTKpPBITHIH K104 Y, =a” A mod p.
2).Bo6, B cBolO ouepens, ompeaenseT Xg U PACCUUTHIBAET
— aXB
Yg =a"Bmod p.
3). AGOHEHTBI OOMEHHMBAIOTCS OTKPBITHIMHU KiTFouamu Ya 1 Y.
4). AGOHEHTHI BBIUUCIISIIOT OOIMI CEKPETHBIH KITFOY. AJTCa MONb3Y-

eTCsl CIIeAYIOIUM cooTHOmeHHeM: K g = (YB)XA mod p. Bo6 ucmons3yer

dopmyiy: Kga = (Y A)XB mod p. TTokaxkem, uto Kag=Kga, BOCHONB30-
BaBIIUCH CBOWHCTBOM aCCOLMATMBHOCTH ONEpallid YMHOXEHHS B KOHEY-
HOM IHOJE!
Kag =(Yg) A mod p=(a*®)*Amod p=(a**)*® mod p=Kg,. (2.15)
Taxum 00pa3oM, CTOPOHBI CMOTJIN PACHPEAETUTH OOIMINI CEKPETHBIH
kmod Kag. HapymmTens, KOTOpBIH MOKET epeXBaTHTh NIepEIaBaeMbIC OT-
KPBITBIE KITFOYH Ya ¥ Y, JTOJDKEH IOTBITATHCS MO0 HAM BBIYMCIHUTH OO
CEKPETHBIN K04 0e3 3HaHMs CEKPETHBIX Kirouel aboHeHTOB. Ha naHHbIN
MOMEHT HE HaWICHO CYIIECTBEHHO JIYUIIEro IyTH pEeIleHHs TaHHOH 3a1a-
4y, 4eM JAUCKPETHOE JOorapu(MupoBaHUe, YTO M OOECIEUUBACT KPUITO-
rpauuecKylo CTOIMKOCTh aIropuTMa.

2.4.3. Kpunrorpaguyeckas cucrema RSA

AnroputMm RSA 6vu1 mipemmoxker B 1977 roxy M crall IepBBIM IIOJT-
HOLICHHBIM aJTOPUTMOM ACHMMETPUYHOTO INU(POBAHUS U DICKTPOHHOU
UG POBOH MOANKCH. AJITOPUTM Ha3BaH IO MEPBBIM OykBaMm (haMuimii aB-
topoB — Ponanb Paiieect (Ronald Rivest), Anu ITamup (Adi Shamir) u
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Jleonapn Amneman (Leonard Adleman). CToiikocTh anropuTMa OCHOBBI-
BaeTCs Ha BBIYHCIHUTEIFHON CI0XKHOCTH 3a1add (hakTopu3anuu (pas3ioxe-
HUSI Ha MHOKUTEJH) OONBIINX YHCEN W 334a4ll JUCKPETHOTO JIOTapu(Mu-
pOBaHUSL.

Kpunrocucrema ocHOoBaHa Ha Teopeme Ditniepa, KOTOpas IJIaCUT, YTO
JUTs JIFOOBIX B3aUMHO mpocThix uuced M u n (M < n) BeImonHsIeTCsT COOT-
HOIIICHUE!

M #™ =1(mod n), (2.16)
rae @(n) — dyaknus Diepa. OT1a QyHKIUSA paBHA KOJHYECTBY HATY-
PaIbHBIX YMCEN, MEHBIINX N, KOTOpbIE B3aMMHO NpocThl ¢ . [lo onpene-
neruto, (1) =1. Taxke mokazaHo, YTO I JIFOOBIX NIBYX HATypallbHBIX
B3aUMHO TMPOCTBIX 4YHMCed @ © D  BBINOJHACTCS  PABEHCTBO
p(@-b) = ¢(a)- p(b).

Anroput™m cTpoutcs cuenyronmmM odpazom. Ilycte M — 6mok co-
obmenusi, 0 <M < n. OH mmpyercst B COOTBETCTBUH C POPMYIION:

C=M®(modn). (2.17)

B aTOM citygae @ — OTKpBITBIA KJIFOY MOTyYaTens. Torma cooTBET-
CTBYIOLIHMH €My CEKpPETHbIH KJr04 O JOKeH ObITh TAKHM, YTO
M =C%(mod n) = (M®)¢ (modn) =M®*(modn). (2.18)
Kak yxke oTMmewanoce, Teopema Oifiepa yTBEpXKIAaeT, YTO
M #™ =1 (mod n) nm, uro To xe camoe, M ¥+ = M (mod n), rme k —
HaTypaJbHBIA MHOXHUTEH. COIMOCTaBUB JAaHHOE BBIPAXKCHUE C BBIPAKCHU-
em (2.18) mosyuaem, 9To € u d JOKHBI OBITH CBSI3aHBI COOTHOIIICHUEM:
e-d=k-p(n)+1 < ed =1(mod ¢(n)). (2.19)
Temeps npeanonoxkumM, 9to N= P-(, rae P 1 ( — OPOCTHIC YUCIIA,
npudeMm P # (. Herpynao mokaszars, 9To 11t mpocrtoro uucna P # 1 gyHk-
nus Dinepa Oyzaer paBHa @(p)= p—1. Torna, yuursiBas, 4to p u  —
MPOCTHIC U HE PAaBHBI APYT APYTY (a 3HAYUT, OHU M B3aUMHO MPOCTHIE), OY-
JIeT CIPaBEITHBO PABEHCTBO:

@(p-a) = ¢(p)-¢(a) =(p-1)-(q-1). (2.20)
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Paccmotpum Teneps anroputMm RSA «mo maram». IlepBbiM 3Tanom
SIBISICTCSL 2eHepayusi Kitoyel.

1) BeibuparoTcst 1Ba 60IBIINX TPOCTHIX YKchaa P U (, P # (.

2) Beruucnsiercss Monyiib N N = p-g. OOpature BHUMAHUE, YTO IS
KpUNTOCUCTEMBbI RSA MOIysb N SBISETCS YaCThIO OTKPBITOTO KIIOYA W
JIOJDKEH MEHSITHCS IPH CMEHE KITFOUSBOH MapBhI.

3) CnyuaitupiM  oOpa3zoMm BbIOuWpaercs guciao O, Takoe, dYTO
1<d <(p-1)-(a-1) u HOA(, (p-1)(a-1))=1.

4) Boruucisiercst 3HauYeHUE € TaKoe, YTO:

l<e<(p-1)-(q-1)

e-d=1mod(( p—-1(q-1))

Hoxkasano, yro mis ciaydas, korma HOZ(, (p-1)(g-1))=1, rakoe e
CYIIECTBYET U €IMHCTBEHHO.

B pe3ynbraTe BBINONHEHUS JAHHBIX BBIYMCICHHHA MMEEM OTKPBITBIN
KITIOY, TIPEICTaBICHHBIN mapoii uncel (N, €) 1 CeKpeTHbIH Kiaroy d.

Hugpposanue IPOU3BOIUTCS CIETYIOIIAM 00Pa30M.

OTIpaBUTENI0 W3BECTCH OTKPBITHIA K04 monyuateass — (N,e).
ITycte M — cexpeTHoe cooOmieHue, KOTopoe Hago 3amudposate M <n.
Kpuntorpamma Beraucisiercst mo Gpopmysie:

C=M®modn. (2.21)

Kpunrorpamma C mepepaercst momydatento. Biazgener cexperHoro
kmoua d MoxkeT pacmrdpoBats coobienue mo Gopmyie (2.22).

M =C% modn. (2.22)

PaccmoTpuM Temepb cXeMy IOCTPOCHUS 21eKMPOHHOU YUpposo
noonucu. Coobmenrne M MOIMUCHIBACTCS C MCIOIB30BAHUEM CEKPETHOTO
kiroua d (HO JUTs TeHepaluy MOIIHCH UCIIONIB3YeTCs yKe KIIo4eBas mapa
OTIIPaBUTES):

S=M%modn. (2.23)

OrtmpaBuTens HepeaaeT MolyvaTelio MOAMHNCAHHOE COOOIICHHE, T. €.
napy 3uauennii (M,S). IIposepka DI 1o oTkpeITOMY Kitody (N,e) Mpous-
BOJUTCS TaK:
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M'=S"modn. (2.24)

CoBnaznenue 3HaueHuit M u M' cimyuT n0Ka3aTeNbCTBOM TOrO, YTO
COOOII[EHHE MOJYYeHO OT BIAJENbld COOTBETCTBYIOIIETO CEKPETHOIO
KJIF0Ya ¥ He OBLIO U3MEHEHO B MpOIiecce NepeaayH.

Kak BuaHO, camu mpeoOpa30oBaHKUs OTHOCHUTENBHO MPOCThl. OCHOB-
HYIO CJIOKHOCTB ITpU peanu3anuu anropurma RSA mpencrasisier arar re-
HepauuH Kioued. B yacTHocTH, mpocThie Yucaa P U ( BHIOMPAIOTCS TaKH-
MH, YTO:

- OJTHO U3 HHX JO/DKHO OBITH MEHBIIE IPYroro Ha HECKOJIBKO MOPSI-
KOB;

- (p-1) u (0—1) momKHBI UMETh KaKk MOXHO MeHbIui HOJT;

- x0T 061 0O U3 ymceln (P—1), (0—1) 10/KHO UMETh B Pa3IoKEeHHH
GoJIbIION MpocTol MHOXHKTED (Hampumep, (p—1) = 2t, rae t — mpocroe).

TouHOe ompejeseHue, IBIIETCS JIH OONBIIOE YMCIIO MPOCTHIM HITH
HET, BO MHOTHX CITy4asiX sIBISICTCSI BRIYMCIUTEIBHO CIOKHOM 3a1a4eit. ITo-
3TOMY, KaK MPaBHJIO, HUCIOJIb3YIOTCS «IICEBIOMPOCTHIE» TECThI, KOTOPHIE
MO3BOJISIIOT C JOCTATOYHO OOJBIIOH BEPOSTHOCTHIO OTOPOCHTH YHCNA HE
sBistoIMecs npoctbiMu. OIMH M3 TaKUX TECTOB OCHOBAaH Ha Majloil Teo-

peme ®Pepma, KOTOpas INIACHUT, YTO €CIH P — MpocToe Yucio u 1<X<p, To

xP1 =1mod p. IlpoBepuB «kaHIMIATa» B MPOCTHIE YUCIA C HECKOIBKUMHU
X, BBIOMpPAcMBIMH B COOTBETCTBHH CO CICIMAJILHBIMH TPEOOBAHHSIMH,
MO>KHO € OOJIBIIION BEPOATHOCTHIO BBISICHUTD, SIBJISIETCS JIM OH MPOCTHIM.
Haxoxnenne Hanbobpiiero oo0mero JAenuTelNs U ONpe/leicHue 3Ha-
YeHUs € Ha mare 4 anropuTMma reHeparui KIr4e MpOu3BOAUTCS B COOT-
BETCTBUU C aJropuTMOM EBKIMIa W 0000meHHBIM aropuTMOM EBKIHIa

[7,9,12].
2.4.4. Kpunrorpadpuieckas cucrema Iiab—I amais

B 1984 rony amepHKaHCKHM HCCIIEIOBATEIEM ETHIIETCKOI0 MPOHUC-
xoxaenust Taxepom Dnb—Tamanem (Taher Elgamal) 6sutn omy6nnkoBaHbt
ITOPUTMBI MH(POBaHUSI ¢ OTKPBHITEIM KitouoM U JLII1, momyunsmme ero
ums. Kpunrorpadudeckas cucrema Dinp—I amans ncnonb3yeT Ty ke mare-
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MaTHYECKyI0 OCHOBY, YTO W PACCMOTPEHHAsl paHee cXeMa paclpeeieHUs
kmouedt nddr—Xenmmana: B kauecTBE 0JHOCTOPOHHEH (DYHKIIMU B 3TOM
KPHUIITOCUCTEME HCIONB3YETCS BO3BEICHHUE B CTEICHb 10 MOIYIIO 0OJb-
IIOTO MIPOCTOTO YHCHA.

AJNTOPUTM winghposanusi CTpOUTCS CIEAYIONIIM 00pa3oM.

BribupaeTcst 0oJbIIoe MPOCTOE YUCIO p TaKoe, YTO Pa3iokKeHHE
gucna (p—1) comepxut GONBIION MPOCTOM MHOXHUTENb, @ TAKKE YHCIO d
takoe, uto 1 < a < (p—1) u @ — nepBOOOpa3HBIil KOPEHB IT0 MOIYJIIO .

[Nomygarens cooOmeHnsT TeHEPUPYET KIIOUEBYIO TMapy: CIyIalHBIM
obpa3oMm BeIOHMpaeT cekpeTHbIid Kiod X (0 < X < p) U BBIYMCISET OTKPHI-

eI Kimrou Y =a* mod p.

st mudposanus coobienust M (0 < M < p), oTnpaBuTens I0KEH
BBITTOJTHUTD CIICTYIOIIUE ICHCTBHSL.

1. Beibpath cayvaiinoe uncio K takoe, uro 1 <k < p-1, HO/(K p—
1)=1.

2. BEIYUCIUTE BCIOMOTaTeNbHOE 3HAUeHHEe I = yk mod p.

3. PaccuuTare 3HaU€HHE KPUIITOIPAMMBI, COCTOSIIEe M3 ABYX Ya-
creit: olzak mod p, ¢, =rM mod p.

Hano ormeruts, uto B [10] mpuBOmUTCS Bapuauus DaHHOTO Alro-
puUTMa, TAe BTOpas dYacTh KPHUITOTPAMMBI PACCUHTHIBACTCS KaK
c‘z =r®M, rne ® — nmoOUTHOE CIOKEHNE IT0 MOAYJIIO 2.

PacemoTpum nponece pacmudpoBku. [yt Toro uTo0s! mo C, ompe-
Jgemuts M, momyuarento motpedyercs paccuuTarh 3HadeHue . C ydeTom
TOTO, YTO €My M3BECTEH CEKPETHBIN KIIFOY X ¥ 3HAYCHHUE C1, ’TO CTAHOBUTCS

BosmoxHbIM: Cf =(a¥)* =rmod p. Torma M =c,r* =c,(c,*)™ mod p.

Wnu mu1st BapuanTa co CiioKeHneM 1o Moaymo 2: M = CZI @ olx mod p.
[Ipu ucrosb3oBannu mudpa Dmb—I"amans tpedyercs, 4ToObI BHIOU-
paeMoe B mporiecce mudpoBaHus YuCiIo K Kbl pa3s MEHIOCh. B mpo-
TUBHOM ciy4ae, eciiu cooOuienns M u M' npeaHa3HauyeHbl OJJHOMY I10JIY-
YyaTeno, U HapyIIUTellb CMOT y3HAaTh OJIHO M3 HHUX, TO €My HE COCTaBUT
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TpyJa paccuurarb u BTopoe. [IycTh, HanpuMep, HapyIINTEIb 3HaeT C000-
meHne M, COOTBETCTBYIOIINE eMy KPUIITOTPaMMBI C; M Cp, M KPUIITOTpaM-
MBI C1' ¥ ¢;'. I3-3a TOTO, 4TO K M KITFOUM HE MEHSUIHCh, OYAyT COBIAath I 1
I', Cy ¥ ¢;'. M’ HapyIIMTENIb MOXKET PACCUUTATh KaK:

M=c,rimodp; M'=c,ri=c,'Mc, 'mod p.  (2.25).

PaccmoTtpum  Tenepp mpelutokeHHbIH Onb—['amanem ancopumm
neKmponHol yugpogou noonucu. Hamo oTMETHTB, YTO OH MOJYYHII IITH-
POKOE pacIpoCTpaHeHHe W Ha ero 0a3e ObUT pa3paboTaH aMepUKaHCKHMA
craugapt DLIIT DSA (aurn. «Digital Signature Algorithmy).

Kak u npu mmudpoBaHUH, CTOPOHBI COTJIACYIOT MapaMeTpbl a u .
[Noce 3TOTO OTIPaBUTENTH BEIOMPAET CEKPETHBIH KIII0Y X M PacCUUTHIBAET
OTKPHITHIH Kmou Y =a* mod p.

MoanuceiBaemoe coobuieHre M JI0JKHO yIOBIETBOPSTH YCIOBHIO
0 <M < p. Tlomnuceto abonenta ciyxut mapa uuced r u S (0 <r<p,
0 <'s < p), KOTOpBIE YIOBIETBOPSIOT COOTHOILICHHUIO:

a™ =y"r® mod p. (2.26).

[Tony4daTens, 3HAIOMUNA COOOIIEHNE U OTKPBITHIA K04, MOXKET MPO-
BEpUTH BBHINOJHEHHE TOr0 paBeHCTBa. Ho TOJBKO Biagener] CeKpeTHOro
KITI0Ya X MOYKET MPAaBHJIBHO PAaCCUUTATh 3HAUeHUS I' U S. J{JIst 3TOTO OH BHI-
MTOTHSIET CICITYOIIIE TCHCTBHS.

1. Beibupaer ciyuaittoe uucno K: 1 < k < p-1, HO/J(k p—1)=1.

2. Beruncoiser r=aX mod p.

3. Beramcasier S u3 ypasaenuss M = xr +ksmod( p—1). Oro ypaBHe-
HUE TIOTy4eHO, OCHOBBIBAsICh HA JOKAa3aHHOM B TEOPHH UHCIIE YTBEPIKIC-
HHH: €CITH P — TMpocToe, a — 1eoe, 1 < a <p (B aToM ciydae, a 1 p Oy-
AyT M B3aMMHO TpocThl), To a‘=a’modp  paBHOCHIBHO

Xx=y mod(p—1) mis mo0bIX HENbIX HEOTPUIATENbHBIX X, Y. Takum obpa-

som, S=(M —xr)k ™t mod(p—1). Hpu Bbmonsenun ycnosus HOJ(K p—

1)=1, s cymecTByeT U €TUHCTBEHHO.
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OTtnpaButenb nepenaeT coodieHue ¢ noanuchio (M,r,s) momyyare-
JIF0, KOTOPBIH, MOJB3YsICh cooTHOIeHneM (2.26), moxxeT npoBeputs ILIL

[Ipn nmpumenenuu anroputma DI Dnp—lamans, Takke Kak ¥ B
cirydae mm(poBaHus, HEIOITyCTUMO HCTIONB30BATh OJJHO H TO K€ 3HAUCHHE
K myist momucH IBYX pasHbIX COOOIIEHHMIA.

2.4.5. CoBMecTHOE UCTIOIb30BAHHE CHMMETPHYHBIX
H aCHMMETPUYHBIX U(PPOB

OCHOBHBIM JTOCTOMHCTBOM KPHIITOTPA(pHUECKIX AITOPUTMOB C OT-
KPBITBIM KITIOUOM SIBISIETCSI BO3MOXKHOCTB PEIICHHUS TaKUX 3a1ad, Kak pac-
IpeAesicHue KIIoYa 1Mo HeOEe30MacHOMY KaHally, ayTeHTH(UKAIMH cO00-
IICHUS U OTIIPABUTENSA U T. I. B TO ke BpemMsi acCHMMeTpHYHbIe MUPPHI pa-
00TaloT cyniecTBeHHO OoJiee MeJIeHHO, YeM CHMMETPHYHBIE. DTO CBSA3aHO
C HEOOXOAUMOCTBIO NMPOU3BOJUTH ONEPALIUN HAJl CBEPXOOJIBIINMH YUCIIa-
mu. [1o3TOMy cHMMeETpHYHBIE W ACHMMETPHUYHBIC AITOPUTMBI 9acTO HC-
MOJIB3YIOT BMecTe — sl pacipeneneHust kimoued nu DI ncnons3yror
Kpunrorpaduio ¢ OTKPBITHIM KIFOYOM, JaHHBIC IMUPPYIOT C MOMOIIBIO
CHMMETPUYHBIX aJITOPUTMOB.

[Ipu anmamm3e cucTeMbl, B KOTOPOH COBMECTHO HCHOJB3YIOTCS He-
CKOJIBKO aJTOPUTMOB, TPUHATO OICHHUBATH CJIOXHOCTH €€ B3JIOMa IIO0
CJIOKHOCTH B3JI0Ma caMoro ciaboro 3BeHa. B nuteparype [9] npuBoautcs
IPUMEPHOE COOTBETCTBUE IUIMH KJIIOYEH JUIS alropuTMa CUMMETPHYHOTO
mmdpoBaHus (aTaka MPOU3BOAUTCS IyTEM Mepedopa KIFOUEBOTO MHOMKE-
cTBa) U anroputMa RSA, oOecrieynBarOIUX COMOCTABHUMYIO CTOMKOCTB.
Hampumep, 64-0UTHOMY KITIOUY CUMMETPUYHOTO MIM(PPOBAHUS TPHUMEPHO
cooTBeTcTBYeT 512-0utHBIH Kirod RSA, a 128-6utHomy — kimou RSA
umHOM 6onee 2300 Owur.

2.5. XOM-oYHKIIUU

B paccmotpennsix B pasgene 2.4 anroputmax ¢opmupoBanus DI
JUTHHA TIOAIUCH TIOJy4aeTCs PaBHOM MM Jake OOJbliei, ueM JTHHA ca-
Moro cooOmieHus. O4YeBHIHO, YTO YJOCTOBEPATH MOJOOHBIM 00pazoM
OoubIION TOKyMEHT HeyJo00HO. [o3aToMy moamnuchiBaeTcs, Kak HpaBHIIo,
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HE caMO COOOIleHHe, a €ro «IalKecT» — 3Ha4eHHE (PUKCUPOBAHHON
JUTMHBI, 3aBUCSINEE OT IMOAMUCHIBAEMOro coobmieHus. st popMupoBaHus
naimkecTa ucnons3yercs xau-gynxyus (ot anri. «hash function») — ox-
HOCTOPOHHSISI (QYyHKIIMS, Mpeodpasyolasi CTPOKY MPOU3BOIbHON JJIMHBI B
CTPOKY (PUKCHpPOBaHHOW UIMHBL. B kpunrorpadguu UCHOIB3YOTCS XdII-
(YHKIMH 2 KITaCCOB!

- xou-(pyHKIMU Oe3 Kioya;

- XOII-(QYHKITHH C KIFOYOM.

2.5.1. Xom-¢pyHkuun 0e3 KIw04Ya

Xonr-pyHKIUM 0e3 Kiova JensaTcs Ha ciadble U cuibHble. Crnadou
Xout-pynkyueri HaspiBaeTCsl omHOCTOpoHHsS ¢yukius H(X), ymoBieTBo-
psromIas CIeayIOMnM yCIOBHAM:

1) apryMeHT MOXeT ObITh CTPOKOM OUT IPOU3BOIBHOM [JTHHBL,

2) 3nauenne ¢GyHxkuud H(X) DODKHO OBITH CTPOKOH OHMT (BHKCHPO-
BaHHOU JJTUHEL,

3) 3nauenne H(X) 1€rko BEIUMCIUTE;

4) s m060ro (HDUKCHPOBAHHOTO apryMEHTa X BBIYMCIHTEIBHO He-
BO3MOJXKHO HaiiTh Ipyroi X '# X, Takoit uro H(X’)=H(X).

IMapa s3mavenmit X'=X. H(X’)=H(X) HasbBaercs kowiusuen Xd3Ii-
(hyHKIHH.

Cunvrot xaul-pynxyueil Ha3bBaeTCs oqHOCTOpoHHS QyHKIus H(X),
yIIOBJIETBOPAIOIIAs YCIOBUsIM 1 — 3 U mocieiHeMy YCIIOBHIO B ClIeIyOIIeH
(hopMyIMpoOBKe:

4’) BBIYHCIHUTEIFHO HEBO3MOXKHO JIOOYIO Mapy 3HAUCHHWH X =X, Ta-
kux uto H(X’)=H(x).

JIro0ast cuiibHast X3UI-(DYHKIUS COOTBETCTBYET U TPEOOBAHUSM ISt
ciraboif, oOpaTHOE B 00IIEM ciTydae HeBepHO. [ miumocTpauy pa3iimdaust
B CIOXHOCTH TIOWCKa KOJUIM3WI crmaboif W CHIIbHOW XdAMI-(DyHKIUHU pac-
CMOTPHM aTaKy C HCIIOJb30BAHHEM «IapajoKca NHEH poxaeHmHs»'. 3a-

! ITapanokc nHEH pOXIEHUS — U3BECTHBIN NIPUMEP U3 TEOPUU BEPOSATHOCTU —
YTBEpKACHHE, 9TO €CIIM JJaHa TPpYyIIa u3 23 Wik 00Jee YeIOBEK, TO BEPOITHOCTD
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(uKcupyeM 3HaUCHHME apryMeHTa X U OyaeM mepeOupaTh ciaydaifHbIM 00-
pazoM x’#X B MOHMCKax cuTyauuu, korna H(x’)=H(x). Eciu npenmoino-
KHUTb, YTO 3HAYCHUS XOII-(PYHKIUN PABHOMEPHO PACIpPEIEICHBI, a YUCIIO
BO3MOXHBIX 3HadeHnil H(X) paBuo N, To motpebyercs 6 cpednem mepedbop
N /2 Bapuanros. Eciu ske MBI 3aXOTHM HalTH KaKylO-THOO KOJUTU3HUIO BO-
o01ie, TO 3aja4a oKa3bIBaeTCs mpoiie: ¢ BepoaTHocThio 0,63 mis onpene-
JICHHSI HYKHOI IIaphI 3HAYCHHIA T0Tpebyercs orpoGoBath /N BapHaHTOB.

Uto0bl MUHIMHU3UPOBATH CTOUMOCTh CO3JIaHHS KPUITOIPAUIECKUX
Xo0I-QyHKIHH, pa3pabOTYMKH YacTO HCIONB3YIOT OAWH U3 CYHICCTBYIO-
nmx anroputMoB mmdposanus. [lycte E(MK) o6o3nauaer mmdposanue
coobmieHnst M Ha kiroue K, a Vo — CTapTOBbIN BeKTOp. IIpeacTaBum Xa1im-
pyemoe coobmierre M B BHIle MOCIEIOBATEIBHOCTH OJIOKOB My, ..., M U
OyzeM HMX HCIOJIb30BaTh B KauecTBE payHIOBbIX Kitoueii. Torma H(m) BbI-
YUCIIAETCS CISAYIONIMM 00pa3oMm:

ho = Vo,
hi = E(h i_l,mi), i=1...t ) (227)
H(m) = h.

OnHako B BapuaHTe C UCMOJb30BaHUWeM B KauectBe E(M,K) anroput-
ma DES, xam-QyHKIMsS oka3anach HEAOCTATOYHO CTOMKON M3-3a IOABEP-
JKEHHOCTH aTake, OCHOBAaHHOW Ha «mapajiokce JTHel poxaeHus». U Obuio
MPENJIOKEHO YIAYUIIUTh 3Ty CXeMY, HallpuMeEp, CIESAYIOLIM 00pa3oM:

ho = Vo,
hi = E(h i_l,mi)@hi_l, i=1...t (228)
H(m) = h..

CyiecTByeT U psij ClelUaibHO pa3pabOTaHHBIX alrOPUTMOB Xe-
LIMPOBAHUS, OAMH U3 KOTOPBIX — SHA-1.

TOTO, YTO XOTS OBl Y JABYX M3 HUX JHU POXKIEHUS (YUCIO M MECSI) COBHAIYT,
npebiniact 1/2. JlaHHOE yTBEPKICHHE KaXETCS MPOTHBOPEUAIMM 3IPAaBOMY
CMBICITy, TaK KaK BEPOSITHOCTb OJHOMY POJMTBCS B ONpPEICICHHBIH IEHb roza
JIOBOJIFHO Maja, a BEPOSTHOCTh TOTO, YTO JABOE POJMIINCH B KOHKPETHBIN JICHb
— elIle MEHBbIIIE.
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2.5.2. Anroputm SHA-1

Anroputm SHA (Secure Hash Algorithm) paspa6oran B CIIA kak
gacth cranmapra SHS (Secure Hash Standard), ony6nukoBarroro B 1993
rogy. Ho B Hem ObutH 0OHApPYKEHBI YSI3BHMOCTH, KOTOPBIC IPUBEIU K
HEOOXOIUMOCTH MOITUPHUIIMPOBATh aIroput™. Uepes aBa roja Obuia onyo-
TUKOBaHa HoBas Bepcuss — SHA-1, monydnBIias Ha CErOMHSANTHWHA JCHb
IIMPOKOE PAcIpOCTPaHEHHE.

[Tosrydas Ha BXOje cOOOIIEHNE POU3BOILHOM JUTMHBI MCHEE 2% Gur,
SHA-1 dopmupyer 160-6utHOE BBIXOIHOE cooOIneHue (maiimkect). Bua-
yaJie mpeoopaszyemoe coobienne M 10momHsAeTCs 10 AJTUHBI, KpaTHOH 512
ourtam. 3amoNHUTENHs (GOPMHUPYETCS CISTYIONM 00pa3oM: B KOHEI[ Ipe-
obOpa3yeMoro cooOmieHust jgo0aBiseTcss 1, MOTOM — CTOJBKO HYJICH,
CKOJIBKO HEOOXOAMMO JJIsl TIOJYYCHHs COOOINEHUs, KOTopoe Ha 64 Oura
Kopoue, yeM KpaTHoe 512, mocie vero n00aBnsioT 64-OMTHOE MpencTaB-
JICHUE JUTMHBI UCXOMHOTO coobmienus. Hampumep, ecnu cooOmenne mmu-
Hoit 800 out, To 801-i1 Out = 1, moTom HobarsieM HyHu 10 960 OuT, MOCIE
4yero B ocraBmuxcs 64-paspsigax 3amuceiBaercsa unciio «800», B utore xo-
mmpyeM 1024-6utHoe cooOmienue. Obmas cxema npeoOpa3zoBaHus Mpe-
craiena Ha puc. 2.18. [lepen HauanoMm npeoOpa3oBaHUN HHUIMATHU3HPY-
eTCsI IATh 32-OUTHBIX MEPEMEHHBIX:

A =0x67452301;

B = OXEFCDABS9,;

C = 0x98BADCEFE;

D = 0x10325476;

E = 0xC3D2E1F0.

OTH 3HAYEHHsI IPUCBAMBAIOTCS TAK)KE MEPEMEHHBIM dg, Do, Co, do, €o.
[IpeoOpazoBanue mMpou3BOAUTCS HAJ OJOKOM COOOIIEHHs pazmepom 512
our B 80 paynnoB. B mporiiecce mpeoOpa3oBaHusl UCTIOIB3YIOTCS CIEAYIO-
e HenuHeinbie QyHkuuu fi:

fl(X,Y,Z2)=(XAY) A(—=X)1Z) st =0-19;

fi(X)Y,Z2)=X®Y &L it =20-39 ut=60-79;

(XY, Z2)=(XAY)AUXAZ)AYAZ)  must=40-59.
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€t €1
d; i1
Ct Cie1
b, D1
at At+1

Puc. 2.18. Cxema paynaa anmroputma SHA-1

B nponecce npeoOpa3oBaHus HCIOJIB3YIOTCS YETHIPE KOHCTAHTHIL:

Ky= 0x5A827999 st =0-19;

K;= OXx6ED9EBA1 quis t = 20-39;
K;= 0x8F1BBCDC quis t = 40-59;
K;= 0xCA62C1D6 s t = 60-79.

Brokx ucxogHoro coobuienns M mpezncrasnsiercst B Bujge 16-tu 32-
Pa3pAIHBIX MOIOIOKOB My, ..., Mis, KOTOpBIE HCIOIB3YIOTCS A POpMHU-
poBanus 3HaueHHH W

W=M; g t = 0-15;

Wt:(Wt,:g @ Wt_g @ Wt.14 @ Wt—16)<<<1 mit= 16-79.

O6o3HayeHHe «<<< Xy» — IUKIMYECKUH CIBHT BJIEBO Ha X pas3ps-
JIOB, «+» — CIIOXKCHHUE 10 MOJTYITIO 2%,

[Toce mpeoOpa3oBaHus ouepeaHOro S512-OMTHOTO 0JI0Ka TOJy4YeH-
Hble 3HayeHus a, b, ¢, d, e cxmagsBarorcs co 3HaueHusmu A, B, C, D, E
COOTBETCTBEHHO, U HauMHaeTcs oOpaboTka cienayromero 0ioka (Wi mo-
Jy4EeHHOE 3HAYCHWE B BHJE CIEIUICHus a, b, C, d, € mogaeTcs Ha BBIXO,
ecyii 00pabOTaHHBIH OJIOK OBLT MTOCIICTHUM ).

Takum o0pa3zom, Ha BBIXOJE ToiydaeM 160-OUTHBIA JalKECT HC-
XOTHOI'O COOOIIEHHUS.

2.5.3. Xou-pyHKIUH ¢ KJII0YOM

Xow-pynkyueti ¢ Ka10uoM Ha3bIBAETCS OJHOCTOPOHHSASA (DYHKIUS
H(k,X) co creayrommMu cBOMCTBAMHU:
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- apryment X pyukmun H(K,X) MokeT ObITh CTPOKO#M GUT MPOU3BOIIH-
HOH JIJIMHEI,

- 3HaUeHUE (YHKIMH JTOJDKHO OBITH CTPOKOH OHMT (PUKCHpPOBAHHOMN
JUTHHEI,

- 1IpH JIF0OBIX AaHHBIX K 1 X jerko Beraucauts H(K,X);

- JUISL JTIO0OTO X TOJDKHO OBITh MPAKTUYECKU HEBO3MOYKHO BBIYHCIIUTD
H(k,x), ue 3nas k;

- IOJDKHO OBITH MPAKTHYECKH HEBO3MOYKHO ONPEISIUTh K, maxke mpu
6onbiom yucie n3BectHbIX map {X, H(K,X)} wiu BeramcinTs mo 3Toi MH-
dopmarmu H(K,X’) st X=X,

YacTo Takue QYHKIHMH TAKXKE HA3BIBAKOTCA KOOAMU AYMEHMUPDUKA-
yuu coobwenuii (anrn. «Message Authentication Code», coxp. MAC). B
OTEYECTBCHHOW JIUTEPATYpPE HCIIOIB3YETCS TAKKE TEPMHUH UMUMO3AUUIN-
Has ecmaeka (WA IPOCTO UMUINOBCABKAQ).

XoI-QYHKIHIO ¢ KIIFOYOM MOXHO TIOCTPOUTH Ha 6a3e KpunTorpadu-
yeckoi XauI-pyHKIuM 0e3 KiTova Wi anroputMa mudpoBaHusl.

Iycts H(X) — xom-dyakmums 6e3 kiaroda. MOXXHO BHEAPHUTD KIIIOY B
MPOIECC XDIIUPOBAHMSA, M IMOIY4YMTh XdII-GpyHKIuio ¢ kmogom H(K,x).
Hwke npencTaBieHbl BO3MOYKHBIE BAPHAHTHI TIOCTPOCHHS:

H(k.x) = H(k|x),
H(k,x) = H(x|k), (2.29)
H(k,x) = H(kq|x]k2), toe k = kq|ko.

CumBoi | B (2.28) 0603HavaeT KOHKATEHAINIO, 00bEAMHEHHE CTPOK
apTyYMCHTOB.

Jpyroii mpuMep — MOCTPOCHHUE X3MI-QYHKIIMU C MOMOIIBIO Mudpa
DES. BxoaHo# TekcT M pa3duBaercs Ha OJOKH My,...,M; o 64 Outa, KO-
TOpBIE MPeodpasyroTes ciaexyonmmM 0opazom (K — xirou mudposanus):

Co=0,
ci:DESk(mi@ci_l), i:].,...,t, (230)
H(k,m)= c..
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2.6. HHOPACTPYKTYPA OTKPBITHIX KJIFOYEI.
HOUP®POBBIE CEPTU®UKATHI

Hcnonb3oBaHne METOMOB aCHMMETPHYHOH Kpunrorpaduu cruemaio
BO3MOJKHBIM 0€30ITacHBIi 0OMEH KpUNTOrpapUYecKUMHU KIIIOYaMH MEXTy
OTIpaBHUTENEM U MOJTydaTelieM, KOTOpble HUKOT/Ia APYT Jpyra He BCTpeda-
J¥ ¥, BO3MOYKHO, HAXO/SATCS 32 MHOTHE KHIIOMETPEI PYT OT ApyTa.

Ho Bo3nmkaer apyras mpobiemMa — Kak yOeIUThCS B TOM, UTO HMME-
foluiics y Bac OTKpBITHIN KiTFOY Jpyroro abOHEHTa Ha CaMoM JIelie MpHU-
HAJUIEXUT eMy. VIHBIMHU cJI0BaMM, BO3HHMKAET MpobiieMa ayTeHTU(HUKAIIN
kiroya. be3 aroro Ha KpunrorpaguyecKkuil MPOTOKOJI MOXKET OBITH OCy-
[IECTBJICHA aTaKka THIA «4YeNOBEK Mocepenuuey» (aHri «man in the
middle»).

Wnero naHHO# aTaku mosiCHAET cieayromuii mpumep. AGoneHT A
(Amuca) xouet nmocnate abonenty B (bo0) 3ammudpoBanHoe cooOueHne U
OepeT ero OTPHITHIA KIIOY U3 OONIEOCTyIHOTO cripaBoynnka. Ho, Ha ca-
MOM Jienie, paHee Hapymutenb E (EBa) moaMeHWT B ClIpaBOYHUKE OTKPHI-
T K104 boOa cBorM OTKpHITEIM KitouoM. Terneps EBa mMoker pacrmd-
poBaTh Te COOOILIEHHMS, KOTOphle Anuca ¢opmupyeT 11t boba, o3Hako-
MHTBCS C MX COJEP)KUMBIM, BO3MOXKHO, 3amIi(poBaTk NX Ha HACTOSILEM
kimoue boba u nepeciars emy (puc. 2.19).

Auca noceuiaer boOy koH- O3HaKOMHBIIIUCH C COJCPKUMBIM
(uneHnMaTBHOE MHCHMO, 3a- nucbMa, EBa mepecbuiaet muchMo
mr¢ppoBaB ero Ha MOJIMEHEH- BoOy, 3ammdposas ero Ha yxe
HoM EBoii kimroue NOoUTMHHOM Kiitoue boba
> >
Annca EBa bo6

Puc. 2.19. Araka tuna «man in the middle»

N36exaTh mOJOOHOH aTaku MOXKHO, TIOATBEPIUB MOUTHHHOCTH HIC-
noJsik3yemMoro kiroda. Ho Anuca u bo6 nmMuHO HUKOTIA HE BCTPEYaNCh U
nepeaarh, HallpuMep, AUCKETY C KIKYOM U3 pyK B pykd He MoryT. IloaTo-
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My peIlleHHe 3aJa4M MOATBEPIKACHUS MONIMHHOCTU OepeT Ha ceOst TpeThs
JIOBepEHHAasi CTOPOHA — HEKHUIl apOUTp, KOTOPOMY JIOBEPsIOT 00a abOHEeH-
Ta. 3aBepseTcs KI0Y ¢ TOMOIIBIO MU(POBOTO CepTHHHUKATA.

Ha camom nerne, mogoOHBIA CrIoco® NMPUMEHSETCS M BHE KOMIIbIO-
TepHBIX cucTeM. Korma ajist MOATBEPIKACHHUS MOIIHHHOCTH YeIOBEKa HC-
MOJIB3YETCsI MTACHIOPT, TO B POJIHM TPEThEH TOBEPEHHOM CTOPOHBI BHICTYIIACT
rocyJaapcTBO (OT UMEHU KOTOPOTO JACWCTBOBAIU B BBIAABIIEM MACIIOPT OT-
JIeJIe MIJTATTAN ).

Ho Bepuemcsi k mmdpoBbiM ceptuduraram. Jas MOATBEPKICHUSL
MOJUTMHHOCTH OTKPBITHIX KITFOUeH co3maeTcss MH(PACTPyKTypa OTKPBITHIX
wioueii (auri. «Public Key Infrastructure», cokp. PKI). PKI npencrasiser
co0oit Habop CpPEeACTB, MEp W MPABUII, PEAHAZHAYCHHBIX JJIA YIPABICHUS
KJIIOYaMH, TTOJIMTHKON 0€30I1aCHOCTA M 0OMEHOM 3alMIIEHHBIMH COO0IIIe-
Hsimu. Ctpykrypa PKI npencrasnena Ha puc. 2.20.

Karaior
CePTH(PHKATOB [€—= : R

A 4 '

'Y >‘ Hentp » ; »| [lonp30BaTens
v perucrpaniu .
= 1
Lentp !
cepTUUKaIN :

Arents PKI

Puc. 2.20. Crpyxtypa PKI

"\ CA_1=ROOT

nz o Noas
g Yo 4

3 Cl4

ocl_1

Puc. 2.21. Vepapxust IeHTpOB
cepTu(UKAINUN U KIUEHTOB
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Takum o0Opa3oM, LEHTPHI cepTUPUKAIUN U TOJb30BaTeNn (HOpMH-
PYIOT APEBOBUAHYIO MEPapXUUECKyl0 CTpYKTypy (puc. 2.21). B Bepunne
9TOTO JiepeBa HaXOANTCS KOPHEBO eHTp cepTudukanny, Ha puc. 2.21 —
CA 1. Ero ocoOeHHOCTh 3aKJIFOYaeTCs B TOM, YTO OH HCIOJIb3yeT CaMmo-
MIOJITUCAHHBIN cepTH(dHKAT, T. €. caM 3aBepsAeT CBOHM KITFOU.

B mpusenennom npumepe CA 1 3aBepseT 3JI€KTPOHHOH IOAMKMCHIO
cepTu(UKaTH NOAYMHEHHBIX eHTpoB cepTudukannu CA 2 u CA 3, a e,
B CBOIO Ouepelb, NOAMUCHBAIOT CEPTU(PHUKATHI IOJIB30BATENEH U IIEHTPOB
0oJiee HU3KOTO YPOBHSI.

Ilepeiinem k paccmoTpeHuio camux cepTudukaros. Haumbosbiiee
pacnpocTpaHEeHUe HOIY4UId HU(pPOBBIE CepTUPHKATEI, (POpMAT KOTOPHIX
ompeneneH ctangapToM X.509. Ha maHHBII MOMEHT MPHHSATA TPEThS BEp-
cust crangapra. @opmar ceprudurara n3o0paked Ha puc. 2.22 [11].

Homep 6epcuu COOCPXUT UYUCIOBOE 3HAYCHUE, COOTBETCTBYIOLICE
HOMepy BepcuM (nns ceptudukara Bepcuu 1 pasen 0 u T. 1.). B nepBoit
Bepcuu X.509 He ObUI0 yHHKaIbHBIX HOMEpoOB («ID MsroroBurens», «ID
CyObekTa») n mojel pacmmpenus. Bo Bropoil Bepcuun nobGaBminch yka-
3aHHBIC HACHTU(DHUKATOPHL, B TPEThEi — pacIIupeHHsL.

Cepuiinbiii HoMep — YHUKAIBHBIA HOMED, TPUCBANBAEMBIN KaKIOMY
cepTudukary.

Aneopumm noonucu — UICHTUDHUKATOP aITOPUTMA, UCIIOIE3YEMOTO
[IpU TOANHCAaHWU cepTudukaTa. JJoiokeH coBmamgate ¢ MoOJeM Aneopumm
2011

Hzeomosumens — UMl IIGHTpa cepTU(HUKAINHY, BBIIABIIETO CEPTH-
¢ukar. 3anuceiBacrcest B popmare Relative Distinguished Name — RDN
(BapmaHTHI MEpEBOJIa HA3BAHUS — KOTHOCHUTEIBHOE OTACIBHOE UM, «OT-
HOCUTENPHOE XapakTepHOe HMs»). [laHHBIA (opMaT HCHIOIB3yeTCsl B
ciy:k0ax Karanora, B 4acTHOCTH, B mpotokoiie LDAP. ITpu 3amucu Rela-
tive Distinguished Name ucnone3yrorcs crienuanbHble KIIOUEBBIE CIOBA!
CN (aura. «Common Name») — o6miee umsi; OU (anrt. «Organization
Unit») — oprauuzanuonnas equnuia; DC (anra. «Domain Componenty)
— COCTaBHAas 4acTh JOMEHHOTO UMCHH.
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Temno ceptudukara

Howmep Bepcun

CepuliHblil HOMEp

AJ'II‘OpI/ITM oAU CH

<integer> <integer> <Algorithm ID>
HsroroButens CyOBekT
<Relative Distinguished| [<Relative Distinguished
Name> Name>
Ilepuon neticTeus JelicTBuTeneH ¢ HelicTBuTeneH no
<Time> <Time>
OTKpBITBIN KO ATOpHTM Kioq
< Algorithm ID> <Bit String>
ID UsroTtoBuTes ID CybnekTa
<Bit String> <Bit String>
Pacmmpenue
Wnentudukarop Kputuunocts 3HaueHHe
<Object ID> <Boolean> <Octet String>
AnroputMm DI SLIT
<Algorithm ID> <Bit String>

Puc. 2.22. Cepruduxar ¢popmara X.509 v.3

Hanpumep, B ceprudukare Microsoft Windows Hardware Compati-

bility, xoTopsiii Haxomutcst B xpanmmuine ceprudukatoB Windows’XP
3HAYEeHWE TAHHOTO TIOJISI CIIEAyIoIIee:

CN = Microsoft Root Authority,
OU = Microsoft Corporation,
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OU = Copyright (c) 1997 Microsoft Corp.

Kak BumHO, ykaspiBaeTcs UMs IEHTpa CepTH(OUKAINH, KOMIIAaHUS,
KOTOPO# OH MPUHAICKHUT U T. II.

Cybvexm — WM BIIAJICTbLA CEPTU(HKATA, IPEACTABICHHOE B TOM
xe popmate RDN. [y yka3aHHOTO B MpeabLIylIeM npuMmepe ceptuduka-
Ta 3HAYCHUS JAHHOTO MOJIS:

CN = Microsoft Windows Hardware Compatibility,

OU = Microsoft Corporation,

OU = Microsoft Windows Hardware Compatibility Intermediate CA,

OU = Copyright (c) 1997 Microsoft Corp.

Ilepuood Oeiicmausi ONMCHIBAET BPEMEHHON MHTEpBAl, B TEUEHHE KO-
TOPOTO LEHTP CepTH(PUKAIINY TapaHTUPYET OTCICKUBAHUE CTATyCca CEPTH-
(ukara (cooOmuUT abOHEHTaM ceTH O (haKkTe JOCPOYHOTO OT3hIBA CEPTH(U-
KaTta u T. 1.). Ilepuoy 3agaercs 1aTaMu Hadajga 1 OKOHYAHHS ACHCTBHS.

Omkpuimblil k1104 — COCTABHOE TI0JIE, COAEprKalliee HACHTU(DHUKATOP
QITOPUTMA, JUII KOTOPOTO MPEAHA3HAYACTCS NAHHBIA OTKPBHITHIA KIIOY, W
COOCTBEHHO CaM OTKPBITHIH KITIOY B BUJIC HA0Opa OUTOB.

ID Uszeomosumens n |D Cybwvexma conepkar YHUKaJIbHBIE HIICHTH-
(buKaTophl IEHTpa CepTU(HUKAIMY W TOoJb30Baress (Ha cilydail coBmame-
HUS UMeH pa3iandHbix CA WM nons3oBaTesei).

Pacwupenus — NONOTHUTENBHBINA aTpUOYT, CBA3AHHBINA C CyOBEK-
TOM, H3TOTOBUTEIEM WIH OTKPHITHIM KIIOYOM M TpeIHA3HAUYCHHBIA IUIS
yIIpaBlieHHus TporeccaMu ceprudukanmy. bomee moapoOHO OH ommcaH
HIWXKE.

Aneopumm saexkmpoHnol yugposou noonucu (A1) — uaentudu-
KaTop alropuTMa, UCIOJB3yeMBId IS MOIIMHCH cepTudukara. JlomkeH
COBIIAIaTh CO 3HAYCHUEM MOJS A1eopumm noOnucu.

DIl — caMo 3HaYCHHE BJICKTPOHHO-IIM(PPOBON MOAIMCHU IS JTaH-
HOTO cepTuduKara.

Paciupenust MOTyT ONpENeNaTh CIEAYIONINE OMOMHUTEIbHBIC MMa-

pameTpsl:
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- HACHTU(UKATOP Maphl OTKPBITHIN/CEKPETHBIN KIIIOY LIEHTpa CepTHU-
(ukanmu (U3rOTOBUTENS), €CIIH LEHTP UMEET HECKOIBKO Pa3IUIHBIX KITIO-
Yeid IS MOITUCH CePTHU(HUKATOB;

- HASHTH(HUKATOP KOHKPETHOTO KIItoYa I0JIb30BaTes (CyObekTa),
€CITH TTOJIb30BATENb UMEET HECKOJIBKO CEPTH(PHUKATOB;

- Ha3HaYeHHe KJII0Ya, HalpHuMep, KoY Uil MHU(POBaHUS TaHHBIX,
nposepku DL nanneix, aas nposepku DL ceprudukaTos u T. 1.;

- YTOYHEHHE MEePHO/Ia WCIOIH30BAaHUSI — MOXKHO COKPAaTHTH BpeMs
neiictBus ceptudukara, ykazanHoe B nodie Ilepuood oeticmeusi (Iepuo, B
TEUYEHHE KOTOPOTO CTAaTyC CepTU(HUKATAa OTCICKUBACTCS, CTAHET OOJIBbIIE,
4YeM paspelieHHOe BpeMs HCII0Ib30BaHUs CepTU(HKATa);

- TOJTUTHUKHY UCIIOB30BAHUS CEPTUDHKATA;

- BEIOOp COOTBETCTBHS IONUTHK HCIIOJIB30BAaHUS CepTH(UKATA IS
HCHTpa CepTI/Iq)I/IKaHI/II/I " MOJIb30BaTECIA, €CJIM UMCIOTCA Pa3JIMIHbIC Bapu-
aHTHI;

- aJbTEPHATHBHOE UMsI TTOJIH30BATENS U [ICHTPA CePTH(HUKAIIUI;

- VKa3aHWA, SBISCTCS JH TOJNB30BaTelbh CaM IIEHTPOM cepThduka-
UM, ¥ HACKOJBKO TITyOOKO pa3pelraeTcst pa3BopaunBaTh CePTH(OUKAIIOH-
HBIN MYTb.

[penanonoxum, 4TO KIIOUEBBIE Mapbl CreHEPHPOBAHBI, OTKPHITHIE
KJIFOYH 3aBEPEHBI cepTH(UKaTaMH M pa3MellIeHbl B KaTajore, pealn30BaH-
HOM ¢ momoInbio Web-cepsepa, ftp-cepsepa, cirykObI KaTanora wid Ipyroi
TexHonoruu. Ternepb, ecii aOOHEHT A jkelaeT MPOBEPUTH MOANHCH abo-
HeHTa B mon monydyeHHbIM cooOmienneM (wiu 3ammdposars i B coo6-
IIEHHEe C MTOMOLIBI0 €r0 OTKPBITOTO KJII0Ya), OH BBIMOJHSAET CIIENYOLIne
nevicreus [8]:

1) 3anpamiBaeT B ceTeBOM crpaBouHuke cepTuurar Cg OTKPBHITOTO
KITI04a rmoanuvcy (mudpoBanus) aboneHTa B;

2) mpoBepsieT J0CTOBEPHOCTE cepTrdukara Cp (CM. HUKE);

3) B ciyuae ycrexa mpoBepsieT MOMUCH MoJ cooOLIeHHeM (3aruud-
POBBIBaeT COOOIEHNE) C MOMOIIBIO OTKPBITOTO KJIF0Ya, U3BJICUEHHOTO U3
Ce.
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[Ipoueaypa npoBepku noctoBepHOCTH cepTudukata Cg cOCTOUT B
CIIe Ty IOIIEM:

1) nposepsieTcst cpok nercTBust cepTudukara Cg, €ClM OH 3aKOHYHII-
Cs1, CepTU(HKAT CIUTACTCS HETOCTOBEPHEIM;

2) u3 Cp msBiekaercs ums 1[C, MOAMUCABIIEr0 3TOT CEPTU(HKAT,
0603HauuM ero D;

3)ecin D =B, To cepTuduKaT CaMOMOANUCAHHBIN, OH CUHTACTCS
JIOCTOBEPHBIM TOJIbKO, eciit D = ROOT (X0Ts, BO3MOKHO, B HEKOTOPBIX
CeTSX TPaBO BBIAABATH CAMOIIOANIMCAHHBIC CEPTU(PHUKATE MMEET HE OIMH
ROOT, 310 — nojuTHKa CETH);

4) ecint ke D #B, To U3 crpaBOYHMKA 3amparniuBacTcs cepTudukar
Cp otkpsITOro Kitoua noamucu aboneHta D, mpoBepsercs Ha mocToBep-
HOCTh ceptudukar Cp;

5) B cilyuae OTPHULIATENBFHOTO OTBETA MPHUHUMAETCS PEILICHHE O HEeJ0-
croBepHocTH ceprudukata Cg, nHaue u3 Cp H3BIEKACTCS OTKPBITHIN KITHOY
Kb;

6) ¢ momoipto Kp mposepsiercst moanuch mox ceprudukarom Cg, o
pe3ynbTaTaM IpOBEPKHU STOU MOAIUCH CYIAT 0 JocToBepHOCTH Cp.

Ecnu xmroun mm@poBaHUs JOCPOYHO BHINUIM W3 OOpamieHus (Mpu-
YHUHBI MOTYT 6I)ITI> Ppa3IMYHbl — MOJIb30BATCIIb YBOJIBHACTCS U3 KOMIIAHUH,
CEKpETHBI KIII0Y CKOMIIPOMETHPOBAH U T. 11.), IIEHTP CePTUHKALNH W3-
BemaeT 00 ATOM OCTANBHBIX MOJB30BATENICH CETH MyTEM BBHIITyCKa CIHCKA
oro3BaHHbIX cepruduraros (auri. «Certificate Revocation Listy, cokp.
CRL). Crpyxrypa CRL npencrasnena Ha puc. 2.23. Ilons crmcka conep-
XKaT CIEAYIONIYI0 HH(POPMAIIHUIO.

Howmep eepcuu onpenenser Homep Bepcun popmara CRL. Tekymias
HCTOJb3yeMast BEPCUSI — BTOPAsL.

Anzopumm noonucu — AASHTU(PUKATOP AITOPUTMA, C IOMOIIBIO KO-
toporo noanucad CRL. JlomkeH cOBIIaAaTh MO 3HAYCHUIO C MOJEM Aneo-
pumm SLII.

Uzeomoeumens — ums nieHTpa ceprudukanuu B popmare RDN.

Buvinywen — nara Beimycka CRL.
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Creoyrowuii — pnata, 10 KOTOpPOH OyJeT BBIMYIICH CIEAYONIHA
CRL.

Pacuwupenus onuchIBalOT NEHTP cepTH(HKAIMH, TOUKY IJIs MOMCKa
CRL nanHOTO 1IEHTpa, HOMEP NaHHOTO CITUCKA U T. JI.

Teno cnucka

Bepcus TTonmnuce W3roroBurens
<integer> <Algorithm ID> <RDN>
Brinymen Crnenyromuit Pacimpenns

<Time> <Time>

(OTO3BaHHEIHA cepTHUKAT
Cep. HOMEp [ata oT3bIBa Pacimpenus
<integer> <Time>
Anroputm DI SNIT
<Algorithm ID> <Bit string>

Puc. 2.23. CtpykTypa CicKa OTO3BAaHHBIX CEPTUPUKATOB

Omo3zeanuwlli cepmugpuxam — TaKUX MOJIeH OyAeT CTONBKO, CKOIb-
KO CepTHU(HUKATOB OT3BIBACTCS — COAEPKUT HOMEp OT3BIBAEMOIO CEpTH-
¢ukara, 1aTy, ¢ KOTOPOi cepTU(HKAT OTO3BaH, ONMCAHNE TPUYNHBI OT3bI-
Ba.

Aneopumm IDIII — unentudurarop anroputma DIIII, ucmonb3ye-
MOTO ISl TIOATIMCH CIHCKA.

OLI] — cama >1eKTpOHHAs U(POBas MOAIHUCH.

IpoGmemsr ¢ CRL 3akitoyaroTcsi B TOM, 4TO MOYKET BO3HUKHYTH CH-
Tyalus, Korja K04 yke oto3saH, Ho CRL emie He BBINyIIEH, T. €. TOJIb-
30BaTeNM HE MOTYT MOJYYHTh MH(POPMAIMIO O KOMIIPOMETAIIUH KITIOYa.
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Kpowme Toro, pacnpoctpanenue CRL uzaer mo 3ampocy KiMeHTa, U Hapy-
[IATENh MOXKET MPEMITCTBOBATh UX MOIYICHUIO.

Hpyras mpoonema PKI — camomnonnucannbie cepTudukatel. Cep-
tudukar xopaesoro LIC nomwkeH paszmaBaThesi BceM abOOHEHTaM CETH B
Havyayie pabOThl ¥ COXPAHATHCS B 3AIIMIIEHHOM OT MOJICIKH XPaHUIHIIIE.
Wnavye HapymmTenb MOXKeT MornpoOoBaTh HaBs3aTh CBOM CEPTU(HKAT B
KayecTBe cepTU(UKaTa KOPHEBOTO LIEHTPA.

MpsI paccMOTpenH City4aid peanusanuu uepapxuueckou modeau PKI,
IpU KOTOPOH LEHTPHl CepTHU(PHUKAIUN OpPTraHW30BAHEI B JIPEBOBHIHYIO
CTPYKTYpY C KOPHEBBIM ILICHTPOM cepTU(HUKAIMK Ha Bepxy uepapxuu. Ha
IPaKTUKE TAKXKe BCTPEUAIOTCS JPYTUe BapUaHThl OpraHU3alliu

- 00UHOYHBIU YeHmp cepmuguKrayuu, KOTOPHIA BBIaeT cebe camo-
MTOIIMCAaHHBIN CepTH(HUKAT — AaHHAsT MOJEIh YacTO PEaNnu3yercs B He-
OONBIINX OpPraHU3alMsAX, HO OHa MMEET OTMCUCHHBIN BBIIIE HEIOCTATOK,
CBSI3aHHBIH C CaMOTIOITUCAHHBIMH CepPTU(DHKATAMH;

- 00HOPaN208as MOOEb, TIPU KOTOPOH HE3aBUCHUMBIE LIEHTPBI CEPTU-
(uKayy B3aUMHO CEpTUOUIHPYIOT IPYT APYTa.

Hano ormeruts, 4to cdepa nmpuMeHeHUs: MUPPOBBIX cepTH(HUKATOB
ceifyac TOCTATOYHO IMMPOKA. B 4acTHOCTH, OHM HCIIONB3YIOTCS IUIS pac-
NpeAeICHUs] OTKPBITHIX KIIOUeil B MPOTOKOJIAX 3aIUTHI AIEKTPOHHOM MO-
yrel S/MIME nmn PGP, ¢ momomsio nudpoBEIX cepTH(HUKATOB MPOBEpPs-
€TCs NOITMHHOCTh YYaCTHUKOB COSANHEHNS 110 IpoToKory SSL u T. 1.

3.3AIUTA UHO®OPMAILIUU B IP-CETAX

Ha cerommsmauii meHs cTek ceTeBbiX mpoTokosioB TCP/IP sBusercs
HanboJiee MIMPOKO UCIONIB3YEeMbIM KaK B TTTOOATIbHBIX, TAK U B JJOKAJBHBIX
KOMITBIOTEPHBIX CeTsAX. IMECHHO TOATOMY METOJbI M CPEICTBA 3AIUTHI TIe-
penaBaeMbIX TaHHBIX B |P-ceTsaX mpeacTaBIIsaioT 0cOObIi HHTEpEC.

B atom paszese OyayT pacCMOTpEHBI KpUITOTpaduIecKue IpOTOKO-
JIbI, TIO3BOJISIONIHME 3aIUINATh ICKTPOHHYIO MOUTY, MepeaaBacMbie TaH-
HBbIC Ha TPAHCIIOPTHOM M CETeBOM ypoBHe. Kpome Toro, y4uurthiBas 00ib-
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IIYIO POJIb MEXCETEBBIX SKPAHOB B PEIICHUU 3a/1ay 00eCIIeYeHHUs CETEBON
Oe3omacHOCTH, OyeT paCCMOTPEH 3TOT KJIACC CPEJCTB 3AIHUTHL.

3.1. MPOTOKOJI 3AIIATHI SJIEKTPOHHOM IMTOYTHI S/MIME

Iporokon Secure Multipurpose Internet Mail Extensions (S/MIME)
IpeAHa3HaueH Ui 3aIlUTHl JaHHBIX, llepeaaBaeMbIx B popmate MIME, B
OCHOBHOM — 3JIEKTPOHHOU 1mouThkl. OH OblI npenioxed B 1995 roay xom-
nanueit RSA Data Security Inc. [anpHeiinie paboThl HaJ TPOTOKOIOM
Besmch paboueit rpymmoii opranusamuu Internet Engineering Task Force
(IETF), pa3spabatsiBaromeii crangaptel cetd MurtepHer. Ha manubIii Mo-
MEHT TocieHell sBisieTcs Bepcus 3.1 9TOro mpoToKoia, ONHChIBaeMasi B
noxkymentax RFC 3850, 3851, 3852. Ilporokon S/IMIME mnpenocrasisier
clenyroIure KpunTorpadhuyeckue yCiayrd 0e30MacHoCTH (KpunTorpapude-
CKHE CEpPBHUCHI):

- IPOBEPKA IETIOCTHOCTH COOOIIEHHUS;

- YCTAHOBJICHUE MTOJUTMHHOCTH OTIIPABUTENS (AyTCHTU(UKAIINSA);

- o0ecrieyeHrne CEeKPETHOCTH MePeaaBaeMbIX JaHHBIX (UM POBAHUE).

HyxHO oT™MeTHTh, 4TO caMm 1o cede popmar MIME omnmceiBaer mo-
PAROK (OPMATHPOBAHUSI MHCEM, CONEPXKALINX PA3NUYHbIC THITBI JAHHBIX
(obBruHbI TEKCT, TeKCT B (opmare html, Bugeo u rpadudeckue ¢aiinbt
pasnuuHbli THIOB U T. 1.). [Ipu ucnons3zoBannu S/MIME no6asnstorcs
HoBeie Tunbl (Hampumep, application/pkcs7-mime u application/pkes7-
signature). Dto mo3BoJIseT yKa3aTh Ha TO, YTO JAHHBIC B 3TOM Pa3jeie sB-
JSFOTCSL 3aM(POBaHHBIMH, MTOINHCAHHBIME | T. 1. IIpoToKoa mo3Bomser
OOBIYHBIM TIOYTOBBIM KIHCHTAM 3alllUIIATh MCXOMASAIIYIO MMOYTYy M HUHTEp-
NPEeTUPOBATh KPUNTOrpaUUECKUE CEPBUCHI, T00ABIECHHBIC BO BXOSIIYIO
mouTy (pacuM@poBLIBATE COOOIIEHHMS, IIPOBEPSTH UX IIEIOCTHOCTD M T. 11.).

Cra"mapT ompenersieT UCTIONb30BaHHE CHMMETPHYHBIX KPHUIITOAITO-
PUTMOB Ui IINU(POBAHUS COAEPKUMOIO MOUYTOBBIX COOOILICHUI M aiuro-
PUTMa C OTKPBITHIM KJIFOUOM JJISI 3aIUTHI IIepelaBacMOro BMECTE C IMHCh-
MOM KJIFOYa CHMMETPHYHOTO ITU(PPOBAHUSL.

Iporokon S/IMIME 103B0JIsI€T HCIOIB30BATH PA3IMYHBIC KPUIITOAT-
TOPUTMBI, IPHUEM HX CIHUCOK MOXET PacIIUpAThCs. V3HadanbHO U3 CHUM-
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METpHUHBIX MHU(poB Morau ucnonszoBateess RC2, DES umu TripleDES.
Hns hopmuposanus gaimkectoB — anmroputMsl MDS u SHAIL, mpruem
BepcHs 3 cTaHaapTa peKOMEHIYyeT HUCIOJIb30BaTh UMEHHO MOCIEIHUN aj-
TOPUTM (M3-32 TOTO, YTO OH (hOpMUpYET OoJiee UTMHHBIN JalPKeCT U CUH-
TaeTcst 0oJiee HaJIeKHBIM). 3aluTa CAMMETPUYHOTO KITF04Ya UPPOBAHUS H
OUII B Bepcun 2 OCYIIECTBIIAETCS ¢ TOMOIIBIO anroputMa RSA ¢ kirouom
ot 512 no 1024 Out. Bepcus 3 noGaBisieT BO3MOXXHOCTb HCIIOJIb30BaTh
IpyTUE aJrOPUTMEL, Hampumep anroputM Juddu—Xemmmana ¢ KIrogIoM
JUTHHOM 10 2048 out. Pacnipenenenne u ayTeHTU(GUKAIUSA OTKPBITBIX KITFO-
Yeil MPOU3BOJUTCS ¢ TOMOIIBIO IU(POBBIX cepTUdukaroB popmara X.509.
Taxum 006pazom, 4TOOBI 3aIUIIATE MEPENUCKY € MOMOIIBIO 3TOTO MPOTO-
Koya, 00a abOHEHTa JOJDKHBI CTEHEPUPOBATh KITIOUEBHIC Maphl M YAOCTO-
BEPUTH OTKPHITHIE KITIOYH C TIOMoIIbi0 cepTudukaros. Ha puc. 3.1 mpuse-
JeH (parMeHT MUChMa, COMEpIKAIIMi OTKPBITBIH TekeT «This is a clear-
signed message.» u MOJMUCh K HEMY.

S/MIME nopaepxuBaeTcsi MHOTMMH MOYTOBBIMH KineHTamu: Mi-
crosoft Outlook, Mozilla, The Bat! u T. 1. Boiee mmpokoe npuMeHeHHE
MIPOTOKOJIA CHEPKUBAETCS HEOOXOIMMOCTBIO HAIMYUS CEPTHUPHUKATOB Yy
aOOHEHTOB U IIOXO0H COBMECTHMOCTBIO ¢ cucreMaMu Web-mouTh.

Content-Type: multipart/signed;
protoco1='app11cation/Ekcs7—signature";
micalg=shal; boundary=boundary42

--boundary42
Content-Type: text/plain

This is a clear-signhed message.

--boundary4?2

Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s

ghthHquthjH??nSHHGTrFVbnj756thQHG4VQﬁfyF4STGhIGFHfYT6
4vqpfyF467GhIGFHFYT6jH77n8HHGghyHhHUUhIh7 56tbBIHGT rfvbnj

N8HHGTr fvhlhjH776tbBIHG4VQbnj7567GhIGTHTYT6ghyHhHUUjpfyF4
7GhIGFHFYTE4VvQbnj756

--boundary42--
Puc. 3.1. ®parMeHT 3€KTPOHHOTO MUCHhMa C MOANUCKHIO
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AnsrepHatuBoii S/IMIME sensercs PGP (anrn. «Pretty Good Priva-
CYy») — KOMITbIOTEpHAs porpamma, co3nanHas Ounumnmnom [ummepman-
wom (Philip Zimmermann) 8 1991 roay. Jlannasi nporpamMa MOJIOXHIIA
OCHOBY pabote Haj ctanmaproM OpenPGP, mocnemHsss Bepcus KOTOPOTO
omucana B RFC 4880. ITo pyukunonansroct S/IMIME u PGP Bo MHOTrOM
CXOJTHBL

3.2. IPOTOKOJIBI SSL U TLS

ITporokon Secure Sockets Layer (SSL) 6s11 pazpabotan KOproparm-
et Netscape Communications miast obecnieueHust ayTeHTH()UKAIMH, IIe-
JIOCTHOCTH U CEKPETHOCTH TpadHKa Ha ceaHcOBOM ypoBHe monenu OSI (¢
TOYKH 3PEHUsI YETHIPEXYPOBHEBON Mojenn creka mpotokonos TCP/IP —
Ha PUKIAIHOM ypoBHE). B sHBape 1999 rona Ha cmeny SSL v3.0 mpumen
mpotokon TLS v1.0 (Transport Layer Security) mocmenusisi Bepcus TLS
v.1.2 onuceBaercss B RFC 5246. C TOYKkM 3peHUs BBIMOJIHAEMBIX JIEii-
CTBUH, pa3nHyMs MEXAy dTUMH npoTokoidamu SSL u TLS Becbma HeBeu-
KH, B TO JK€ BPEMsI, OHU HECOBMECTUMBI IpyT ¢ apyrom [11].

SSL obecneunBaer 3amMIIEHHOE COSNWHEHHE, KOTOPOE MOTYT HC-
MOJIL30BaTh MPOTOKOJIBI OoJiee Bhicokoro ypoBHs — HTTP, FTP, SMTP u
T. . Hanbonee mmpoko OH UCHONB3yeTcs IS 3alUThI IaHHBIX, ITepe/iaBa-
embix o HTTP (pexxum HTTPS). [Ing 3TOro AOMKHBI HCIOJIB30BATHCS
SSL-coBmectumbie Web-cepsep u Opaysep.

[IpoTokon mpexycMaTpuBaeT Ba dTara B3aUMOACHCTBHS KIHUEHTA U
cepBepa:

1) ycranosnenue SSL-ceccun (mporieaypa «pyKOIOKATHS», OT aHTJL.
«handshake»), Ha 3ToM 3Tame MOMET MPOU3BOAUTHCS AyTECHTH(UKAIHS
CTOPOH COEIWHEHHS, pacIpeleleHue KIoUeld CeCCHH, OMpPeIeIIoTCs
HACTpauBaeMbIe ITapaMeTPBI COSTNHEHHS;

2) 3alIMIIEHHOE B3aMMOICHCTBHE,

IIpoToxonom SSL nucnone3yroTcs clieAyIomue KpUITOAITOPUTMBI:

- acuMMeTpuaHbIe anroputMel RSA u ludpdu—Xemmmana;

- aJTOPUTMBI BeIYHCICHUS X m-pyHkmit MD5 u SHAL,

96



- anropuT™Mbl cumMmerpudHoro mudposanus RC2, RC4, DES, Tri-
pleDES, IDEA.

B mporokone SSL v 3.0 u TLS mepedeHs monuep KUBaeMBIX airo-
PUTMOB SIBIISICTCS PACIINPIEMBIM. J[I TONTBEp KICHHUS MOUIMHHOCTU OT-
KPBITHIX KJIFOUeH UCTIONB3YyI0TCs U poBkie cepTudurarsl popmara X.5009.

Iporoxon SSL mo3BossieT NPOBOAUTD CIIENYIOIINE BAPHAHTHI ayTeH-
TU(DHUKAINN CTOPOH B3aUMO/ICHCTBHS:

- ayTeHTU(UKAKA cepBepa 0e3 ayTeHTHU(HKAIUKM KiIneHTa (0IHO-
CTOPOHHSISI ayTCHTU(UKAINA) — 3TO HaumOOJIee YacTO WUCIONb3YEeMBIH pe-
JKUM, M03BOJIIIOIIMN YCTAaHOBUTH IIOJUIMHHOCTb CEPBEPA, HO HE NPOBOAS-
W TPOBEPKHU KiIMeHTa (Belb 000Hast MpoBepKa TpedyeT U OT KIMEeHTa
HaIM4AsA cepTuduKaTa);

- B3aUMHasl ayTeHTU(UKAIMSA CTOPOH (TPOBEPSECTCS IOMIHMHHOCTH
KaK KJIMEHTa, TaK U CepBepa);

- OTKa3 OT ayTCHTI/I(bI/IKaHI/II/I — IIO0JIHas1 aHOHHMMHOCTbH, B JaHHOM
cryuae SSL obecnieunBaeT mudpoBaHue KaHaTa M MPOBEPKY LEIOCTHO-
CTH, HO HE MOXET 3al[UTUTh OT aTaKd ITyTeM MOJMCHBI YIaCTHUKOB B3au-
MOJIEUCTBHA.

Paccmotpum Gosiee TOPOOHO MPOIEAYPY PYKOTOXKATHS B PEKUME
ayTeHTH(UKannKN cepBepa Oe3 ayreHTH(HKAIMK KireHTa. OHa BKIIOYaeT
cnenytorue nraru [13].

1. KimeHT mochIIaeT cepBepy 3arnpoc Ha yCTaHOBJICHHUE 3alHIICHHO-
TO COCOMHEHUS, B KOTOPOM TI€pPEIacT, B YaCTHOCTH, CIICTYIOIIIe ImapaMeT-
pHL:

- ATy U TEKyIee BpeMs;

- CTCHEPUPOBAHHYIO KIHCHTOM CIYYalHYI0 MOCIeI0BaTEILHOCTD
(RAND_CL);

- IepeveHb MOANCPKUBAEMBIX KIMEHTOM aJTOPUTMOB IIH(POBAHNS,
XEIUPOBaHUS U CKATHS (€CITH CIKATUE HCITOJIb3YETCS).

2. Cepsep oOpabaTbhIBaeT 3arpoc OT KJIMEHTa U NepeslaeT eMy coria-
COBaHHBII HA0Op apaMeTpPOB:

- uaeHTudukarop SSL-ceccun;
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- HACHTU(UKATOPEl KPUNTOTpaUUEeCKUX aITOPUTMOB M3 UHCIA
MIPEUTOKCHHBIX KIMEHTOM, KOTOpBhIe OYIyT HCIIOJB30BATHCS B JAHHOM
ceccuu (ECIU TI0 KaKOW-TH00 MPUYHHE MPEUI0KEHHBIC aITOPUTMBI HITH UX
napameTpsl He YIOBJIETBOPSIOT TPEOOBAHUSAM CepBepa, CECCUs 3aKPHIBACT-
cst);

- nudpoBoi ceprudukar cepsepa popmara X.509;

- ciyvaiinyo nocienoBarensHocth (RAND SERV).

3. KimmeHT mipoBepsieT moydeHHbIH cepTU(UKAT U COOTBETCTBHE PO-
J¥ KIII0Ya ero Ha3HAYCHWIO, OMMcaHHOMY B cepTtudukare. Ilpu orpura-
TEJILHOM PE3yJIbTaTe MPOBEPKU CECCHSI 3aKPBIBACTCS, a MPH MOJIOKUTETb-
HOM KJIMEHT BBITIOJHSET CIENyIOIIre JeHCTBUS:

- TCHEepUPYET CIydaitHyro 48-0aiTHYIO IMOCIEIOBATEIbHOCTD, HA3bI-
BaeMylo Pre MasterSecret, nmpemqHa3sHaYeHHYIO AJIST pacyeTra OOIIEro CeK-
PETHOTO KIII0Ya;

- mudpyeT 3HaueHue Pre MasterSecret ¢ HCIONB30BaHUEM OTKPHI-
TOTO KJIF0Ya CepBEpa, B3SATOrO M3 CepTH(HKATA, U MOCHUIACT KPHUIITOrPaM-
My CepBepy;

- C TIOMOIIBIO COTJIACOBAHHOM € CepBEPOM XAMI-(DYHKITUH POPMHUPYET
oOmuii cexpeTHbIi kiou (MasterSecret), UCIIONB3Ys B KA4eCTBE MapameT-
poB mocnenoBarenbHOCTs Pre MasterSecret, MOCIaHHYIO paHee cCepBeEpy
ciy4daiinyto nocienoBarensHocTh RAND CL 1 nmosy4eHHy10 OT Hero Ciiy-
yaitHyto nocnegoatenbHOCTE RAND SERV;

- HCTIONIb3Ysl 3HaueHue MasterSecret, BBIYHCISCT KpHITOTpaduye-
ckue mapametpsl SSL-ceccuu: Gpopmupyer oOIHe ¢ cepBEpOM CEaHCOBBIE
CECKPETHBIC KIIHOYHU AJI1 CUMMETPHUIHOTO I]_II/I(l)pOBaHI/ISI W BBIYHUCJIICHUSA XJIII-
(hyHKIH;

- IEPEXOJIUT B PEXKUM 3aLIUILIEHHOTO B3aUMOACHCTBHUS.

4. CepBep, UCIIONB3Ys CBOM CEKPETHBINM KIIFOU, PACIIH(PPOBBIBACT T10-
ny4yeHHoe 3HaueHue Pre_MasterSecret u BBIIOJHSET Te K€ ONepamyu, 4To
U KJIACHT:

- C TMIOMOIIIBIO COTJIACOBAHHOM C KIIMEHTOM XJII-(PYHKIUH (HOPMHUPY-
eT OOIIMIA CEeKpPEeTHBIN MacTep-kimtou (MasterSecret), UCITONB3ys B Ka4eCTBE
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napameTpoB 3HadeHue Pre_MasterSecret, a Taxke NMOCIaHHYIO KIMEHTY
ciydaiinyto nocienoBatesibHocTh RAND SERV u moitydeHHYI0 OT Hero
cinydaiinyro nocnegosatenbHoct RAND CL;

- HCTIONIB3Ysl 3HaueHue MasterSecret, Bprumcisier Kpunrorpadpude-
ckue mapameTpbl SSL-ceccun: GopMupyeT 00Iue ¢ KINEHTOM CEaHCOBBIS
CEKPETHBIC KITFOYH [T CAMMETPUYHOTO MIH(PPOBAHUS M BEIYUCICHHUS XIIII-
GyHKIUH;

- IEPEXOANUT B PEIKUM 3aIIUIIEHHOTO B3aNMOACHCTBHSL.

Tak kak npu hopMHUpoBaHUU TapaMeTpoB SSL-ceccun W KIMeHT, U
CEPBEP MOJIB30BAJIMCh OAHUMU U TEMH KE HCXOJHBIMU NAaHHBIMU (corna—
COBAHHBIMH alTOPUTMaMH, OOIIEH CEeKPEeTHOW MOCIIe0BATEIbHOCTHIO
Pre_MasterSecret u cmygaitaeiMu mocienoBatenbHocTsMu RAND_CL u
RAND_SERV), To oueBHIHO, YTO B pe3yJbTaTe ONMMCAHHBIX BHIIIE K-
CTBUH OHM BBIPAOOTAIM OJAMHAKOBBIC CEAHCOBBIC CEKPETHbBIC Kirouu. J{is
IPOBEPKU HUACHTHYHOCTH MapaMeTpoB SSL-ceccun KIMEHT M cepBep Io-
CBUTAIOT JPYT IPYTy TECTOBBIC COOOIICHHUS, COJEPKAHUE KOTOPHIX U3BECT-
HO KaXXJI0W U3 CTOPOH:

- KJIUEHT (POpMHUPYET COOOIIEHNE U3 COOCTBEHHBIX MOCHUIOK B apec
cepBepa Ha mare | U MoChUIOK, MOJMYYCHHBIX OT CepBepa Ha mare 2, BHOCS
JJIEMEHT CIy4allHOCTH B BHUJE IOCJTENOBaTelIbHOCTH MasterSecret, yHU-
KaJIbHOM IS JAHHOW CecChU; GOPMUPYET KO VIS MPOBEPKHU IIETIOCTHOCTU
coobmenus (MAC), mudpyer coobmieHre Ha o0IIeM CEaHCOBOM CEKpeT-
HOM KJIFOU€ W OTIPABIIIET CEPBEPY;

- cepBep, B CBOIO ovepenb, popMupyeT coolIeHne u3 cOOCTBEHHBIX
IOCBIJIOK B aAp€C KIMECHTA Ha 1mare 2, IMOCBHIJIOK, MOJIYYCHHBIX OT KIIMCHTA
Ha mare 1, m mociexoBarenpHOCTH MasterSecret; popMHpYET KOX IS
NpoBepkH 1eioctHocTr coobnienns (MAC), mudpyeT coodieHne Ha 00-
IIeM CEaHCOBOM CEKPETHOM KIIIOUE U OTIPABISET KIHEHTY;

- B CJIy4ae YCIIEIIHOH pacuIin(pOBKH U MPOBEPKH KaKAOH U3 CTOPOH
LEJIOCTHOCTH TOJTYYEHHBIX TECTOBBIX coolmieHuit SSL-ceccust cumraeTcs
YCTAHOBJICHHOMW, U CTOPOHBI MEPEXOASIT B IITATHBIA PEKUM 3alIUIICHHOTO
B3aUMOJIEHCTBHSI.
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Heo0Os3arenpHast BTopas (aza pyKomoKaTHsl MO3BOJIAECT ayTeHTH(U-
nupoBath KiueHTa. OHa 3aKII0YAeTCs B TOM, YTO CEpBEp HUIET 3ampoc
KITUCHTY, KIHEHT ayTeHTH(QHUUUpyeT ceOs, BO3Bpallas MOIIMHCAHHOE CO-
obmieHue (3ampoc cepepa) u cBoil udpoBoii cepTUHUKAT.

B mpomecce 3ammieHHOro B3aUMOAEUCTBHS C YCTaHOBJICHHBIMU
KpunrorpaguaeckuMu mnapamerpamu SSL-cecCHU BBIMOTHSIOTCS CIIEAY-
FOIINE JEHCTBUSA:

- KakJas CTOpOHA TpU Tepepade cooOmeHus (GopMupyeT HMH-
toBctaBky (MAC) mis mocaeayomei MpoBEPKH METOCTHOCTH COOOIIECHHST
U 3aTeM 3alugpoBbIBacT ucxoaHoe coobmenue Bmecte ¢ MAC mo cean-
COBOMY CEKPETHOMY KITIOUY;

- KaXK/1asi CTOpOHA TIPH IpreMe COOOIIeHNs pacii(pOBBIBACT €ro U
MPOBEPSET Ha LIEJIOCTHOCTh (BhIUMCIAETCS Tekyuee 3HaueHue MAC u
CBEPACTCS CO 3HAYCHUEM, TOJIyUYCHHBIM BMECTE C COOOIIECHHEM); B CIydae
oOHapyKeHUsI HApYIICHHS IeIOCTHOCTH coobmeHus, SSL-ceccust 3akphi-
BaeTcH.

[potokomer SSL u TLS momy4ywmnu MIHPOKOE pPacHpOCTpaHCHHE,
MIpeX/e BCero Oarogapsi MX MCIOJIH30BAHHUIO TSI 3alUTH Tpaduka, mepe-
naBaemoro 1o npotokoiay HTTP B cern UnTepHeT. B To ke BpeMs mpeno-
craBisieMble SSL yciayru He SIBISIOTCS MPO3PAYHBIME JIJISI TIPUIOKCHHIHA,
T. €. CETEBBbIC MPHJIOKEHHUS, KOTOPBIE XOTIT BOCIIOJIE30BATHCS BO3MOXKHO-
cTsamMu SSL, JODKHBI BKITIOYATh B ce0s peai3aliiio MPOToKoa (MK MMO/I-
KITIOYATh €€ B BUJE KAKMX-TO BHEITHUX MOIYJEH).

3.3. MPOTOKOJIbI IPSEC U PACHIPEJIEJIEHUE KJIIOUEN

IpoTokon IPSec umu, ecnu TouHee, HAOOP MPOTOKOJIOB, pa3padboTaH
opranm3anuer |IETF kak 06a30BbIil TPOTOKOJI oOecrieueHus] Oe30MacHOCTH
Ha ypoBHe |P-coennuenms. OH SBIsSETCS TOMOTHEHNUEM K HCIIONB3YIOIIe-
Mmycs ceituac mpotokoiny IP ver.4 u cocraBHoit gacteio IP ver.6. Bozmox-
HOCTH, IIpe0CTaBIsIeMble TIpoTokoidaMu IPSec:

- KOHTPOJIb JIOCTYTIa;

- KOHTPOJIb LIEJIOCTHOCTH JaHHBIX;

- ayTeHTH (UK JaHHBIX;
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- 3alIUTa OT TOBTOPEHUH;

- obecrieueHre KOH(PHUICHITHATLHOCTH.

OcHoBHas 3amava IPSec — co3ganue MexIy ABYyMs KOMIIBIOTEPaMH,
CBS3aHHBIMH uepe3 olmienocTynHyro (HebesomacHyw) IP-cetb, Ge3omac-
HOro TyHHEIs (puc. 3.2), IO KOTOPOMY IEepPeqaroTcs KOH(PHICHIMATbHBIE
WIA YyBCTBUTCIbHBIC K HECAHKIIMOHMPOBAHHOMY H3MCHCHHIO JaHHBIC.
[omoOHBIN TYHHENh CO3JAETCS C WCIONB30BAaHHEM KPHUNTOrpadUuecKux
METOJIOB 3alIUTHl WHpopMaruu. [IpoTokosr paboTaeT Ha CETEBOM ypPOBHE
mojgenu OSIl, U, COOTBETCTBEHHO, OH «IPO3paucH» I TPUIOKCHHM.
WupiMu cioBaMu, Ha paboTy NpUIokeHui (Takux Kak Web-cepsep, Gpay-
3ep, CYB/l u T. 1.) He BAMsIET, UCMONB3YETCs JIM 3alllUTa MepeaaBaeMbIX
IAHHEIX ¢ IToMoIsio |IPSec unn Her.

3anuieHaple
JTaHHBIE

QCT / i / OCT
N €S D%

Puc. 3.2. Tynnens 6e30macHOCTH

Apxurektypa IPSec siBiisseTcss OTKpBITOH, Y4TO MO3BOJIIET UCIIONB30-
BaTh JJIS 3alUTHI ITepeIaBaeMbIX JTAHHBIX HOBBIE KpUNITOrpaQUISCKUE ajl-
TOPUTMBI, HATIPUMEDP, COOTBETCTBYIOIIME HAIIMOHATBHBIM CTaHAapTaM. J{is
3TOTO HEOOXOAMMO, YTOOBI B3aUMO/ICHCTRYIOIIHE CTOPOHBI TOIEPIKIUBAIIH
9TH aJITOPUTMBI, H OHU OBLTH OBbI CTAHIAPTHBIM 00Pa30M 3aperHCTPUPOBA-
HBI B OIIMCAHUHN TTApaMETPOB COCAMHCHUS.

[Iporecc 3amunieHHON nepeaayn JaHHBIX PETYIUPYETCs TPaBUIIaMHU
0€30IacHOCTH, MIPUHATHIME B crcTeMe. [lapaMeTpsl cO31aBaeMOro TyHHE-
751 OMUCHIBACT MH(POPMALMOHHAS CTPYKTYpa, Ha3bIBaeMasi KOHTEKCT 3allld-
TBI WIIK acconualys 6e3onmacuocty (0T aHri1. «Security Associationy, cokp.
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SA). Kak yxe ormedanocs Boime, IPSec sapnsercs HabopoM NpOTOKONOB, U
COCTaB KOHTEKCTA 3alIUThl MOXKET Pa3iuuaThcs. B 3aBHCHMOCTH OT KOH-
KPETHOTO MPOTOKOJIA B HETO BXOIHT:

- IP-agpec momy4arens;

- YKa3aHHE Ha MPOTOKOJIBI 0€30IMacHOCTH, HCIOIb3yeMBbIe TIPH Iepe-
Jlaue TAHHBIX;

- KIIIOYH, HeoOXoauMble sl muppoBaHus U (HOPMHUPOBAHUS HMU-
TOBCTaBKH (eCJIH 3TO TpeOyeTcs);

- YKa3aHue Ha MeTOJ] (OpMaTUPOBAHUS, ONIPEICIIIONINI, KaKUM 00-
Pa3oM CO3Jal0TCsl 3ar0JIOBKH;

- HHJICKC MTapaMeTpoB 3anuThl (0T aHri. «Security Parameter Index»,
cokp. SPI) — uaenTuduxarop, HO3BOJISIOMINI HAWTH HYKHBIA SA.

OOBIYHO KOHTEKCT 3aIUTHI SBISACTCS OTHOHAIPABICHHBIM, a IS Tie-
penadu NaHHBIX MO TYHHENI B 00€ CTOPOHBI 3aJICUCTBYIOTCS JBa SA.
Kaxaplit XocT uMeeT cBO 0a3y KOHTEKCTOB 3alllUTHI, U3 KOTOPOi BBHIOH-
paeTcst Hy>KHBIN 2JIEMEHT JIN0O Ha OCHOBaHMU 3HadeHus SPI, mubo mo IP-
ajipecy MmoyJarTes.

JlBa mpotokouia, Bxoasmue B coctaB IPSec, ato:

1) mportokon ayreHTHdUIEpyomero 3aroigoBka — AH (oT anrm.
«Authentication Header»), oGecrnieurnBaroiiuii MPOBEPKY LEIOCTHOCTH H
ayTCHTU(UKAIMIO TIEPEIaBaeMbIX JAHHBIX; TIOCIEIHSS BEPCHUs MPOTOKOIA
onucana B mokymente RFC 4302 (npempiaymme — RFC 1826, 2402);

2) TIPOTOKOJI MHKAICYIMPYIOIIe 3amuThl qanHsix — ESP (ot anrm.
«Encapsulating Security Payload»), oGecnieunBaromuii KOHpHICHIIHATb-
HOCTbH H, OTIIMOHAIBHO, IPOBEPKY IIEIOCTHOCTH U ayTCHTU(HUKAIIMIO; OIH-
can B RFC 4303 (mpeapiaymue Bepcun — RFC 1827, 2406).

O0a 3TH MPOTOKOJIa HMEIOT JIBA peKUMa pabOThl — TPAHCIIOPTHEIA U
TYHHEJbHBIN, TOCIETHUN OTIpEZIeNIeH B Ka4eCTBE OCHOBHOTO. TyHHEIHHBIN
PEXUM HCHONB3YETCS, €CIH XOTSA ObI ONUH U3 COSAMHSIOMNXCS Y3JI0B SIB-
JsieTcsl IUTI030M Oe3omacHocTH. B aTtoM ciyuae cosmaercss HOBBIA IP-
3aroJIOBOK, a HCXOAHBIN |P-akeT MOJHOCTHIO0 MHKAIICYIUPYETCS B HOBBIH.
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TpaHCIOPTHBIN pPEXHUM OpPUEHTHUPOBAaH Ha COEJUHEHUE XOCT-XOCT.
[pn ncnons3oBannn ESP B TpaHCTIOPTHOM pekiMe 3aIMINAIOTCS TOJIBKO
Jansble |P-nakera, 3aronoBok He 3atparuBaerca. [Ipu ucnonszosanuu AH
3aliMTa pacIpoCTpaHAETCs Ha JAHHBIE M 4acThb NOJEH 3arojoBka. boiee
MOJIPOOHO PEKUMBI PAOOTHI ONIMCAHBI HUXKE.

3.3.1. IIporokoa AH

B IP ver.4 ayrenTuduupyommii 3aroJ0BOK pacroyiaraetcs mocie
IP-3aronoBka. IlpencraBum ucxonueid IP-maker kax coBokymHocTh |P-
3aroJIOBKa, 3aroJioBKa MPOTOKOJIA CIEAYIOMIETr0 YPOBHS (KaK MPaBUIIo, 3TO
TCP umu UDP, na puc. 3.3 on o6o3naueH kak ULP — ot anrn. «Upper-
Level Protocol») u maHHBIX.

a) IP header ULP Data
0) IP header AH | ULP Data
6) |New IP header| AH IP header ULP Data

Puc. 3.3. @) ucxonnsii IP-niaker, 6) |IP-maker npu ucnonp3oBaHuN
AH B TpaHciopTHOM pexume, ) |P-maker npu KCHOIB30BaHUN
AH B TyHHETBHOM peXUMeE

Ha puc. 3.3 npezacraBiieH UCXOTHBIN AKET W BAPUAHTHI €r0 U3MCHE-
HUSI TIPH UCIOJIb30BaHUU TpoTokona AH B pasHbix pexumax. B Tpamc-
MOPTHOM PEXUME 3aroJ0BOK UCX0AHOTO |IP-makera ocraercst Ha cBoeM Me-
CTe, HO B HEM MOIU(UIUPYIOTCS HEKOTOphbie mojist. Hanpumep, MeHsietTcs
noe Next Header, ykaspiBaroree Ha TO, 3arojOBOK KaKOro MPOTOKOJA
cnenyer 3a |IP-3aronoBkom. B TyHHensHOM pekumMe co3maercss HOBbIH |P-
3aroJIOBOK, ITOCIIE KOTOPOTO HIET 3aroiioBoKk AH, a 3a HUM — MOTHOCTHIO
UCcXOoaHbI |IP-mmaker.

AyTteHTH(UKAINS TPOU3BOAUTCSA IIyTEM CO3JaHUs HUMHUTOBCTaBKU
(MAC) mnst yero MCHoONB3yeTcs X3UI-QYHKIMSA W CEKPETHBIM Kiod. Bo
Bcex peanm3anusax AH 00s3aTenbHO JTOKHO MOAICPKUBATHCS UCTIONB30-
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Banue anroputMoB HMAC-MD5-96 (ucmonb3yeTcss 0 yMOJYaHUIO) U
HMAC-SHA-1-96, mpencTaBisomux co00H XdII-QYHKIMH C KIHOYOM,
ocHoBaHHBIE Ha XdmI-pyHKIHIx MD5 u SHA-1, cootBercTBenHo. Ho Mo-
TYT UCIIOJIB30BAThCS U JpyTHE, «(HaKyIbTaTUBHBICY aJITOPUTMBI XAIIHUPO-
BaHus. [lonyueHHOe 3Ha4YeHHE, Ha3bIBaeMOe B onmucaHuu nportokona ICV
(ot anrm. «Integrity Check Value» — 3HaueHmne KOHTPOJIS IEIOCTHOCTH),
nomeraercs B mojie Authentication Data (puc. 3.4). Dto nose nepeMeH-
HOW JUIMHBI, TaK KaK pa3HbIC alTOPUTMEI XEIIUPOBaHUS (POPMHUPYIOT pas-
HBIC TI0 UTHHE NAKECTHI.

0 8 16 31
Next Header | Payload Len | 3ape3epBHPOBAHO
Security Parameters Index (SPI)
Sequence Number (SN)
Authentication Data (nepemenHas 1inHa)

Puc. 3.4. Ctpykrypa 3aronoBka npotokona AH

[Ipu ucnonezoBannu AH B TpancmoptHoM pexume ICV paccuutsi-
paetcs miug ULP, maHHbIX 1 Hem3MeHsIeMBIX Imoseii |P-3aromoBka. M3meHs-
eMBIe TIOJIsI, TaKue Kak moje T 1L, yka3pIBarolee Ha BpeMs JKU3HH IaKeTa
1 U3MEHSIEMOE TIPH MPOXOXKICHUN MapIIPyTU3aTOPOB, IIPH pacueTe 3HaUe-
HUSI XOII-QYHKIWU MpUHUMAIOTCS paBHBIMH 0. B TyHHETBHOM pexmMe
ayTeHTU(UIMPYETCS BECh UCXOAHBIN |P-TIakeT u Hen3MeHsIeMbIe MOJIsl HO-
BOT'O 3aroyioBka. Paccmorpum dopmar 3aronoska AH (puc. 3.4).

IepBoie 8 6uT 3aronoska (mosze Next Header) comepskar HOMep, co-
OTBETCTBYIOIIUI TPOTOKONY CIEAyIomero ypoBHs. Homep s Kaxmoro
npotokona HazHawdaer opranmsamus IANA (Internet Assigned Numbers
Authority). Hanpumep, Homep TCP — 6, ESP — 50, AH — 51 u 1. 1.

Ione Payload Len ykassiBaer miuny 3aromoBka AH B 32-OMTHBIX
cioBax. [lanee 16 OUT 3ape3epBHPOBAHO.

[Toste SPI conmepxuT 3HaYeHNE WHACKCA TAPAMETPOB 3aIUTHI, TI0 KO-
TOPOMY IOJTy4aTesb CMOXKET HANTH HYKHBIH KOHTEKCT 3auuThl (SA).
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ITosre Sequence Number 6s110 BBenieHo B RFC 2402. 3HaueHue cuet-
YHKa, COACPIKAaIIeecs B TOM II0JIE, MOKET UCTIOIB30BaThCS IS 3AITUTEI OT
aTaK MyTeM MOBTOPHBIX MOCHUIOK MEPEXBAYCHHBIX MakeToB. Eciu (yHK-
IIUsl 3alIUTHl OT TIOBTOPOB aKTHBHUPOBaHA (a 3TO yKasbiBaeTcs B SA), OT-
HpaBHUTENb MOCJIE0BATENbHO HAPAIMBACT 3HAYCHUE MOJS Ul KaXKIOro
MaKeTa, IepeiaBacMoro B paMKaX JaHHOW acCOIMaluu (COCAMHEHHUS, UC-
MOJIB3YIOMIETO SUHBINA SA).

ITome Authentication Data, kak yke yKa3sIBaJOCh paHee, XPaHHT
3nauenue ICV.

3.3.2. Iporokoa ESP

Ecmu AH oGecrieunBaeT 3amuTy OT yrpo3 IEJOCTHOCTH TiepesiaBac-
MBIX JaHHBIX, To ESP Takxke moxker obecrneunBaTh M KOH(HICHIIUATE-
HOCTb.

Tak xe xkak 1 AH, ESP Moxer paboTtarh B TpaHCIIOPTHOM M TYH-
HelnbHOM pexxumax. Ha puc. 3.5 n300pakeHbl BapHaHThI €r0 UCIOJIh30Ba-
HUSI (IITPUXOBKOM BBIENEHB! ()ParMEHTHI MaKeTa, KOTOPHIC 3alUIAI0TCS
¢ momoinkio mudpposanus). ns ESP ompenenen cremyromuii nepedcHb
00513aTETBHBIX aJTOPUTMOB, KOTOPHIE MOJDKHBI TOIICPKUBATHCS BO BCEX
peanm3anmsx:

- st popmupoBanuss umutoBctaBki — HMAC-MD5-96 (ucmosnb-
3yercs no ymomuanuoo) 1 HMAC-SHA-1-96;

- s mndposanuss — DES (B pexxume CBC; wucmosb3yercs: 1mo
ymomuanuio) ¥ NULL (otcyrctBue mudpoanus).

a) | IP header |ULP Data

IP header | ESP pAdt:PoyesPatas1ESP4raterESP auth

6) B o e S
AP CLA PR P A TP P PP

6) new IP header ESP [/ M HEAHGE AL o0/ IVaH . MESPAEAIERESP auth

CL LA ISP LLLLL, LR L LS LR LA SR LS L L LS R LLL s B AL L LR L LSS L L LA

Puc. 3.5. @) ucxoausiii IP-maker, 6) ESP B TpancmopTHOM pesxume,
6) ESP B TyHHEIIBHOM pEXUME
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Kpome Toro, 3aperiucTpupoBaHbl U MOTYT OBITh PEATU30BaHbI eIl
psn anroputMmoB mmbpposanuss — Triple DES, CAST-128, RC5, IDEA,
Blowfish, ARCFour (obmenocrymnuas sepcust RC4) [13].

Paccmorpum dopmar 3aronoka ESP (puc. 3.6). OH HaunmHaeTcs ¢
IByX 32-paspsaaabix 3HaueHnit — SPI u SN. Ponb ux Takas ke, Kak B Ipo-
tokone AH — SPI mnenTHdUIHpyeT KOHTEKCT 3alUThl, NCTIONb3YIOIIUI-
Csl IS CO3AaHMs JTaHHOTO TYHHeNs; SN 1Mo3BOJISeT 3alUTUTECS OT MTOBTO-
poB makeTtoB. SN u SPI| He mmdpyrorcs. CeayronmM HIeT moje, coaep-
Karee 3amudpoBanHble naHHBIE. [ociae HUX — MoJe 3amoTHUTEN, KOTO-
pBIl Hy)X€H AJIsl TOro, 4TOOBI BBIPOBHATH JJIMHY IIM(pyeMbIX moseil 1o

3HAYEHUsI KPaTHOTO pa3Mepy OJI0Ka alropuTMa IIu(QpoBaHHUsL.

0 8 16 31

Security Parameters Index (SPI)
Sequence Number (SN)
3awugposannvie danuvie (nepemennas onuna)

3anoanumens (0-255 Gaiir)
| Jinuna sanonn. | Next Header
Authentication Data (nepemenHas 1iiHa)

Puc. 3.6. Ctpykrypa 3aronoska ESP

[ocne 3amomHUTENS UIYT MO, COACPKAINUE 3HAUCHHUE [UTMHBI 3a-
MOJIHUTENS U YKa3aHUe Ha IPOTOKOI Oojiee BHICOKOro ypoBHs. UeThipe me-
PEUMCIICHHBIX TI0JIsl (JaHHbIE, 3allOJIHUTENb, UIMHA, CICAYIOIIUA MPOTO-
KOJT) 3alIHIIA0TCS IMU(PPOBAHUEM.

Ecmu ESP wucnonb3yercst u [uis ayTeHTH()UKAIUK NAaHHBIX, TO 3a-
BepIIacT MakeT IoJie epeMeHHoN uthHbI, coaepxamee ICV. B oTimyne
ot AH, B ESP nipu pacuere 3HadYeHUss UMUTOBCTaBKH, moJisi |P-3arosoBka
(HOBOTO — /I TYHHETBHOT'O PEXHUMa, MOIU(PUIIUPOBAHHOTO CTApPOTO —
JUISL TPQHCIIOPTHOTO) HE YUUTHIBAIOTCS.
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IIpu coBmecTHOM Hcnonb30BaHuK mpoTokonoB AH u ESP, nocine IP-
3aronoBka unetr AH, mocie mero — ESP. B atom ciygae ESP pemaer 3a-
nadu obecrneyeHus: KoHGuAeHIMaIpbHOCTH, AH — obecredeHus IenocT-
HOCTH U ayTEHTH()HUKALNN HCTOYHNKA COSTNHECHNSI.

PaccMoTpuM psi TOTIOTHUTENBHBIX BOIIPOCOB, CBSI3aHHBIX C HUCIIONb-
3oBanueM IPSec. Haunem ¢ toro, oTkyma Gepercst mHpoOpManus o mapa-
MeTpaxX COeINUHEHUsT — KOHTeKCTax 3ammthl wiu SA. Coznanue 6a3sl SA
MOJKET MPOU3BOIUTHCS PA3TUYHBIMHU IIyTSIMA. B 9acTHOCTH, OHA MOXKET
CO3IIaBaThCSl AAMUHUCTPATOPOM OE30IIaCHOCTH BPYYHYIO WIH (HOpMHUPO-
BaThCs C MCIOJb30BAHUEM CICHUAIBHBIX MPOoTOKoIoB — SKIP, ISAKMP
(Internet Security Association and Key Management Protocol) u IKE (In-
ternet Key Exchange).

3.3.3. ITpoTokoa SKIP

IIpotoxon SKIP (Simple Key management for Internet Protocol)
ObuT paspaboran koproparmern SUN Microsystems B8 1994 roxy. O co-
31aBaiicst kKak |P-coBmMecTHMBIM poTOKOJ, 00eCIIeunBaIOIINI YIIpaBIeHHE
KJIIOYaMH U KPHUNTO3ALIUTY IepelaBacMbIX JAaHHBIX HAa CETEBOM YpPOBHE
mozenu OSI [13]. TTo mymeparmn |ANA 3TOMY IPOTOKOIIY IPHUCBOEH HO-
Mmep 57.

[MepBonavansHo SKIP BeITISACT ciieayromumM 06pa3oM. Y cTaHaBIIH-
BAIOIIME 3aLIUIEHHOE B3aUMOAEHCTBHE a0OHEHTHI TOJDKHBI IMETh ayTeH-
TUPUIAPOBAHHEIE OTKpBIThIE KiIroud. [lo amroputmy Juddu—Xemmvana
OHH BBIYUCILIIOT 00muid cekpeTHslil kimou Kj. OH ucnonb3yercs and 3a-
IIUTHI KIF0UEBOU HH(POPMAITHH.

OrtmpaBuTens TeHepupyeT BpeMeHHbIH kimod Ky, ucrons3yeMsrid aust
mu(ppoBaHUS JAHHBIX OJHOTO MaKeTa WK HeOoIbIIoN ux rpynnsl. Ha Hem
3ammQpoBEIBaeTCs UCXOAHBIH |IP-maket n nHkancynupyercs B SKIP-naker
(puc. 3.7). llIndpoBanre maHHBIX Ha BPEMEHHOM KIIIOYe, a HE Ha OOIIeM
cekpeTHoOM Kitoue Kjj, MOBBIIIAET HANEKHOCTh, TAK KAaK B TOM Cllydae
HapyIIUTEN0 TpylHee HaOpaTh HYXKHBIH I peanmu3aunuu ataku Ha Kjj

00beM muppPOBaHHBIX TaHHBIX.
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IP-3aronoBok| JlaHHbIC

SKIP-3aronoBox

6) [Hoswiit IP- saronosok| K, sammdp. ua Kij; uvurosct. | Mcxonmsii maker, samudp. Ha K,

Puc. 3.7. IMaker 10 (@) u moce (6) npumenenus nporokona SKIP

Kmou K, 3ammudposeiBaetcs Ha kimtoue Kjj, U kpunrorpaMma nome-
maercss B SKIP-3aroioBok, Tam e pe3epBHPYETCS MECTO MO HMH-
TOBCTaBKY.

®dopmupyercs HOBBIH |P-3aroioBoK, W ¢ TTIOMOIIBIO XAII-(QYHKITHH C
KITIOUOM JUISI BCETO ITaKeTa PacCUUTHIBACTCS 3HAUCHHE MMHUTOBCTaBKH, KO-
topoe nomemiaercs B SKIP-3aronosok.

BriocnenctBun npotokon SKIP 6bu1 ycoBepiieHcTBOBaH. B wacTHO-
cTH, OBIIM BHECEHBLI M3MEHEHMS, MTO3BOJIsIoNnIne ucnoib3oBath SKIP cos-
mectHO ¢ ESP. Torma SKIP oTBedaer 3a mepenavy kiroueBoit mHpopMa-
IINM U OIHCaHHE NMapaMeTpoB coenuHeHus, a ESP pemaer 3amaun kpunro-
rpaduuecKoi 3aIIUThl TaHHBIX. PacCMOTPUM Temeps 3Ty Bepeuto [14].

Hrak, cTOpoHBI pacrpenenuan oOmui cexkpeTHblid kmod Kj, u ot-
IpaBUTENb CreHepupoBal BpeMeHHbIN Kiou K,. Ha ero ocnose ¢ momo-
mbko XaI-GyHKIMH H 6yayT BeipaboTaHbl KITH0Y JUIS MU(POBAHUS MTaKeTa
E_K, u xmou mis ayrentuduxanun A_K,. B omiinune ot nepBoHavanbHO-
ro BapuaHTa, Ipu nepezpaue ko4 K, mmdpyercs ne Ha Kjj, a Ha Mmonudu-
IUPOBAHHOM IIPY IIOMOIIY cUeTdyHKa N u xem-¢pykHuuu ximoue Ki,. Pac-
9eT IPOU3BOAMUTCS B COOTBETCTBHH C (POPMYIIOH:

E_Kp=H(K|Crypt Alg|02h)|H(K;|Crypt Alg|00h),
A_Kp= H(K,JMAC Alg|03h)|H(K,JMAC Alg|01h), (3.1)
Kijn= H(K";jn|01h)|H(K";;n|00h),
rae K’jj — mmagmme 256 6ur Kj, Crypt Alg u MAC Alg — 3nadenus co-
oTBeTCTBYIOImMX noJjei 3aromoska SKIP (puc. 3.8).

Paccmotpum monst 3aronoBka (puc. 3.8). Ver — HoMep Bepcuu Ipo-
tokona. Crenyrome 3a HUM 4 Outa 3apesepsupoBansl (Rsvd). Jlanee —
UICHTU(HUKATOPHl TMPOCTPAHCTB MMEH WCTOYHHKA W IONydarens Source
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NSID u Dest NSID. Eciu onu pasusl 0, To B mossix Source MKID u Dest
MKID craBsarcs IP-angpeca nctounuka u noiaydaresns cooTBeTcTBeHHo. [lo-
cie nosist Dest NSID uper none Next Header, comepxariee Homep npoTo-
kona, cienyromero 3a SKIP. [lanee uaer 32-paspsiiHoe 1mojie CYETYHKA
Counter n. Kak orMeuaercss B OMHCaHUAK, MPpaBWiIa i paboThl CO CYET-
YUKOM N OTHECEHBI Ha YCMOTPEHHE pa3paboTurka, HO AJs obecrevyeHus
COBMECTUMOCTH BEpPCHI MPEIIAracTcs CUUTaTh, 9TO N — BpeMs B dacax,
orcuutanaoe ot 00:00 01.01.95. Kak npaBuiio, eciii 3HaYCHHE CYETIHKA N
MIPUIIEIIETO MMakeTa OTamdacTcs: 0ojiee 4eM Ha 1 OT TEeKyIIero, To MmakeT

oTOpackIBaeTCsl.
0 8 16 31
Ver Rsvd Source NSID Dest NSID Next Header
Counter n
Kj Alg Crypt Alg MAC Alg Comp Alg

Ko sawugposannvuii na Ky, (nepem.onuna)

Source MKID (ecau Source NSID<>0)

Dest MKID (eczu Dest NSID<>0)

Puc. 3.8. ®opmar 3aromnoska SKIP

Hanee B 3aronoBke HAYT 0AWTOBBIC HICHTU(PHKATOPHI aITOPUTMOB!
mudpoBanua kmoua K, — Kjj Alg, mmppoBanus maHHBIX B IakeTe —
Crypt Alg, ayrentudukamun ganasix — MAC Alg, cxatust (eciu MCIONb-
syercst) — Comp Alg. TTocne unentudukaropos B SKIP-3aronoBok mome-
maercst ko4 K, 3ammdpposannslii Ha kmoude Kij, (pa3mep storo noss 3a-
BHCHT OT HCIOJb3YeMbIX AJTOPUTMOB IIM(PPOBaHHS KIHOYa M JAHHBIX).
Hanee uayT uneHTU(HUKATOPEI OTIPABUTENS U MOJIYYaTeNsI B BEIOPaHHOM
npoctpancTBe umeH — Source MKID u Dest MKID. Hann4re HeCKOIbKIX
UICHTU(QHUKATOPOB MO3BONISIET Oojice THOKO HACTPAMBAThH HCIOJIH30BAaHUE
MIPOTOKOJIOB Oe3omacHocTH. Hampumep, ecii Ha OTHOM KOMITBIOTEpE pa-
00TarOT pa3TUYHBIC TMPHIOKEHHS, MOXKHO OMHCATh IONUTHKY, YKa3bIBAIO-
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IIyI0, KaKue alTOpPUTMbl W KIIFOYM HCIIOJIb30BaTh JIJIS 3allUThl JaHHBIX
KQXXJIOTO U3 HUX.

B ciydae coBmecTHOTO Hcnonb30BaHus MpoTokooB SKIP u ESP 3a-
ronoBok SKIP pasmemaercst mocie IP-3aronoska nepen 3aronoskom ESP
(puc. 3.9).

IP-3aronoBok | SKIP-3aronosok ESP

Puc. 3.9. CoBmectHoe ncnons3oBanue SKIP u ESP

B atom cinywae mpotokon ESP rcnonb3yer mapaMeTpbl COeAMHEHHUS,
onpexaensiemble ipoTokoioM SKIP, a ykaseiBaer Ha 310 3HaueHue SPI B 3a-
ronoeke ESP: SKIP_SPI=1.

3.3.4. IIpotokoasl ISAKMP u IKE

Iporokon ISAKMP (Internet Security Association Key Management
Protocol — mpoTokon yrpaBieHUs! KIOYaMU U KOHTEKCTaMH 0e30IacHO-
cru B Internet) 6su1 paspaboran |ETF mis pemienuns 3agay coracoBanust
apamMeTpoB M YIPABJICHUS KIIOUaMH IPH (GOPMHUPOBAHUH 3AIIHUIICHHOTO
kaHana. ISAKMP omuceiBaer o0mryro cxemy B3aUMOJICHCTBHSI, HO HE CO-
JIEP)KUT KOHKPETHBIX KPHUIITOAITOPUTMOB pacmpesencuus kiaroueit. [o-
ATOMY OH HCIOJB3yeTcss coBMecTHO ¢ mpotokonom OAKLEY, ocHoBaH-
nom Ha anropurme duddr—Xemmmana [13]. IIporokon IKE (anrm. «Inter-
net Key Exchange» — obmen kimrouamu B Internet) ompenensier coBmect-
Hoe ucnonb3oBanue mpotokosoB ISAKMP ¢ OAKLEY u SKEMI (anr.
«Secure Key Exchange Mechanism for Internet» — Ge3omacHbiii Mexa-
HU3M 0OMeHa KiroyaMu B MIHTepHeT) [uis pelieHus qanHoi 3amaun. Cpas-
muBas npotokoisl SKIP n IKE, Hamo orMeTuth, 4To mociennuii Gosee
CJIOKEH B pean3aliiy, Ho cuuTaeTcs 0oJiee HaJIe)KHBIM B THOKHM.

IIpotoxon ISAKMP onpenenser nBe ¢a3pl COrlacoBaHHs MapaMeT-
POB B3aUMOJICHCTBUS:
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- coryiacoBaHue IIIO0ANIBHBIX MapaMeTPOB 3alllMIIEHHOTO KaHana (B
tepmuHax IPSec Takme mapamerpbl Ha3BIBAIOTCS YIPABIIONIAM KOHTCK-
CTOM);

- COTJIACOBAaHME IAPaMETPOB KAXKAOTO 3AIMUIICHHOTO COCAMHEHHS
(oHM 00pa3yIOT KOHTEKCT 3alMTEl — SA).

C Touku 3penust mogenu creka TCP/IP, mporokon ISAKMP sBrsiet-
sl IPOTOKOJIOM TIPUKIJIAJHOTO YPOBHA. B cilydae ero Mcnosip30BaHUs COB-
MecTHO ¢ IPSec crienudukaius ycTaHaBIMBaeT HCIIOIb30BaHNE B KAYECTBE
npoTtokoiia HrwxkHero ypoBHs UDP ¢ Homepom mopra 500.

Ipotoxon ISAKMP ompeznensier clieayronyo mocieI0BaTeIbHOCTh
JeHcTBHI MO (HOPMHUPOBAHUIO YIIPABISIONIEr0 KOHTEKCTA (CTOPOHBI B3aw-
MOJICHCTBHUS, HampuMep, 3TO MOTYT OBITh OBa MUTI03a 0E30IacHOCTH,
Has3bIBaAOTCS « MHuyuamopy v «Ilapmuepy):

1) «Hnuyuamop» > «Ilapmuepy: 3asBKa Ha KOHTEKCT, BKIFOYAIO-
11as1 IpeiaraeMble aIlTOPUTMBI M UX TTapaMeTphI;

2) «Ilapmuepy > «HMnuyuamopy. NpUHAMAEMBbIC aJrOPUTMbI U Ma-
paMeTphl (U3 CITUCKA, TOTYYEHHOTO Ha mare 1; s Kaxaod QyHKIUH 3a-
IOIMTH — TEHEepaIys U paclpenesieHne KIodel, mudpoBaHue, ayTeHTH-
(uKaIysa — UCHOIB3YeTCs OUH AITOPUTM H €T0 MapaMeTpHl);

3) «Hnuyuamopy» > «Ilapmuepy: KIH0YEBOM MaTepUal U OJHOPA30-
BEIIf HOMEpP MHHITUATOPA,;

4) «llapmuepy» = «HMHuyuamopy: KIHOYEBOH MaTepUall U OJHOPA30-
BBI HOMED TTApPTHEPA;

5) «Hnuyuamopy > «Illapmuepy: NOANMCAHHOS WHUIIHATOPOM 3a-
mmdpoBaHHOE COOOIICHUE, CoAepKaIlee ero UACHTU(HUKATOD;

6) «llapmuepy > «Hnuyuamopy: NOAMUCAHHOE MAPTHEPOM 3aiiud-
POBaHHOE COOOIIEHHE, CoepIKallee ero HAeHTH(GHUKaTOop.

Ecmu ucnonbzyercst mporokon OAKLEY, Ha mare 3 u 4 CTOpOHBI
OTIPABIIIOT APYT APYTY CBOM OTKPBITHIE KIFOUM BMECTE CO CIy4YalHBIMU
YHCIaMH, CIY>KAIlUMH JJIs 3aIlIUTHl OT MOBTOpa. s oOecredeHus KOoH-
TPOJISL TIOJUIMHHOCTU OTKPBITHIX KITFOYEH MOTYT OBITH HMCIOJIB30BaHEBI Cep-
tugukarel X.509. B coorBercTBUM co cxemoi uddpu—Xemmana paccyu-
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TBIBaeTCs 00U ceKpeTHBIH Kirod. Ha ero ocHOBe BBIpabaTHIBAIOTCS 3HA-
YCHUS:

SKEYID_d — kitoueBoii MaTepual, UCIOIb3YEMBbIid sl TeHepaluK
BPEMEHHBIX KITIOUYEH IS 3aIUIICHHBIX COSINHCHNUI;

SKEYID_a — ceaHcOBBIC KJIFOUH, UCTIOIB3yEMBIC JIJIsl ayTCHTU(DHKA-
UM CTOPOH M COTJIACOBBIBAEMBIX TAPAMETPOB;

SKEYID_e — ceaHCOBBIE KIIOYH, UCIIONB3YEMble IS MIH(POBaHUSA
COTJIACOBBIBAEMBIX MTAPaMETPOB.

[IaTelid ¥ mecTol maru ciykaTt Juisi oOMeHa HIeHTH()HKAIIMOHHON
uHpoOpMaIen, 3aluieHHoW U 3aBepeHHoi Ha kimrouax SKEYID_e u
SKEYID_a.

Tako#t mOpsIIOK B3aUMOAEHCTBHS peau3yeTcs MPH HCIOIh30BAHUH
OCHOBHOTO WK 6a3oBoro pexxuma (anri. «Main Modey). On Gosee men-
JICHHBIH, HO W Oonee Oe3omacHbId. CyIIECTBYET TaKKe «arpeCCHBHBIN
pexum (anri. «Aggressive Modey) mpu KOTOPOM ISl YBETHIEHHS CKOPO-
CTH B3aUMOJICHCTBUS Psi APAMETPOB TEPENACTCs B OTKPBITOM BHIE, U
YMEHBIIICHO YHCIIO [IaroB B3amMoIeicTBUs (¢ 6 10 3 3a c4er Toro, 4To Ha
[IEPBOM U BTOPOM IIlare cpasy nepemaercst 6ombiie mapamerpos) [11].

Coobmenne ISAKMP cocTouT U3 3aroyioBka M CICAYIONUX 32 HUM
noneit qanHpIX. @opMmar 3arosoBka npuseneH Ha puc. 3.10.

0 16 31

Hauansnas cookie

Omeemmnas cookie

Credyrowy. OanHble Bepcus Tun obmena Dnazu

Hoenmughuxamop coobwenus

Jlhuna

Puc. 3.10. 3aronosox ISAKMP

Hcxoast W3 3HAYEHUsT TEKYNIErO BPEMEHH, CTOPOHBI (HOPMHUPYIOT
unenTudukaropsr (COOKi€), KOTOphIE BKIIOYAIOT B 3arojIOBOK makera (Ha
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mare 1 IpUCYTCTBYET TOJIBKO MACHTH(UKATOP CTOPOHBI-MHHIIAATOPA CO-
SIMHECHUS, Ha TOCIEAYIOMNX — HICHTU(PHUKATOPHI 00eux cropoH). [Ipu-
CYTCTBHE ITHX HICHTH(UKATOPOB MO3BOILIET 3AIMUTHTHCS OT aTaK IIyTeM
MOBTOPHBIX MOCBUIOK IIEPEXBAYCHHBIX COOOIIEHHUH.

[Mone «Credyrowue oanuvie» CONEPKUT HISHTUPHUKATOP, yKa3bIBa-
FOIIHI Ha TUM CONEPKUMOTo obsacTu naHHbX. Hampumep, 1 — KOHTEKCT
samuThl (SA), 2 — npeptoxenue (KCIMOIb3YETCSl MPHU COTJIACOBAHMU Ma-
pameTpoB); 6 — ceprudukar, 7 — 3ampoc cepTUPHUKATA H T. [I.

Tun obmena yka3pIBaeT Ha TUTT HHOOPMAITMOHHOTO 0OMeHa (PEeKuM,
B KOTOpoM paboraet nportokon). Hanpumep, 0 — Het obmena, 1 — 0a3zo-
BbIif, 4 — arpeccUBHbIN H T. II.

@razu TO3BOJAIOT YKaszaTh IOMONHHUTENbHBIE HacTpoiiku. Hampu-
Mep, OIUH U3 (IIaroB yKa3plBaeT Ha TO, YTO BCE AaHHBIE, HITYIITHE 32 3aro-
JIOBKOM, 3aIIi()pOBaHEIL.

Hoenmugpuxkamop coobuyenuss — yHUKAIBbHBIA UICHTU(DUKATOD CO-
oOuieHus.

Jlnuna — nnuHa coobieHus (3arojoBKa U JaHHBIX).

Wrak, onrcanHas ¢a3a mpoTOKoJIa MO3BOJIIET CHOPMUPOBATH OOIIHNA
3aIIMIICHHBINA KaHaJ U COTIacoBaTh €ro MapamMeTphl.

IMocne co3manus OOIIEro 3aUIUIICHHOTO KaHAla MapaMeTphbl KaxkI0-
r'0 3alUIEHHOTO COSNUHEHNUS, CO3]aBAEMOr0 B paMKaxX 3TOr0 KaHamia, Co-
[JIACYIOTCSI HA OCHOBE C(OPMUPOBAHHBIX TJIO0ATBHBIX ITapaMeTPOB KaHaja
1 00pa3yroT KOHTEKCT 3amuThl. Kaxoe 3aluIeHHOe COCANHEHHE SIBIIS-
€TCA OJHOHAIIPABJICHHBIM, U B HEM MOXET UCIIOJIB30BATHCA OJUH U3 NBYX
npoTtokoioB — ESP unu AH (kpome Toro, Ha 6a3e o0uIero 3alMIeHHOTO
KaHaJIa MOTYT OBITH CO3JIaHBI 3aIlUIICHHBIC COCIUHCHUS, HCIOIb3YOIIIC
otimuHEI oT IPSec mporokom). Ecnu mpenmonaraercss opranu3oBath 3a-
mumaemoe ESP nBycropoHHee B3amMojelcTBUE, MOHAMO0SATCS JiBa CO-
enuHeHus (u gBa SA), ecnu ucnonb3oBaTh M npotokon AH, m ESP, to
HYXHBI 4eThIpe SA.

B cocraB coriacyeMbix mapaMeTpoB, oopasyrommx SA, Bxomat [13]:

- HOMep TpoToKoJa kpunro3antel (AH, ESP, npyroii);
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- HOMepa AJITOPUTMOB KPUIITO3ALIUTHI U X MTapaMeTpHl;

- PSKUM MPOTOKOJIA (TPAHCIIOPTHHIN WA TYHHEIBHBIH);

- C€aHCOBBIC KIIIOUH (JIeficTBYIOLIME ISl TEKYILETO COCUHEHUS);

- CPOK CYIICCTBOBAHMS 3AlIUIICHHOTO COCIAWHEHHS (MOXET 3ana-
BaThCs BPEMEHEM MM 00BbEMOM IepeaHHOTO TpaduKa, HapHMEp, CPOK
CYIIECTBOBAaHUs KaHana — 6 4acoB, COCJUHEHHs B paMKax 3TOr0 KaHaia
— 1 yac);

- MAKCUMAJIBHEIA pa3Mep MaKeToB,;

- JOTIOJIHUTENIbHBIC TapaMeTpbl (IapaMeTphbl CUeTYMKa M T. A.) IS
3aIIUTHI OT TIOBTOPA, 3aACPKKH, YAAIECHUS TAKETOB COOOIICHUS.

[Tonp30BaTeNnsIMH 3aIIUIIEHHBIX COCIUHEHHM, KaK MPaBUiIO, SBISIOT-
Csl MIPUKIATHBIE MpoIecchl. W MexIy ABYMS y3lIaMH CETH MOXKET CyIIe-
CTBOBAaTh MPOM3BOJBHOE YHCIO COCTUHECHUH, CHOPMHUPOBAHHBIX B paMKax
OJTHOTO 3aIUIIEHHOTO KaHala.

3alUIeHHOe COEAWHEHHE, COOTBETCTBYIOIIEE CIEIH(pHUKALNIM
nporokosa IPSec, npentndunupyercs nenesbiM IP-agpecom, ucnomnb3ye-
MBIM [TpOoTOKOIOM Kpunro3anutsl (ESP wiun AH) u uaaekcom SPI.

s BeIpaboOTKH mapameTpoB «Huuyuamop» n «llapmuepy oOMeHU-
BAIOTCS CIICAYIOMINMH COOOIICHUSMH.

1) «Hnuyuamopy» > «llapmmuep» (3aUIMIIIEHHOE COOOIICHHUE):

- 3asBKa Ha CO3JaHHC 3AIUUIICHHOTO COeIUHEHHs (TpeiaaraeMble
QITOPUTMBI B UX TTapaMEeTPEhI);

- OJTHOPA30BEI HOMEP HHHUIIHATOPA.

2) «llapmuep» > «Hunuyuamopy (3alIMIIEHHOE COOOIICHHUE):

- IPUHUMAEMbIC aJITOPUTMBI M TTapaMETPhI;

- OJTHOPA30BBI HOMEp IapTHepa.

3) «Hnuyuamop» > «llapmuepy (3alMIIEHHOE COOOIICHHUE):

- O/IHOPA30BbIi HOMEP HHUITATOPA;

- OIHOPA30BbIi HOMEP MapTHEpA.

Jst 3anMTH IepeaBaeMbIX COOOIEHUH NCTIONB3YIOTCS KIIFOYH, BbI-
paboranHble npu QGopmupoBaHnH 3amunieHHoro kanama: SKEYID_a —
s ayreHtudukanuu, SKEYID_e — mis mmdposanus. Jlnsg ayreHTH Y-
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KaIlM HCIOJIB3YeTCs XAII-(YHKIHUS, B KAUeCTBE apTyMEHTOB KOTOPOH BbI-
CTYMaloT ayTeHTH(UIHEpyeMoe coobinenne u kimou SKEYID_a.

BpemenHbIe KITIOYH 3aIMUIIEHHOTO COCTUHEHUS TCHEPUPYIOTCS ITy-
TeM npuMeHeHus1 xour-¢pyHkuuu K 3Havennto SKEYID_d ¢ gonosHuTens-
HBIMH [IapaMeTpaMH, B YHCJIO KOTOPBIX BXOJST OJHOpPA30Bble HICHTH(U-
KaTOpBI HHUAITUATOPA U TTAPTHEPA.

[IpuHuMaromas CTOpoHa COeMHEHUS 3a1aeT it hopmupyemoro SA
HOMep SPI, mo kotopomy OH OyJeT HACHTHOHUIIUPOBATHCS.

3.3.5. IIpoTokoJbl IPSEC U TpaHCasALUSA ceTeBLIX a/IpecoB

[Ipu moaxmrouennn cererd opranuzanuii K FIHTEpHET 4acTo MCIOb-
3yeTcss MeXaHu3M TpaHcsnuu ceteBbix aapecoB — NAT (ot anrm. «Net-
work Address Translation»). 9To Mmo3BonseT YMEHBIIUTh YHCIO 3aper-
CTpUPOBAHHBIX |P-ampecoB, UCTIONB3yeMBIX B JAHHOW ceTH. BHyTpH cetn
HCTIONB3YIOTCS HEe3apEeTHCTPUPOBAHHEBIE «UACTHBIe» afpeca (Kak MpaBuiIo,
W3 JIMAIla30HOB, CHECIHAIBFHO BEIIEICHHBIX U 9TOU LIeNH, HallpuMep, aj-
peca Buma 192.168.X.y mus ceteii kinacca C). Ecnu maker w3 Takoil cetn
nepenaerca B VHTepHET, TO MapipyTH3aTop, BHEIIHEMY UHTep(ercy Ko-
TOPOTO Ha3HAYEH MO KpaifHeil Mepe OJIMH 3aperHCTPUPOBAHHEIN IP-aapec,
MOIUMUIHMPYET iP-3ar0J0BKH CETEBBIX MTAKETOB, MOJCTABIISAS BMECTO 4aCT-
HBIX aJIpeCOB 3aperUCTPUPOBaHHbIH anpec. [lopsaaok, 10 KOTOPOMY MPOU3-
BOJIUTCS MOACTaHOBKA, OTMCHIBACTCS B ClieManbHON Tabnuie. [Ipu momy-
YCHUU OTBETAa B COOTBETCTBHHU C TaOIUIIECH Jenaercs oOpaTHas 3aMeHa, U
MaKeT MePEnpaBIsIeTCs] BO BHYTPEHHIOKO CETh.

Paccmorpum npumep ucronb3oBanuss NAT (puc. 3.11). B nanHom
cJlydyae BO BHYTPEHHEH CeTH HCIONB3YyITCa YacTHhie aapeca 192.168.0.x.
C xommnblotepa ¢ aapecom 192.168.0.2 oOpaiatoTcsi BO BHEIIHIOW CETh K
KOMITBIOTEpY ¢ agpecoM 195.242.2.2. Tlyctp 3T0 OyAeT MOAKIIIOYEHHE K
web-cepsepy (iporokoa HTTP, xotopsrit ucnos3yer TCP mopt 80).

[Ipu mpoxoxmeHnH MakeTa depe3 MapIIPyTH3aTOpP, BBITOIHSIONIHN
TPAHCIISAIUIO aPECcoB, ip-aapec ornpasuteis (192.168.0.2) Gyaer 3amMeHeH
Ha ajpec BHENIHero mHTepdetica mapiipyruszatopa (195.201.82.146), a B
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TaOMUIly TPAHCIAWU aapecoB OyaeT noOaBlieHa 3amuCh, aHAJTOTUYHAS
MpHUBeICHHOM B Taom. 3.1.

[onyunB npexncraienne o Mexanuzme padotsl NAT, pazbepemces,
KaKKe CII0KHOCTH MOTYT BOSHHKHYTh B cllydae HCIosib3oBaHus IPSec.

JlokanpHas ceThb

BHyTpeHHui (192.168.0.2 Mapmpy- [195.201.82-1406
XOCT TH3aTOp T

192.168.0.1| (+NAT)

Puc. 3.11. [Ipumep ucnonp3oBanmst Mexanmma NAT

Tabnuna 3.1
Tabauua TpaHCIASUMHU a/IPecoB
IIpoTokon BuyTtpennwuii no- | BHyTpenHwuii 3aperu- Buenmuwnit
KaJIbHBIH iP-afpec: | CTPUPOBAHHBIN ip- ip-ampec: mopt
opT aJipec: mopr.
TCP 192.168.0.2: 2001 | 195.201.82.146: 2161 | 195.242.2.2 : 80

[penmonoxum, ¢ xocra ¢ aapecom 192.168.0.2 meitaroTcs ycraHo-
BHUTH 3alUIICHHOE COEIUMHEHNE C BHEIIHUM XocToM 195.242.2.2, ucromns-
3ysl MPOTOKON ayreHTuuImpyromero 3arososka (AH). Ilpu mpoxoxme-
HUU MaplIpyTH3aTOpa iP-aapec OTIPaBUTENs MEHSCTCS, KaK ObLIO Omuca-
HO BbImIe. [Iporokon AH ompenenser, 4To 3HAYCHUE UMHUTOBCTABKHU pac-
CUHUTBHIBACTCS, BKIIIOUAs Heu3MeHsieMbie nons |P-3aromoBka, B yacTHOCTH,
anpec ormpaputens. CTOpOHA-TONyYaTenb, 0OHAPYKUT HEBepHOE (K3-3a
TPAHCTAIMH aJpecOB) 3HAYCHHE UMUTOBCTABKH U OTOPOCHT TMaKeT.
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Taxum o0Opazom, mexanuzm NAT u nporokon AH HecoBMecTHMEI. B
TO K€ BpeMsl MpoTokon ESP, KOTOpEkIil He KOHTPONUPYET LENOCTHOCTS ip-
3aroJIoBKa, MOXET MCIOJIb30BATHCS COBMECTHO C TPAHCISINEH aipecoB.

Kpowme toro, RFC 2709 onpenensier paciupenne NAT — IPC-NAT
(amr. «IPSec policy Controlled NAT» — NAT, ynpasisieMblii IipaBHIaMu
IPSec). OHO MO3BONSET PELINTh YKa3aHHYIO MPOOJIEMYy MyTEeM CO3JaHHUs
IP-IP TyHHens, o1HON U3 KOHEUHBIX TOYEK KOTOporo sBisercs y3en NAT.
B atom cirygyae BMecto Mmogudukamnun |P-anpeca otripaBuTens B 3aroJyioBke
nucxoaHoro nakera NAT-ycrpoiicTBo moMeniaer 6e3 W3MEHEHHI BECh HC-
XOMHbINA makeT (koTopbiid ayreHTuduumpoBad AH) B HOBbI |IP-makert, B
3arojIoBKe KOTOPOTO B KadecTBE aJpeca OTIIPaBUTENs CTaBUTCA aJapec
NAT-ycrpoiicta. Ha cropoHe mosry4garesns U3 MOJydeHHOTO MaKeTa HU3bl-
MAalOT UCXOJIHBIN MaKeT U Jjaee 00pabaThIBAIOT €ro Kak 00BIYHO.

OTnenbHO HEOOXOIMMO pelIaTh BOIPOC € paclpeaeiicHHeM KITFoUeH.
Ecmu s sroit menu ucnonb3yercss mpotokon IKE (a oH ucnombsyer
TpancnoptHbIi nporokon UDP, mopt 500), motpebyercst cnienuaibHO op-
TaHU30BaTh MEPECHIIKY COOTBETCTBYIOIINX AaHHBIX BO BHYTPEHHIOIO CETh.
B ciygae ecnm 3azxeiicrBoBath UDP-mopt 500 He mpencramisieTcss BO3-
MO>KHBIM, MOKHO HCITOJIb30BaTh OMUCHIBaeMblid B JokyMeHTax RFC 3947,
3948 mexanmsm NAT-T (ot anri. «NAT traversal»), onpenenstormuii uH-
kancymsuuto |KE u IPSec tpaduka B makerst UDP. Ilpu sToMm 3aneiicTBy-
ercst mopT 4500.

3.4. MEKCETEBBIE DKPAHbBI

Mesiccemesoii sxkparn (MD) — 3T0 CpPEACTBO 3aIIUTHI HHPOPMAIIHH,
OCYIIECTBIISIIONIEE AHAIN3 U (MIBTPAIUIO MPOXOAAIINX Yepe3 HEero cere-
BBIX IIAKETOB. B 3aBHCHMOCTH OT YCTaHOBIICHHBIX TPaBIiI MD mpomyckaeT
WIM YHUYTOXKAET IaKEThI, pa3pemnias WIN 3ampernas TaKuM o0pa3oM cere-
BbIe coeluHeHns. MO sBiseTcs KIaCCHUECKUM CPEACTBOM 3aIUTHI IEPH-
MeTpa KOMIIBIOTCPHON CeTH: OH YCTaHABIHMBACTCS HAa TPAHMIEC MEXIY
BHYTpEHHEH (3aluiaemMoii) ¥ BHEIIHEH (IOTEHLUAIbHO OMACHOM) ceTaMu
1 KOHTPOJIMPYET COSAMHEHUS MeXIy y3iamu 3Tux cerell. Ho ObiBaroT n
JpyTHE CXEMBI OAKIIIOYCHHUS, KOTOPBIE OYAyT pacCMOTPEHBI HIXKE.
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AHTIMHACKUI TEepMUH, HCHONB3YeMBIH i oOo3HaueHusT MO —
«firewall». TToaTroMy B nmTepaType MEKCETEBbIC SKPAaHBI HHOTIA TaKKeE
Ha3blBalOT (aifepBon wiu Opanamaysp (Hemeukui TepmuH, aHaiuor fire-
wall).

Kak ysxe 6p110 0TMEUEHO, (PHIBTPANS IPOU3BOIUTCS HA OCHOBAHUH
npaBui. HamGomee GesomacHeIM mpu (OPMUpPOBaHMW TpaBwil s MO
CUUTAETCs MOJXO0J «3alpellieHo Bce, YTO SBHO He pasperieHo». B stom
CIlydae CeTEBOM MaKeT IIPOBEPSIETCS Ha COOTBETCTBUE Pa3pelIalonIiM IIpa-
BHJIaM, a €CITM TaKOBBIX HE Haijercs — oTOpackiBaeTcsa. Ho B HEKOTOPHIX
Clly4asix IpUMEHseTCsI U 00paTHBIA NPHHIMIT: «Pa3pelleHo BCe, YTO SIBHO
He 3ampenieHo». Toraa npoBepka NPOU3BOIUTCS Ha COOTBETCTBHUE 3alpe-
IIAIOIIMM IIpaBHJIaM, U €CJIM TaKUX HE OyZeT HalJeHo, makeT OyxeT mpo-
Ty TIeH.

OunbTpanro MOXXHO MPOU3BOJIUTH HAa Pa3HBIX YPOBHIX 3TaIOHHOM
mojenu cereBoro B3anmoseiictsus OSI. [1o atomy nmpusHaky MO nenstcs
Ha creayromnme kacces [13]:

- SKPAaHHUPYIOIMH MapLIIpyTH3aTOD;

- OKPAHUPYIOIIKI TpaHCTIOPT (IIUTI03 CEAHCOBOTO YPOBHS);

- SKpaHUPYIOMHUH 1UTI03 (IIUTI03 MPHUKJIAIHOTO YPOBHSI).

Oxpanupyrowuti mapwpymusamop (UM NaKeTHbIH QuibTp) QyHK-
LMOHHpPYET Ha ceTeBoM ypoBHe Mozenn OSI, HO 11 BEINOJHEHHUS MTPOBe-
POK MOJKET HCIIONF30BaTh MH(POPMAIMIO W W3 3ar0JIOBKOB IMPOTOKOJIOB
TPaHCTIOPTHOTO YpoBHS. COOTBETCTBEHHO, (IIIBTPAIHS MOXKET IPOU3BO-
JIMTBCS O IP-ajpecaM OTIpaBHUTENS M monydatens, a Takke mo TCP u
UDP mnoptam. Takue MO oTiHuaeT BBHICOKAs MPOM3BOJUTENBLHOCTh U OT-
HOCHTEJIbHAS NTPOCTOTa — (YHKIMOHAIBHOCTHIO MAKETHBIX (HIIBTPOB 00-
JTajaloT cefuac qaxke HanOoJee MPOCThIe M HEOPOTHE aIlliapaTHhIe MapIil-
pyTH3aTOphl. B TO ke BpeMsi, OHM He 3aIlUINAIOT OT MHOTUX aTak, HalpH-
MEp, CBSI3aHHBIX C MTOJAMEHON YYaCTHUKOB COEAMHEHUI.

Llno3 ceancosoeo yposusi paboTaeT Ha CEAHCOBOM YPOBHE MOJENU
OSI u Tarke MOXET KOHTPOJIMPOBATh WH(OPMALMIO CETEBOTO M TpaHC-
MOPTHOTO ypoBHEH. COOTBETCTBEHHO, B JOIONHEHHE K IEPEUNCICHHBIM
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BBIIIIE BO3MOXXHOCTSIM TOJIOOHBI MD MOXET KOHTPOJHUPOBATH MPOIIECC
YCTAaHOBKH COCIMHEHHS M MPOBOIUTH MPOBEPKY MPOXOIAIMINX MAKETOB HA
MIPUHAIICKHOCTD Pa3pEeIICHHBIM COCIHMHCHISIM.

LIn103 npuxiadHo2o ypoeHs MOXKET aHAJM3UPOBATH ITAKETHl Ha BCEX
ypoBHsX mozaenu OSl| oT cereBoro a0 NMPUKIAAHOTO, YTO OOEcCIIeYrBacT
HanboJiee BHICOKUI ypOBEHBb 3alUTH. B JOmONHEHHWe K paHee mepedunc-
JICHHBIM TIOSIBJISTIOTCSI TAKUE BO3MOXKHOCTH, KaK ayTEHTH(HUKAIUS MMOIB30-
BaTelNel, aHaN3 KOMaH MPOTOKOJIOB IPHKIATHOTO YPOBHS, IPOBEpPKa Ie-
penaBaeMbIX NaHHBIX (Ha HaJW4YHe KOMIBIOTEPHBIX BHPYCOB, COOTBET-
CTBHUE MOJINTUKE OC30MMaCHOCTH) | T. 1.

PaccMmoTpum Temeps BOMIPOCH], CBA3aHHBIE C ycTaHOBKOW MO. Ha
puc. 3.12 mpencraBieHBl TUMIOBBIE CXeMBI MojAKmoUeHus M3J. B mepBoM
ciydae (puc. 3.12, a) MD ycraHaBauBaeTCs MOCIE MapIIpyTU3aTopa U 3a-
IIMIIAET BCIO BHYTPEHHIOIO ceTh. Takas cxema MpUMEeHseTCs, eciii Tpe0o-
BaHUS B OOJIACTH 3allUTHl OT HECAHKIMOHMPOBAHHOI'O MEXKCETEBOTO J10-
CTyla MPUMEPHO ONWHAKOBHI JJIsl BCEX Y3JIOB BHYTpeHHe# ceru. Hampu-
Mep, «pa3pemniaTth COCTUHEHUS, YCTaHABIMBAaEMbIE U3 BHYTPEHHEH CETH BO
BHEIIHIOIO, U TIPECEKaTh MOIMBITKHA ITOAKIIOUYEHHUS W3 BHEIIHEH CETH BO
BHYTPEHHIOIO).

B cnyuae ecnu TpeOoBaHMS ISl PA3HBIX Y3J70B PasfiHyHbl (HAMPH-
Mep, HYXKHO Pa3MECTHTh MOYTOBBIA CepBEp, K KOTOPOMY MOTYT IMOJKIIIO-
YaThCs «U3BHEY), OJ00HAS CXeMa YCTAHOBKU MEXKCETEBOT0 YKpaHa HE sB-
JsIeTCsl TOCTaTOYHO Oe3zomacHOW. Ecim B HameM mpuMmepe HapyIIMTENb B
pe3yabTaTe peajn3alldy CETeBOH aTaku MOJIYYHUT KOHTPOJb HaJ yKazaH-
HBIM ITOYTOBBLIM CEPBEPOM, YEPE3 HETO OH MOJXKET IMOIYYHUTh JOCTYIl U K
IPYTUM y3JIaM BHYTPEHHEH CETH.

B mogo6HBIX cimydasix mHOTAA Tiepen MO co3maeTcss OTKPBITHIN cer-
MeHT cetu mpeanpusatus (puc. 3.12,6), a MD 3ammm@aer OCTalbHYIO
BHYTPEHHIOIO ceTh. HemocTaTok JaHHOW CXEMBI 3aKIIIOYAaETCsl B TOM, UTO
MOJIKITFOUEHHS K y3JIaM OTKPBITOTO CerMeHTa MO He KOHTPOIHUPYET.

Bonee mpeamodTuTeNbHEIM B TAHHOM CIIydae SBISICTCS HCIOJIb30Ba-
Hrue MO ¢ Tpems ceTeBeIMHU nHTEpdeiicamu (puc. 3.12, ).
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a) MesxceTeroil
aKpaH

BHyTpeHHsas

CeTb

0) MexkceTeBoii
3KpaH

BHyTpeHHAA

OTKPbITLINA
ceTb

CermeHT

BHewwHsn ceTb

6) MexceTtesoi
aKpaH

BHyTpeHHaA
ceTb

3awmwaembli
OTKPBIThIA
cermeHT (DMZ)

2) MexceTeBoi MexceTeBon
3KpaH 2 3KkpaH 1
MapLpyTuaaTop

almwaemsl
OTKPbITLINA
cermeHT (DMZ

BHyTpeHHsas
ceTb

BHewHss cetb

Puc. 3.12. TunoBble cXeMbl HOIKIIOUEHUS] MEKCETEBBIX IKPAHOB:
a) nojkimouerre M3 ¢ IByMs ceTeBBIMH HHTEphecamMu; 6) MOAKIIIO-
geHre MO ¢ IByMsI CeTEeBBIMU UHTEpQEicaMy TIPH BBIJCIICHUH OT-
KPBITOTO CerMeHTa BHYTPEHHEH ceTH; 6) moakitoueHue MO ¢ Tpems
ceTeBbIMH MHTepdeiicamu; ) noakIroYeHne AByx MO

MD ¢ TpeMms ceTeBbIMH WHTepdelicamMu KOHPHUTYpHUpyeTCS TaKuM
o0pa3zoM, 4TOOBI MpaBWiIa JOCTyNa BO BHYTPEHHIOIO CETh ObLIM Oojee

120



CTPOTHMMH, YEM B OTKDBITBIN CEIMEHT. B To ke Bpems, U Te, U JpyIrHe Co-
€AMHEHUS MOTYT KOHTPOJIUpOoBaTbca MD. OTKPHITHIA CEIMEHT B 3TOM CIIy-
yae MHOTJa Ha3bIBaeTCs «IEMUIUTapU30BaHHON 30HOIH» — DMZ.

Ente 6osiee Hafe)xHOM cUUTaETCs CXeMa, B KOTOPOH IS 3aIUThI Ce-
™ ¢ DMZ 3apeiicTByroTcs JBa HE3aBHUCHMO KOHQUTYpHpyeMbix MO
(puc. 3.12, 2). B atom ciiyuae M3 2 peanusyert Gosee skecTKuii Habop mpa-
BWJI (UIbTpANUy N0 cpaBHeHHIO ¢ MO1. U naxe ycrnenrHas ataka Ha mep-
BBIIt MD He clienaeT BHyTPEHHIOIO CETh 0€33allUTHOM.

B mocnennee BpeMsi cTan MIMPOKO HCIOIB30BATHCS BApHAHT yCTa-
HOBKH TPOrpPaMMHOT0 MO HENOCpPEACTBEHHO Ha 3aIUIIAEMBIH KOMIIbIO-
Tep. MHorma takoii MO Ha3bIBalOT «IepcOHATIBHBIMY». [lomoOHas cxema
MO3BOJIAET 3aLIUTUTHCA OT YIPO3 UCXOAALINX HE TOJIBKO U3 BHEIIHEH CEeTH,
HO 13 BHyTpeHHeH. OcOOEHHO aKTyallbHO MTPUMEHEHHE ITEPCOHANBHBIX MO
Ipyu HENOCPCACTBCHHOM TMOJAKIOYCHUU KOMIIBIOTECpa K HNOTCHUHUAJIBHO
ormacHoOU cetn. Hampumep, npy MOAKITIOUEHUH JOMAITHETO KOMIIBIOTEpa K
WNHTepHer.

3aBepiasg 3TOT pa3zei, XO4YeTcsl OTMETUTh, YTO TeMa 3allMThl MH-
(opManuy B KOMITBIOTEPHBIX CETSIX OYCHb OOMIMPHA X MHOTHE €€ aCIIeKTHI
B TaHHOM paslesie Jake HE 3aTpardBaliich. J[OMOMHUTENbHBIE CBEICHUS
MO JJAHHOH TeMaTHKE MOXHO MOJYYHTh U3 CIELUAIbHON JUTEpaTyphl, B
YaCTHOCTH, U3 M3JIaHUI, IEPEUUCICHHBIX B OMONIHOTrpaduuecKoOM CITHCKE.

4. AHAJIN3 U YITPABJIEHUE PUCKAMHU
B COEPE HH®OPMAIIMOHHON BE30OIACHOCTH

4.1. BBEJEHHUE B IPOBJIEMY

Ienbio aHHOTO paszesna SBISETCS U3YYCHUE COBPEMEHHBIX METOIUK
aHaJwM3a W YIPaBICHUS PHUCKAMH, CBSI3aHHBIMH C MH()OPMAIMOHHOW 0e3-
omacHoctbio (UIB).

Puckom 6 cpepe Wb Oynem Ha3blBaTh MOTEHIUAIBHYIO BO3MOXK-
HOCTh MOHECTH YOBITKHM HU3-3a HapylIeHUs 0€30MacHOCTH MH(OpMAIHOH-
HO#l cuctembl (MC). 3auacTyio HMOHATHE PHUCKA CMELIMBAIOT C MOHATHEM
yrpo3bl, KOTOPOE paccMaTpuBaloch paHee, B pasaene 1.1. Heobxoaumo
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OTMETHUTD, UYTO OT YI'PO3bI PUCK OTJIMYACT HAJININEC KOJINUECTBEHHOU OLICH-
KH BO3MOXXHBIX ITOTEPb M (BO3MOYKHO) OICHKH BEPOSTHOCTH HACTYILICHHS
HEXKEIAaTEIILHOTO COOBITHSL.

Pazbepemcs, 3aueM HyXHO HccienoBath pucku B cdepe Wb, u uto
3TO MOXET JaTh NpH pa3pabotke cucremsl obecnieuenuss b s UC. dns
Tr000ro mpoekTa, Tpedyromero (UHAHCOBBIX 3aTPaT Ha €ro pealn3alluio,
BEChbMa JKeNaTeJIbHO YK€ Ha HAYaJIbHOW CTaIUuM ONPEACIHUTH, YTO MBI OY-
JeM CUHTATh IPU3HAKOM 3aBEpIICHUS padOTH U Kak OyaeM OICHUBATH pe-
3yJIbTaThI MpoekTa. J{Jist 3a1a4, cBs3aHHBIX ¢ obecnieuenneM Wb, 3To Takxke
BECbMa aKTYaJIbHO.

Ha mpaxtrke HanGoJbIee PacIpOCTPAHEHHUE TTOIYYHIN JIBa TIOIX0-
Ja K 000CHOBAHUIO IMPOEKTA MOICHCTEMBI 00eCIIeUeHHsT O€30acHOCTH.

[lepBEIif U3 HUX OCHOBAaH Ha MPOBEPKE COOTBETCTBUS YPOBHSI 3alIllH-
menHoctu UC TpebGoBaHUsIM OJHOTO M3 CTAaHAApTOB B 00JIacTH MH(pOpMa-
MOHHON 0€30MacHOCTH. DTO MOIKET OBITH KJIACC 3aIMIIEHHOCTH B COOT-
BETCTBHU C TPEOOBaHMSIMH PYKOBOASAIINX JOKYMEHTOB [ ocTexxommuccuu
P® (ceituac ato ®CTIK Poccun), npoduns 3amuTel, pa3pabOTaHHBIN B
cooTBeTcTBHH cO craHgaptoMm |1SO-15408 (cm. pasmen 1.5), wim Kakoii-
mbo apyroi Habop TpeOoBaHuil. Torma KpuTepuil AOCTHDKEHUS IIETH B
obyacTi GE30MacHOCTH — 3TO BBHINOJIHEHHE 3aJlaHHOTO Habopa TpeboBa-
Huit. Kpurepuii 3p(heKTHBHOCTH — MUHHMAJIbHBIC CYMMAapHBIE 3aTpaThl
Ha  BBIIOJHEHHE IIOCTAaBICHHBHIX  (YHKIMOHANBHBIX  TPeOOBaHMIA:
>'C; — min , Tae Cj — 3aTpatsl Ha i-€ CPEIACTBO 3aIUUTHI.

OCHOBHO# HEIOCTAaTOK JaHHOTO TOAXOJa 3aKII0YaeTCs B TOM, YTO B
ciiyyae, Korma TpeOyemblil ypOBEHb 3alllMINECHHOCTH JKECTKO HE 3ajaH
(HampuMep, depe3 3aKOHOIaTeIbHBIC TPEOOBaHMsI), ONMPEACTUTE «HAanOoJIee
3¢ GEKTUBHEII» YpOBEHB 3aiuineHHOCTH MC 10CTaTOYHO CII0KHO.

Bropoii moaxon k moctpoeHuto cucteMbl obecniedenus b cBs3an ¢
OILICHKOW M yTpaBlICHHEM pHCKaMHu. VI3Ha4anbHO OH IPOM30IIET U3 MPHUH-
[UIa «Pa3yMHOW JOCTaTOYHOCTHY», MPUMEHEHHOTO K cdepe odecreueHus
Ub. DTOT NpHUHIUI OBITH OMUCAH CIICAYIONINM HA00POM YTBEPKIACHUI:
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- abCONOTHO HEMPEOIOJIMMYI0 CUCTEMY 3alllUThl CO3/IaTh HEBO3MOXK-
HO;

- Heob0XoauMo coOroaaTh OaaHe MEXIy 3aTpaTaMH Ha 3allluTy U IM0-
Ty9aeMbIM 3P PEKTOM, B T. 4. U IKOHOMHUUECKUM, 3aKITIOUAIOIMINMCS B
CHIDKCHHH TIOTEPh OT HapyIICHUH 0€3011acHOCTH;

- CTOMMOCTH CPEJCTB 3alllUThl HE JOJDKHA MPEBBILIATh CTOMMOCTH 3a-
nMIaeMod uHpopManuu (WM APYTHX PECypcoB — AamlapaTHBIX,
MIPOTPaAaMMHBIX);

- 3aTpaThl HAPYIIUTEIS Ha HECAHKIMOHWPOBAHHBIA MOCTYI K WHGOP-
Maluy JOJDKHBI TPEBBIMNATh TOT 3()(eKT, KOTOPBI OH MONyduT,
OCYIIECTBUB MOJIOOHBIN TOCTYII.

Ho Bepuemcs k puckam. B mannom ciydae, paccmatpuBas MC B ee
HCXOIHOM COCTOSIHUH, MBI OIICHUBAeM pa3Mep OKHIAEMBIX MOTEPb OT WH-
[IUJICHTOB, CBS3aHHBIX ¢ HHPOPMAIIMOHHONW 0e30MacHOCThIO (KaK MPaBHIIO,
OepeTcs ompesieTIieHHBIN TIepuoI BpeMeHH, Hampumep, ron). [locne atoro
JIeNaeTCs OLIEHKA TOT0, KaK MpeiaracMble CPeICTBa U MEPhl 00ECICUCHHUS
0e30MMacHOCTH BIIMSAIOT Ha CHU)KEHUE PUCKOB, U CKOJIBKO OHU cTOsT. Ecimu
MIPEICTaBUTh HEKOTOPYIO HIICATBHYIO CHTYAIHIO, TO HIEI0 ITOIX0Aa O0TO0-
pakaet npuBeAeHHBIN Ha puc. 4.1 rpadux [15].

3arparsl A

Oxmaaemsle CyMMapHBIe 3aTparhi

3aTpatel Ha
CcpefcTBa saWmTbl

OMupaemele noTepk
oT aTaK

—

ONTYManeHLIA YpoBeHs 100% YpoBeHb 3aLLMLEHHOCTH

Puc. 4.1. Uneanu3upoBaHHBI rpadiK COOTHOIICHHUS
«3aTpaThl Ha 3aIUTY — OXHUAAEMBIE TIOTEPI»
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ITo Mepe Toro, Kak 3aTpaThl Ha 3alIUTY PACTYT, pa3Mep OKHIaeMbIX
nmoTeps mamaer. Ecmu obe (yHKIMM UMEIOT BHJ, NMPEICTABICHHBIA Ha
puc. 4.1, TO MOXHO ONpPEAeTUTh MUHUMYM (pyHKIHH «OKHIaeMble CyM-
MapHBIE Pe3yJIbTaTh», KOTOPBIA HAM U TpeOyeTcsl.

K coxanennro, Ha MPaKTUKE TOYHBIC 3aBUCUMOCTH MEXY 3aTpaTaMu
Y YPOBHEM 3alIUIICHHOCTH OMPEACIUTh HE MPEICTABISIETCS BO3ZMOXKHBIM,
MO3TOMY AaHATUTHYCCKUHA METOJ OINpPEICIICHUsS MUHHMAIBHBIX 3aTpar B
MPEICTaBICHHOM BHJIC HEIPUMEHHM.

s Toro 49ToOBI MEpPerTH K PacCMOTPEHHIO BOIPOCOB OMMCAHUS
pHUCKa, BBElleM ellle OJHO OmpenesieHue. Pecypcom Wnu akmusom Oyaem
Ha3bIBaTh MUMEHOBaHHBINA dneMeHT MC, uMmeronmii (MaTepuaabHyIO) IeH-
HOCTb H IOJJIEXKAIUI 3aIUTe.

Torma puck MOXeT ObITh WACHTH(UIIUPOBAH CICAYIONUM HabOpOM
napaMeTpoB:

- yrpo3a, C BO3MOKHOM peanu3ainei KOTOpor CBsI3aH JaHHBIA PHUCK;
- pecypc, B OTHOIICHUH KOTOPOTO MOXET OBITh pealli30BaHa yrpo3a

(pecypc MokeT ObITh MH(POPMAIMOHHBIN, AMAPATHBINA, MPOrPaMM-

HBIIA U T. 11.);

- YA3BHUMOCTb, 4Yepe3 KOTOPYK) MOXET OBITh pealn30BaHa TaHHAS
yrpo3a B OTHOILIEHUH IaHHOTO pecypca.

BaxHo Takxke OmpeneiuTh TO, KaK Mbl Y3HACM, YTO HEXKEIATSIHFHOE
coObiTHe TIpon3onnio. [loaTtoMy B mpoliecce ONMHMCAaHUS PUCKOB, OOBIYHO
TaK)Ke YKa3bIBAIOT COOBITHS-«mpueeepsly, SBISIOMNECT WACHTU(OUKATO-
paMI/I pI/ICKOB, HpOI/ISOH_Ie)IHII/IX I OXUOAKOIIHUXCA B CKOpOM BpeMeHI/I
(HampuMep, yBEIHUYCHUE BpeMs OTKJIMKa Web-cepBepa MokeT cBUmETENb-
CTBOBAaTh O MPOM3BOJMMOM Ha HEro OJHOW M3 Pa3HOBUIHOCTEH aTak Ha
«OTKa3 B 00CITy)KUBaHUW).

Hcxons U3 cka3aHHOTO BBINIE, B MPOIIECCE OICHKU PUCKA HAIO OIle-
HUTh CTOUMOCTH yIepOa W 4acTOTy BO3HMKHOBEHUS HEXEJIaTEIbHBIX CO-
OBITHI1 U BEPOATHOCTH TOTO, YTO MOJOOHOE COOBITHE HAHECET YPOH pecyp-
cy. Pa3mep ymep6a oT peanu3anuu yrpo3sl B OTHOIICHHH PECYpca 3aBUCHT
OT CTOMMOCTH pecypca, KOTOPBIH MOoABEpraeTcsi pUCKy, U CTCIIEHH pa3py-
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IIMTEIBHOCTH BO3JICHCTBUS Ha PeCypc, BhIpakaeMoil B BUe K0P PHUIIHCH-
Ta pa3pymuTeabHOCTH. Kak mpaBmiio, yka3aHHBIH KOA(QOUIUEHT JICKUT B
nuanazone ot 0 1o 1. Takum oOpa3om, MosydaeM OLIEHKY IIOTEPH OT pa3o-
BOI1 peasin3aliuyu yrpo3bl, IPeICTaBUMYIO B BUJE IPOU3BEACHU:

Homepu=(Cmoum. Pec.) x(Koagh¢. Pazpyus.). (4.2)

Janee HEOOXOUMO OIICHHUTH YaCTOTY BOSHHKHOBEHHS pacCMaTpuBa-
EMOr0 HEXEeJATeIbHOTO COOBITHS (32 KaKoH-TO (HHKCUPOBAHHBIN MEPHO.
BPEMEHH, HATIPUMED, 3a TOJ) ¥ BEPOSITHOCTD YCIICIIHONW peain3aluu yrpo-
3b1. B pe3ynbTaTe, CTOMMOCTE PHCKA MOKET OBITH BBIUKCIICHA O (hopMyIIe:

Cmoum.Pucka=(9acmoma) x (Beposimu.) x (Cmoum. Pec.) x
x (Kooghgp. Paspyus). (4.2)
[pumepHo Takas (GopMmylia HCIOIB3YEeTCS BO MHOTHX METOJHKAX
aHaJm3a PUCKOB, HEKOTOPHIC M3 KOTOPHIX OYAyT pacCCMOTPEHEI B NAbHEH-
meM. OXumaeMblid yiepd cpaBHUBAETCS C 3aTpaTaMy Ha MEpPhI M CPEICTBA
3aIUTHI, MOCJIC Yero MPUHUMAETCSl PEIICHHE B OTHOIICHUHU JIaHHOTO PHC-
ka. OH MOXXET OBITh:

- TPHHSAT;

- CHIDKEH (HampHMep, 3a CYeT BHEIPEHHS CPEICTB U MEXaHHU3MOB 3a-
[IMTHI, YMEHBIIAIOIINX BEPOSITHOCTH PEATU3AIUH YIPO3bI WK KO3 (-
(UIMEHT pa3pyLINTEIbHOCTH);

- YCTpaHEH (3a CYeT 0TKa3a OT UCIOJIb30BaHHS MOJIBEPKEHHOTO YIPo3e
pecypca);

- TepeHeceH (HampuMep, 3acTpaxoBaH, B pe3yJbTaTe 4Yero B cliydae
peam3anuu yrpo3bl 0€30MaCHOCTH MOTEpH OyIeT HECTH CTpaxoBas
komranwsi, a He Biajaenen UC).

4.2. YHIPABJIEHUE PUCKAMM. MOJEJIb BE3SOITACHOCTH
C ITOJIHBIM IIEPEKPBITUEM

Wnen ynpaBrneHHs puUCKaMH BO MHOTOM BOCXOIST K Moaenwn 0e3-
OIACHOCTH C MOJIHBIM MEPEKPHITHEM, paspaboranHoil B 1970-x rogax [16].
Monenb cucteMbl 6€30MacHOCTH C MOJIHBIM MEPEKPBITUEM CTPOUTCS
HCXOHs W3 TOCTyNaTa, YTO CHCTeMa Oe30IacHOCTH MOJDKHA HMMETh, IO
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KpaiiHeil Mepe, OJHO CPEACTBO s obecreveHus: 0e30MacHOCTH Ha Kax-
JIOM BO3MOXKHOM ITyTH Bo3zaeHcTBus Hapymmrens Ha C. B Mogenu TouHO
OTIpeNeIsIeTCsT KaKaas 00acTh, TpeOYIOIIast 3alUThI, OICHUBAIOTCS CPe-
cTBa obecrieueHus 6€30MaCHOCTH ¢ TOYKH 3peHUs UX 3D (PEKTUBHOCTH B UX
BKJIaJl B oOecrieueHre 0€301MacHOCTH BO BCEH BEIUMCIUTEIBHOM CHCTEME.

Cunraercs, 4TO HECAHKIIMOHMPOBAHHBIN JOCTYN K KaXIOMy U3
MHO>KeCTBa 3aluuiiaeMbix 00bekToB (pecypcos MC) O conpsikeH ¢ HEKO-
TOpol «BenmmunHON yriepOa» mns Buanmenbiia UC, u 3TOT ymepd mMoxer
OBITH OTIpeielieH KOJTHMIESCTBEHHO.

C kaxapIM 00bEKTOM, TPEOYIOIIUM 3alIUThI, CBA3BIBAETCS HEKOTO-
pO€ MHOXKECTBO JCHCTBUM, K KOTOPBIM MOXET MPUOCTHYTh HAPYIIUTEIb
UL TIONYYeHUS HEeCaHKIIMOHHPOBAHHOTO JOCTyma K o0BekTy. [loTeHmu-
QITbHBIE 3J0YMBIIUICHHBIE NEHCTBUS MO OTHOIICHUIO KO BCEM OOBEKTaM
00O ¢opmupyror MHO)ecTBO yrpo3 Wb T. Kaxnaelidi 371eMEHT JaHHOTO
MHOECTBa XapaKTePU3yETCsI BEPOSTHOCTHIO TOSBICHUS.

t Nol

tz 02

03

04

T O

Puc. 4.2. JIBynoabHbIH rpad «yrpo3a—o0bexT)

MHOECTBO OTHOIIEHHH «yTrpo3a—00beKT» 00pa3yeT NBYXIOJbHBIH
rpad (puc. 4.2), B koTopoM pedpo (tj,0j) CYIECTBYET TOTa U TOJNBKO TO-
I7a, KOIJia yrpo3sa ti SBJISIETCSl CPEICTBOM IOIYy4EHHsI JOCTyIa K 0OBEKTy
0. Cnemyer OTMETUTD, YTO CBA3b MEXKAY YIpO3aMH U 00BEKTAMU HE SIBJIS-
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€TCS CBSI3BIO THIA «OJHH K OJHOMY» — YIP0O3a MOXKET PaCIpOCTPAHATHCS
Ha JIF000€ YUCII0 0OBEKTOB, & 00BEKT MOXKET OBITH YSI3BHM CO CTOPOHEI 00-
Jee 4eM OXHOW yrposbl. llemb 3amMTBI COCTOMT B TOM, YTOOBI «Iepe-
KPBITH» KaXJ10€ peOpo JaHHOTO Tpada v BO3ABUTHYTH Oapbep s I0CTyIa
10 ATOMY IIyTH.

3aBepiaeT MOAEIb TPEeTUH Habop, omMChIBarOIIMU cpencTBa obec-
nedeHust 6e3omacHocTH M, KOTOPBIE MCHONB3YIOTCS IS 3allUThl HHPOP-
Mammr B UC. B mpeanpHOM ciydae Kaxkaoe cpeiactBo myeM IOMmKHO
YCTpaHATh HEKOTOpoe pedpo (1;,0)). B meldcTBUTETbHOCTH My BBIIOJIHSET
dbysKMI0 «Oaphepa», obecrieunBas HEKOTOPYIO CTENEHb COMPOTHBIICHUS
MOMBITKAM MPOHUKHOBEHUS. DTO COMPOTUBJICHUE — OCHOBHASI XapaKTepH-
CTHKa, TIpUCYIIas BceM dneMeHTaM Habopa M. HaGop M cpencts obecre-
yeHusi 0e30macHOCTH TpeoOpa3yeT IBYAONBHBIN Tpad B TpPeXIOJbHBIN
(puc. 4.3).

Puc. 4.3. TpexmonsHbIi Tpad
«yrpo3a—cpencTBo 6e30IMacHOCTH—O0BEKT

B 3ammienHoit cucteme Bee pebpa mpencraBisitotes B hopme (ti,my)
u (my,05). JIroboe pedpo B dhopme (1;,0)) onpeneseT He3aULIECHHBINA 00b-
exT. Cineqyer OTMETHTh, YTO OJHO M TO K€ CPEeACTBO obecreueHus Oe3-
OMACHOCTH MOXET IIPOTUBOCTOSATH Peau3aliiy 00Jiee YeM OTHON YIPO3bI U
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(unm) 3ammmaTe 6onee oxHoro oowvekra. OTcyTcTBHE pedpa (t;,0j) He ra-
PaHTHpPYET MOJHOTO oOecredeHus 0e30ImacHOCTH (XOTS HaJMdHe TaKOTo
pebpa aeT MOTCHIUATBHYI0 BO3MOXXHOCTh HECAHKIIMOHHPOBAHHOTO JO-
CTyNa 3a MCKJIIOYEHHEM Cliy4as, KOTAa BEPOSITHOCTH MOSIBJCHHS tj paBHA
HYJIIO).

Janee B pacCMOTpEeHHE BKIIOUACTCS TEOPETUKO-MHOXKECTBCHHAS MO-
JIeNb 3AIUIICHHON CHUCTeMBI — CHCTeMa oOecredeHus Oe30MacHOCTH
Kinemenrca. OHa ONUCHIBAET CHCTEMY B BHJE MATHKOPTEKHOTO Habopa
S={0,T,M,V,B}, rne O — Habop 3anumaemsix 00bekTOB; T — HabOp
yrpo3; M — Habop cpeacTB obecrnevenus OezomacHoctu; V — Habop ya3-
BUMBIX MecT — orobpaxenne TxO Ha HabOp yHIOpSAAOYEHHBIX Map
Vi= (1;,0j), mpexncTaBiIAOmMux co0OH IyTH IPOHHKHOBEHHS B cHCTeMy; B
— Habop OapbepoB — otobpaxenne VXM mmn TXOXM Ha Habop ymops-
JOYEHHBIX Tpoek b;= (1;,05,My), mpeacTaBisomuX co00i TOUKH, B KOTOPBIX
TpeOyeTCs OCYIIECTBIISTh 3aIUTY B CUCTEME.

Takum 00pa3oM, cUCTEMa C MMOJHBIM MMEPEKPBITUEM — HTO CUCTEMA,
B KOTOPOH UMEIOTCS CPEJICTBA 3AIIUTHI HA KAXKIBIH BO3MOXKHBIN MYTh MPO-
HukHOBeHUs. Ecnu B Takoii cucreme 3 (t;,0) €V, To 3 (1;,0,my) €B.

Zlanee MPOU3BOAATCS MONBITKHA KOJIMYECTBECHHO ONPCACIINTL CTCIICHD
0€30I1aCHOCTH CHCTEMBI, COMOCTABIISASA KAXKIOH Jyre BeCOBO# K03 uUIu-
CHT.

Mopenb cucteMbl 0€30MacCHOCTH C MOJIHBIM MEPEKPHITHEM OIUCHIBA-
eT TpeboBaHus K cocraBy mojacuctemsl 3ammThl MC. Ho B Heil He pac-
CMaTpHBAETCS BOMPOC CTOMMOCTH BHEIPSIEMBIX CPEICTB 3aIIUTHI U COOT-
HOIICHUS 3aTpaT Ha 3allUTy | morydaemoro a¢dekra. Kpome Toro, onpe-
JEeTUTh TOJHOE MHOXKECTBO IIyTeil MPOHUKHOBEHUS» B CHCTEMY Ha MPaK-
THKE MOXKET OKa3aThCsl OCTATOYHO CIOXKHO. A UMEHHO OT TOTO, KaK MoJI-
HO OIKCAHO 3TO MHOXKECTBO, 3aBHCUT TO, HACKOJBKO MOJIyYCHHBIH PE3YITh-
TaT OyJeT aleKBaTCH PEeaTbHOMY MOJIOKCHHUIO JICI.
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4.3. YHIPABJIEHUE UHOOPMALIMOHHOUN BE3OITACHOCTBIO.
CTAHIAPTBI ISO/IEC 17799/27002 X1 27001

MexayHapossbie cranmaptbl ISO/IEC 17799 (HoBas Bepcus BbIILIa
nox Homepom 27002) u 27001 mocBsimieHBl BOMPOCaM YIPaBICHUS HH-
(opMaIoHHOH 0€301aCHOCTHIO, M TaK KaK OHM B3aUMOCBSI3aHBI, paccMart-
pHBaTh uX OyaeM B OJHOM pasjele.

B 1995 roay Bpuranckum uHCTHTYTOM cTanmaptos (BSI) 6su1 omy0-
nukoBan ctanaapt BS 7799 Part 1 «Code of Practice for Information Secu-
rity Management» (ua3Banue OOBIYHO TEpPeBOIUTCS Kak «IIpakTHyeckue
MIpaBWJIa YIIpaBIeHUs HHQOPMAIIMOHHOW 0e30IacHOCTHION). Ha ero ocHOBe
B 2000 romy ObuT mpUHAT yxe MexkayHapomubii cranmapt |ISO/IEC
17799:2000 «Information technology. Code of practice for information se-
curity management». Cuemyroriasi JOMOJHEHHAs BEpCHs Oblila MPUHSATA B
2005 roay u obosnauaercs ISO/IEC 17799:2005. A B 2007-M roay naH-
HBIU cTanaapt Obu1 nepensaan mox Homepom ISO/IEC 27002, Kak cnenyer
W3 Ha3BaHUS, OH OMKCHIBAET PEKOMEH/yEeMbIe MEpbl B 00JAaCTH ympaBie-
Hust UHQOPMAIMOHHOW OE30MaCHOCTBIO M, B LIENIOM, HE MpeJHa3HAvaNCsa
IUTS IPOBEJICHUS CepTH(UKAIINY CHCTEM Ha €T0 COOTBETCTBHUE.

B 1999 rony 6buta ony0irkoBaHa BTopas 4acTh crannapra: BS 7799
Part 2 «Information Security Management Systems — Specification with
guidance for use» (Cucremsl ynpaBieHus HHPOPMAIMOHHON Ge30macHo-
CThIO — CliemU(UKAINK ¢ PYKOBOJCTBOM IO MCIIONB30Banui0). Ha ero 6a-
3e ObuT pazpadoran crangapt ISO/IEC 27001:2005 «Information Technol-
ogy. Security techniques. Information security management systems. Re-
quirementsy», Ha COOTBETCTBHE KOTOPOMY MOXKET MPOBOJMUTHCS CEepTU(HU-
KaIus.

B Poccun wa nmansbeiii MomeHT aeiictByroT crangaptel [OCT P
HNCO/MBK 17799-2005 «udopmarmonnas texuonorus. [Ipaktudeckue
MpaBWIa yIpaBieHUs WHGOPMAIIMOHHON 0e30macHOCThIO» (ayTEHTUYHBIN
nepesoxa ISO/IEC 17799:2000) u TOCT P UCO/MBK 27001-2006 «1u-
(hopMartnoHHas TEXHOJIOTHA. MeTOJBI U cpelcTBa obecriedyeHus Oesormac-
HocTH. CHCcTeMBbl MEHEKMEHTa HHPOpMaIMOHHON Oe3omacHocTH. Tpedo-
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BaHws» (mepesoxa ISO/IEC 27001:2005). HecMoTps Ha HEKOTOpHIE BHYT-
PEeHHME PAacXOXCHU, CBSI3aHHbBIE C Pa3HBIMU BEPCHUSAMH U OCOOCHHOCTSIMU
NepeBosia, HaJIMYMe CTaHJapTOB IMO3BOJISET NMPHBECTH CHUCTEMY YIIpaBie-
HUSl ”HPOPMAITMOHHOKW 0E30MacCHOCThI0 B COOTBETCTBUE MX TPEOOBaHUSIM
, IPU HEOOXOIMMOCTH, CEPTHPHUIIMPOBATE.

4.3.1.TOCT P UCO/M3IK 17799:2005 «AHpopmManmoHHas
TexHosorus. [lpakTuyeckue npaBusia ynpasjaeHust HHGOPMALUMOHHOK
0€301aCHOCTHIO»

Paccmotpum teneps copepxkanue cranaapra MICO/MOK 17799 [17].
Bo BBemeHnm ykaspIBaeTCs, UTO «MH(OPMAIS, TOAICPKUBAIOIINE €€
IPOIIECCH, MHPOPMAITHOHHBIE CHCTEMBI U CeTeBasi HHPPACTPYKTypa SBIIs-
IOTCSI CYILIECTBEHHBIMU aKTHBaMH opraHuzanuu. KoH(uaeHIUanIbHOCTS,
LEJIOCTHOCTh U JOCTYMHOCTb MH(OPMAILMU MOTYT CYIIECTBEHHO CHOCO0-
CTBOBaTh OOECTICYCHUIO KOHKYPEHTOCIIOCOOHOCTH, JUKBUAHOCTH, TOXOI-
HOCTH, COOTBETCTBHUS 3aKOHOJATENBCTBY H JIEIOBON PEIyTallii OpraHu3a-
1y, TakuM 0o0pa3oM, MOKHO TOBOPHUTH O TOM, YTO AAHHBIN CTaHAAPT
paccMaTpuBaeT BONPOCH MHGOPMALMOHHON 0€30IacCHOCTH, B TOM YHCIIE,
U C TOYKH 3pEHUSI SKOHOMHYECKOTO d(PPeKTa.

YKa3bIBalOTCSl TPH TPYMIEl (PaKTOPOB, KOTOPHIE HEOOXOIUMO YUH-
TBIBaTh NPH (HOPMHUPOBAHUM TpeOOBaHMN B 00JacTH HMH(GOPMAIMOHHOU
6e30macHOCTH:

- OLIEHKa pUCKOB opraHuszaunuu. IlocpeacTBoM OLEHKH PUCKOB IIPOUC-
XOJUT BBISIBJICHHE YTPO3 aKTHUBaM OpraHU3alliy, OLIEHKa YS3BUMOCTH
COOTBETCTBYIOIINX aKTUBOB M BEPOSTHOCTH BO3HUKHOBEHHUS yTPO3, a
TaKXXe OLIEHKA BO3MO>KHBIX IOCIIEACTBUI;

- IOpUANYECKUE, 3aKOHOAATENIBHBIC, PEryJUPYIOIUE U JIOTOBOPHBIE
TpeOOBaHUs, KOTOPBIM JOJDKHBI YAOBIETBOPSTH OpraHMU3alLusl, ce
TOPTOBBIE MAPTHEPHI, TOAPSTINKH U TIOCTABIIUKH YCIIYT;

- cnenu(UYECKUil HAOOp MPHUHIIUIIOB, IIeNiei U TpeOoBaHMM, pa3pabo-
TaHHBIX OpTaHU3allueil B OTHOIIIEHUH 00paboTKH HH(OpMaIny.
ITocne Toro kak ompezeneHbl TpeOOBaHMs, HIAET 3Tall BBIOOpa H

BHEJIPEHHST MEPONPHATHI O YIPaBICHUI0 MH(OPMAIIMOHHOH Oe30macHo-
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CTBIO, KOTOpBIE O0ecredaT CHIKEHHE PUCKOB JI0 NPUEMIIEMOTO YpPOBHSI.
Br160p MeponpusTHii IO yrpaBiIeHHI0 HHYOPMAIIMOHHON 0€30I1acHOCTHIO
JIOJDKEH OCHOBBIBATHCA HAa COOTHOIICHWH CTOMMOCTH HX pean3anuy, 3¢-
(eKTa OT CHIKCHHUS PHCKOB U BO3MOXHBIX YOBITKOB B CIIydae HapylICHUS
6e3onacHoct. Taxke cienyeT MPUHUMATh BO BHUMaHUE (PaKTOpHI, KOTO-
pBle HE MOTYT OBITh NPEJCTaBIECHB B ACHEKHOM BBIPAXXEHUH, HAIIpUMeED,
MOTEpIO pemnyTanyuy. Bo3MOXHBEIH NepedeHb MEPONPHUATHI MPUBOIUTCS B
CTaHZapTe, HO OTMEYAETCs, YTO OH MOXET OBITh IOTIOJNHEH WIH CHOPMHU-
POBaH CaMOCTOSATEIEHO UCXOS U3 MTOTPEOHOCTEH OpraHu3aIui.

Kparko mepeunciuM pasjesibl CTaHIApTa W MpeaiaraeMble B HHX
MeponpusTHs 1Mo 3amuTte nHpopmanuu. [lepBas ux rpynma kacaercs mo-
mutuku Oe3omacHocTH. TpebyeTcs, uToOBl OHa ObLIa pa3zpaboTaHa, yTBep-
JKJIeHa PYKOBOJCTBOM OpTaHW3aIlNH, H3/IaHa U JOBEeIeHA 0 CBEICHHS BCEX
coTpyAHUKOB. OHa JOJDKHA ONPENesATh HOPSIIOK paboThl ¢ MH(OpMAITH-
OHHBIMH pecypcaMH OpTraHU3aIMU, OOSI3aHHOCTH U OTBETCTBEHHOCTH CO-
TpyIHHUKOB. [loJMTHKA MEPHOANYECKH MNepecMaTpUBaeTCs, Y4TOObI COOT-
BETCTBOBATh TEKYIIEMY COCTOSIHUIO CUCTEMBI 1 BBISIBIICHHBIM PHCKaM.

Crenyrommii pa3zes 3aTparuBaeT OpraHU3aI[IOHHEIC BOIPOCHL, CBSI-
3aHHBIE ¢ oOecrieueHneM HHQOpMaIMoOHHON Oe3omacHocTd. CTaHIapT pe-
KOMEHJTyeT CO3/IaBaTh YIPABIISIOIINE COBETHI (C y4acTHEM BBICILIETO PYKO-
BOJICTBa KOMITaHWH) JJIsl YTBEPIKIEHHS MOJIUTHKH 0E30IT1aCHOCTH, Ha3Hade-
HUSL OTBETCTBEHHBIX IIHII, PaclpelesieHHsT 00SI3aHHOCTEH W KOOPAMHAINN
BHEIPCHUST MEPOTIPUATHI 110 YIpPaBICHUIO HH()OPMAIIMOHHOW Ge30TacHo-
CThIO B OpraHU3allvu. Taxoke JOJIKCH OBITH OITHCaH mpouecc IMoJIydYeHUus
pa3spelIeHuil Ha MCIONb30BAaHUE B OPTaHU3AIMU CPEACTB 00pabOTKU HH-
¢opMamu (B T. 4. HOBOTO NPOTPAMMHOTO OOECIICUCHHUS W amlmapaTypsl),
9TOOBl 3TO HE MPUBEIO K BOZHHKHOBEHHIO MpPOOJIEM ¢ 0e30IacHOCTEHIO.
Tpebyercst onpeaenuTs U MOPSAAOK B3aUMOJCHCTBUS C IPYTHMH OpTraHU3a-
IISIMU TI0 BOIIpocaM MH(OPMAIIMOHHOW 0€3011aCHOCTH, IPOBEICHUS KOH-
CyNbTallMi C «BHEIIHHMH» CIICIHAIUCTAMH, HE3aBHCHUMOH IPOBEPKH
(aynura) nHGOpPMAIIMOHHOW 0€30MIaCHOCTH.
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IIpu mpenocraBneHNH AOCTYNA K HH(OPMALMOHHBIM CUCTEMaM CIIe-
[HATHCTaM CTOPOHHHX OpTaHM3allMi HEOOXOAMMO 0C000e BHUMAHHUE Ye-
JUTh BompocaMm Oe3omacHOCTH. JlokHa OBITh MPOBEACHA OLIEHKA PHCKOB,
CBSI3aHHBIX C PAa3HBIMU TUNIAMH JOCTyMa ((QU3MUECKUM MM JIOTHYECKHUM,
T. €. YAaJICHHBIM) TaKUX CIICIHAIHUCTOB K Pa3IMYHbIM pecypcaM OpraHu3a-
nun. HeoOXoquMOoCTh TIpeIoCTaBIeHUs TOCTYIa NOJDKHA OBITh 000CHOBA-
Ha, a B JIOTOBOPHI CO CTOPOHHHMMH JIMIAMH M OPTaHU3AIUSMH JTOJDKHBI
OBITh BKJIIOYEHBI TpeOOBaHMsI, Kacaronuecs COOIIOJCHUS TOJUTHKU 0e3-
OITACHOCTH. AHAJIOTUYHBIM 00pa3oM TpeiaraeTcsl MoCTymarh U B Cllydae
IPUBJICYCHUS] CTOPOHHUX OpraHu3auuii k obpaborke mHpOpMaruu (ayT-
COpCHHTa).

Crnenyronuidi pa3ien CTaHJapTa IOCBANICH BOIPOCaM KiIacCU(pUKa-
M W YIpaBlieHUs akThBaMu. [|Jig oOecrieueHus] WHPOPMAIIHOHHOW Oe3-
OMACHOCTH OpraHU3aIy HEOOXOAUMO, YTOOBI BC€ OCHOBHBIC HH(OpMAIIH-
OHHBIC AKTHUBbBI GLIHI/I yLITeHLI 158 3aerHJ'I€HLI 3a OTBETCTBCHHBIMU BJIaJACJIb-
namu. Hawate npeanaraercst ¢ mpoBelneHUs WHBCHTapu3aliu. B kauecTBe
puMepa IPUBOJUTCS CICAYIONas KIacCU(PUKAINS aKTHBOB!

- wuHpopMmannoHHble (6a3bl JaHHBIX W (aliabl JAHHBIX, CHCTEMHAs 10-
KyMEHTAIUs U T. 1.);

- mporpamMMHoe obecrieueHue (PUKIAAHOE MPOrpaMMHOE oOecrede-
HUE, CHCTEMHOE IMPOrpaMMHOE OOecleueHe, WHCTPYMEHTAIbHBIC
cpezncTBa pa3pabOTKU ¥ YTHIINTEL);

- (usuyeckre akTUBBI (KOMITBIOTEpHOE 000pya0BaHKe, 000PyIOBaHKE
CBSI3U, HOCUTENIN UHPOPMAITHH, APYTOe TEXHUIECKOe 000pyTIOBaHuUE,
Me0enb, TOMEIICHH );

- ycayrd (BBIYHMCIMTEIbHBIC YCAYTH M YCIYTH CBSI3H, OCHOBHBIC KOM-
MYHaJIbHBIC YCIYTH).

Hamee mpemnaraercss kiaccuuuupoBaTh HHGOPMAIIUIO, YTOOBI
ONPEACTUTh €€ MPUOPUTETHOCTh, HEOOXOJAUMOCTh M CTEIICHb €€ 3alllUThI.
[Ipu 5TOM MOXHO OICHUTH COOTBETCTBYIOIIYIO MH(POPMALHUIO C YUETOM
TOTO, HACKOJBKO OHA KPHUTHYHA JJIsI OpPraHU3allid, HANPUMEpP, C TOYKU
3peHusi 00ecIeveHUs €€ EeJIOCTHOCTH | JocTymHocTH. [locne aToro mpen-
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Jaraercsi pa3paboTaTh U BHEAPUTH MPOLEAYPY MapKUPOBKU MPH 00paboT-
ke uHdopmanmu. s Kakaoro ypoBHS KiacCU(UKAIMK CIIEAYET ONpe/e-
JSITH TPOLEAYPHI MAPKUPOBKH, JJISI TOTO YTOOBI YUECTh CIECTYIONINE THITBI
00paboTku nHpOpMALIKK:

- KOIHMPOBAHUE;

- XpaHCHUE;

- mepenady mo nodre, GakcoM U ANMEKTPOHHOH IMOYTOM;

- mepenady rojoCcoM, BKIOYas MOOWIbHBIA Teae()OH, FOJIOCOBYIO MO-

4Ty, aBTOOTBETYHKH;

- YHUYTOXCHHE.

Pa3znen 6 paccmMarpuBaeT BOpOCH! 0€30MAaCHOCTH, CBSI3aHHBIE C Iep-
conaoM. CTaHAapTOM OIpenenseTcs, YTOObl 00SM3aHHOCTH IO COOIIOMe-
HUIO TpeOOBaHMIA 0€30MaCHOCTH paclpeaessUIMCh Ha CTaIuu oa00pa mnep-
COHaJla, BKIIIOYaJIUCh B TPYAOBLIC NOTOBOPBI, U MPOBOJUIICA UX MOHHUTO-
PHUHT B TEUCHHE BCEro nepuonaa paboThl COTpyIHHKA. B yacTHOCTH, Ipu
MpHeMe B MOCTOSIHHBINA IITAT PEKOMEHIYETCS] MPOBOIMUTEH MPOBEPKY MOI-
JMHHOCTH TIPEICTABISEMBIX TPETEHACHTOM JOKYMEHTOB, TIOJIHOTY M TOY-
HOCTh pe3lOMe, MpeCTaB/sieMble MM peKOMeHjaaluu. PexkoMeHmyercs,
4TOOBI COTPYIHHUKU MOIKCHIBAIM COTJAIICHHE O KOH(UICHIHATBHOCTH,
YBEOMJISIFOILIEE O TOM, Kakas HHGOPMAaIUs SIBISETCS KOHGUIACHIINATBHOM
WK cekpeTHo. JlomkHa OBITH ONpe/eNicHa TUCIUIUTHHAPHAS OTBETCTBCH-
HOCTH COTPY/HHUKOB, HAPYIIUBIIKX TTOJUTHKY U TMPOIEIYPbI 0€30I1aCHOCTH
opranuzanuu. Tam, rae He0OXOJUMO, 3Ta OTBETCTBEHHOCTDH JOJDKHA CO-
XpaHAThCS U B TEUEHHE ONPEAEICHHOTO CPOKa MOCIe YBOJIbHEHHS C pado-
THI.

[Monp3oBareneit HEOOXOMUMO 00y4YAThH MpOIeAypaM 0e30IIacCHOCTH U
MIPaBIIBHOMY HCIIOJIB30BAaHHIO CPEACTB 00paboTky MHGMOpMALUH, YTOOBI
MHHHUMHU3UPOBATh BO3MOXHBIE pUcKH. Kpome Toro, moynkeH ObITh ompejie-
JIeH TOpSJ0K MH(MOPMHUPOBAaHUS O HApYIICHHSX WHQOpPMAIMOHHOW Oe3-
OITACHOCTH, C KOTOPBIM HEOOXOAUMO 03HAKOMHTD MEPCOHAN. AHAIOTUYIHAS
mporenypa IOJDKHA 33J€HCTBOBATBCS B CIy4asXx cOOEB MPOrpaMMHOTO
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obecrieuenus. [lonoOHBIe MHINMACHTH TpeOyeTCs PEerUCTPUPOBATH U IPO-
BOJIUTH WX aHAJN3 JUIS BBISBICHHUS TIOBTOPSIFOIIUXCS MTPOOIIEM.

Crnenyrommii pa3men CTaHAapTa IMOCBAMICH BOMpOcaM (DU3MYECKOM
3aIUTHl ¥ 3aIIUTHl OT BO3JIEHCTBUS OKPY’KAIOIIEW Cpenbl. YKa3bIBaeTCs,
YTO «CpeACTBa 0OPaOOTKYM KPUTHYHOW MM BRKHOU CiTy)eOHOHM nH(pOpMa-
UM HEOOXOIMMO pa3MeliaTh B 30HAaX 0€30IacHOCTH, O0O03HAYCHHBIX
OTIPEICICHHBIM MIEPUMETPOM 0E30IaCHOCTH, OOJAJAFOIIIM COOTBETCTBY-
IONIMMHU 3alIUTHBIMH OapbepaMy W CPeICTBaMH KOHTPOJII MPOHHKHOBE-
HUS. OTH 30HBI TOJDKHBI OBITH (DPM3MUECKH 3aIHIICHBI OT HEAaBTOPH30BaH-
HOTO JIOCTYyIa, MOBPEKIAEHUS U Bo3aecTBUs». KpoMe opranuzanuu KOH-
TPOJISL TOCTYIIA B OXPAHSAEMBIC 30HBI, TOIKHBI ObITh OMPEACICHBI MOPSAIOK
MIPOBEICHUS B HUX PaboOT U, MPpH HEOOXOJUMOCTH, MPOIETypHl OpraHU3a-
MU JIocTyna moceTtuteiei. HeoOxoauMo Takke obecrieunBaTh Oe3omac-
HOCTh 000pyMOBaHUS (BKJIIOYAs W TO, YTO HCIOJIB3YETCS BHE OpraHu3a-
IIMM), YTOOBI YMEHBIINTh PUCK HEABTOPH30BAHHOTO IOCTYIA K JAHHBIM U
3alIMTUTh WX OT MOTEpH Wiu HoBpexaeHus. K 3Toit ke rpymnme tpedosa-
HUI OTHOCUTCS 00OeCIIeueHNe 3alIuTHl OT COOEB IMEKTPOMUTAHKS U 3allu-
TBHI KaOenmpHOH ceTtn. Takke MODKEeH OBITh ONMpEeAesCH MOPSAOK TeXHHYe-
CKOTO O0OCTyXHBaHMsI O00OpYIOBaHWsI, YUYUTHIBAIONIMKA TpeOoBaHUS 0e3-
OIACHOCTH, U TIOPSIIOK O€30MacHON YTUIIM3AIMH WIH MOBTOPHOTO UCIIOb-
30BaHMs 000pymoBaHus. Hanpumep, ciucpiBaeMble HOCUTENU JAHHBIX, CO-
JepKalire BaKHYI0 HHPOPMALINIO, PEKOMEHTyeTCs] PH3MIECKH pa3pyIaTh
WIH TIepe3anchiBaTh 0e30macHsIM 00pa3oM, a HE HCIOJIbh30BaTh CTaH-
JIapTHBIE (QYHKIUN YAAJICHUS TaHHBIX.

C [CJIbI0 MUHHUMHU3AIHUKU PHUCKAa HCABTOPU30BAHHOI'O AOCTYyIIa WA
MOBPEXKICHUS OYMa)KHBIX JOKYMEHTOB, HOCHUTEICH NAaHHBIX U CPEICTB 00-
pabotku WHGOPMALUU PEKOMEHIYETCS BHEIAPUTH IIONUTHKY «IUCTOTO
CTONa» B OTHOIIEHHH OyMaXKHBIX IOKYMEHTOB W CMEHHBIX HOCHUTEIEH
JAHHBIX, a TAK)KE MOJUTUKY «UHCTOTO 3KpaHa» B OTHOIICHHUU CPEACTB 00-
pabotku uHpopManmu. O6opynoBaHue, UHGOPMAIMIO HIH IIPOrPAMMHOE
o0ecreueHne MOXHO BBIHOCHTH M3 MOMEIICHHI OPraHU3alldil TOJBKO Ha
OCHOBAaHHUH COOTBETCTBYIOIIETO pa3pelICHNUSI.

134



Haspanue paznena 8 — «YnpaBieHue mepenaycii JaHHBIX U orepa-
OUOHHOU NEesTeTbHOCTEIO». B HeM TpeOyercs, 9ToObI ObIIH yCTAaHOBICHBI
0053aHHOCTH W TIPOLEAYPHI, CBS3aHHBIC C (DYHKIMOHUPOBAHHEM BCEX
cpenctB oopadotku mHopmanuu. Hanmpumep, MOKHBI KOHTPOJIHPOBATH-
Csl U3MCHEHUS KOH(PUTYpalliu B CPEICTBaX M CHUCTeMax 00paOOTKH WH-
¢dopmanuu. TpebOyercs: peann3oBaTh MPUHIUIN Pa3rpaHUYCHUS OOSI3aHHO-
CTell B OTHOIICHHH (DYHKIMU YIPABICHHS, BBITOTHEHUS OMPEICICHHBIX
3a11a4 ¥ 00J1acTeil.

Pexomenmyercst mpoBecTH pasmeneHue cpell pa3padOTKH, TECTHPO-
BaHWS M TPOMBIIUICHHOW SKCIUIyaTallid MPOrpaMMHOTO 00ecHeueHHUs
(ITO). IlpaBuna mepesoma IIO u3 cratyca pazpabaThiBaeMOro B CTaTyc
MIPUHATOTO K KCILTyaTalluH JOJDKHEI OBITH ONPEeNICHBl H TOKYMEHTAIBHO
0(OPMIICHBI.

ZIOHOIIHI/ITCJ'IBHLIG PUCKH BO3HHUKAIOT MNPHU MPUBJICUCHUN CTOPOHHUX
HOJPSIYUKOB ISl YIPABIEHHsI cpeAcTBaMu 00padoTku uHpopmanuu. Ta-
KHE€ PUCKH JOJDKHBI OBITh MICHTU(DHUIIMPOBAHEI 3apaHee, a COOTBETCTBYIO-
e MEPOTPHSITUS O YIPABICHUIO HHOOPMAIIMOHHOW 0€30MaCHOCTHIO
COTJIaCOBAHBI C MOAPSAIAKOM U BKIIFOUCHBI B KOHTPAKT.

s obecrieueHnss HEOOXOUMBIX MOITHOCTEH 1m0 00paboTke W Xpa-
HEHUIO0 MH(POPMAIUK HEOOXOJUM aHAIHM3 TEKYIIUX TPeOOBaHWH K MPOU3-
BOJIUTEIFHOCTH, a TAKXKE MPOTHO3 Oy IyIIUX. DTH MPOTHO3BI JODKHEI YIU-
TBIBaTh HOBBIC ()YHKIIMOHAIBHBIC W CHCTEMHEIC TPEOOBaHUS, a TaKKe Te-
KYIINE U IePCIIEKTUBHBIC IJIAHEI Pa3BUTHS HHOOPMAIIMOHHBIX TEXHOJIOTHIA
B opranmzauuy. TpeOoBaHMA U KpUTEPUH IS NPUHATUS HOBBIX CHUCTEM
JOJDKHBI OBITH YETKO OIPEEIICHbI, COTIACOBAHBI, TOKYMEHTAIBHO 0(OpM-
JICHBI U ONIPOOOBAHBL.

HeoOxomumo mprHUMATh MEpBI MPEIOTBPALICHUS U OOHAPYKEHUS
BHEJIPCHUS BPEAOHOCHOTO NMPOrPAMMHOTO 00ECIICUEHHsI, TAKOT0 KaK KOM-
IBIOTEPHBIC BUPYCHI, CETEBBIC «UCPBUY», TPOSHCKUEC KOHW» U JIOTHYECKHE
60MOBI. OTMeUaeTcs, 4TO 3alluTa OT BPEIOHOCHOTO MPOrpaMMHOTO o0ec-
MIeYEHHsI JIOJDKHA OCHOBBIBATHCSI HA TIOHUMAHUH TpeOOBaHUN Oe30IMacHO-
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CTH, COOTBETCTBYIOI[MX Mepax KOHTpOJII JOCTyNa K CUCTEMaM W HaJyie-
XKallleM yIpaBIeHNH NU3MEHEHUSIMHU.

JloimkeH OBITH OmpesesieH MOPSI0K MPOBEACHHS BCIIOMOTAaTENbHBIX
OTIepaIiii, K KOTOPBIM OTHOCHUTCS PE3epBHOE KOIMPOBAHHE ITPOTPAMMHOTO
obecrniedeHus U TaHHBIX, PETUCTpAIHs COOBITUH U OMIMOOK U, TJIe He00X0-
JMMO, MOHHUTOPHHI COCTOSHMS alllapaTHBIX CPencTB. MeponpusTus 1o
PE3epPBUPOBAHUIO Ul KKAOH OTIAEIBHOW CHCTEMBI JOJDKHBI PETyJISIpHO
TECTUPOBATHCS JJIsI 00ECIIeUCHNsT YBEPEHHOCTH B TOM, UTO OHH yIOBIIE-
TBOPSIFOT TPEOOBaHUAM IUIAHOB IO OOECIICYCHHUIO HETIPEPHIBHOCTH OWM3HE-
ca.

Jnst obecrieuennsi OezomacHOCTH MH(OpPMAalMKM B CETSAX M 3aIUTHI
MOIIEPKUBAIOIIEH HHPPACTPYKTYPHI TpeOyeTcs BHEAPSHUE CPEICTB KOH-
TpoIst 0€30MaCHOCTH ¥ 3aIIUTa HOIKIIOYCHHBIX CEPBUCOB OT HEABTOPU30-
BaHHOT'O JIOCTYIIA.

Oco0oe BHMMaHHWE yJIENsIeTcs BOmpocaMm Oe30MacHOCTH HOCHTENEH
nH(pOpPMALUK PAa3INYHOIO THIA: JOKYMEHTOB, KOMIBIOTEPHBIX HOCHUTEIEH
nHdopmanun (JICHT, TUCKOB, KaCCET), TaHHBIX BBOJIa/BBIBO/IA  CHCTEMHOM
JOKYMCHTAIlUd OT IOBPEXICHUH. PekoMmeHmyeTcss YCTaHOBHTH MOPSIOK
WCTIOJIb30BAaHMS CMEHHBIX HOCHTENeH KOMIBIOTepHOH mH(popmanuu (To-
PAIOK KOHTPOJIS COAEPIKMMOTO, XpaHEHHsI, YHUYTOXEHHS U T. 11.). Kak yxe
OTMEYaJoCh BBIIIE, HOCUTEIN HHPOPMAIIUH 110 OKOHYaHUH HCIIOIb30BaHUS
CIIeyeT Halle)KHO U 0e3011acHO YTHIU3UPOBATE.

C nenpro obecredeHns 3amUTh HHPOPMALIUN OT HEaBTOPHU30BAHHO-
IO PacKpBITHS WM HENPaBUIILHOTO HCIIOIb30BaHUS HEOOXOJUMO OIpese-
JUTH MPOIEaypsl 00pabOTKH U XpaHEHUs HMH(opManmu. DTH MPOLEAYpHI
JOJDKHBI OBITH pa3pabOTaHBl ¢ YU4ETOM KaTerOpHpoBaHUS MH(GOPMAIMU U
JeCTBOBAThH B OTHOIICHUN JTOKYMEHTOB, BEIYHCINTEIBHBIX CHCTEM, CETel,
IIEPEHOCHBIX KOMITBIOTEPOB, MOOMIBHBIX CPENCTB CBSI3H, MOYTHI, pEUEBOU
MOYTHI, PEYCBOM CBS3U BOOOIIE, MYJIBTUMEIUHHBIX YCTPOUCTB, HCIIOJIB30-
BaHUs (DAKCOB U JHOOBIX APYIMX BaKHBIX OOBEKTOB, HapuMep, OIaHKOB,
4eKoB M cueToB. CHCTEMHas JOKyMEHTAaIUs MOXKET COJep)KaTh OIpere-
JICHHYIO BaYKHYIO HH(POPMALIHIO, TOITOMY TOXKE JOJDKHA 3alIHUIIATECS.
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IIpouiecc obMena wHpoOpManuel U MpOrpaMMHBIM OOECIIEYeHUEM
MEXTy OpPTaHM3alUsAMH JIOJDKEH OBITh IO KOHTPOJIEM M COOTBETCTBOBATH
JEeHCTBYIONIEMY 3aKOHOAATENbCTBY. B wacTHOCTH, MOMDKHA 00ecnednBaTh-
csi Oe3omacHOCTh HOcHTENeH MH(OpMAaNWK IpU IMEPECBUIKE, OIpeeiieHa
MOJIMTHKA MCIOIB30BAHMS AJICKTPOHHOM MOYTHI U 3JIEKTPOHHBIX O(HCHBIX
cucteM. Cnenyer ynensaTh BHUMaHHE 3aIUTE I1€I0CTHOCTH MH(pOPMAINH,
OITyOJIMKOBAaHHOW 3JIEKTPOHHBIM CIIOCOOOM, HampuMep, WH(OpMAaIMK Ha
Web-caiire. Taxke He0OXOAWM COOTBETCTBYIOIINHM (hOpMaTN30BaHHBIN
MpoIlecC aBTOPH3AINH, MPEXIe 4eM Takas WHpopMmamus OymeT craenaHa
001IeT0CTYTHOM.

Crenyrommii pa3fes cTaHAapTa IOCBAIIEH BOIPOCaM KOHTPOJIS J10-
cryna. B Hem TpeOyercs, 9To0BI MpaBmiIa KOHTPOJISI JOCTYIIA U IIpaBa Kax-
JIOTO TIOJIE30BATENsI WIIM TPYHIIBI MOB30BATENICH OJHO3HAYHO OMpEaeis-
JHUCh TONUTHUKONW Oe3omacHocTH. Ilonp3oBaTenu M IMOCTaBIIMKH YCIYT
JOJI’KHBI OBITh OITIOBCIICHBI O HCOGXOIII/IMOCTI/I BBITIOJTHCHUA JaHHBIX TpE-
OoBaHUH.

[lpm wcnonb30BaHUM MAapONBHON ayTeHTH(HKAMH HEoOX0AnMO
OCYIIECTBJISATh KOHTPOJb B OTHOIIEHUH Iapoiied mosp3oBaTeneid. B gact-
HOCTH, TTOJIb30BATENH JOJDKHBI MOAMICEIBATE JOKYMEHT O HEOOXO0IUMOCTH
COOJIIO/ICHNUS MTOJTHOM KOH(pUICHIMAIBHOCTH Hapojiel. Tpebyercs obecme-
YUTh 0€30IaCHOCTH IMPOIIEcca TOJTydEeHHUs MapoJIs I0JIb30BaTeIeM H, eCIIU
9TO WCTONB3YeTCsl, YIPABICHNUS MOIB30BATEISIMI CBOUMH TTAPOJIAMU (TIpH-
HyIUTEJIbHAsI CMEHA MapOJIs TIOCIIe IIEPBOTO BXO/Aa B CHCTEMY H T. II.).

,ZIOCTyH KaK K BHYTPECHHHM, TaK U K BHCIIHHM CCTCBBIM CCpPBHCaAM
JOJDKEeH OBITh KOHTpoJMpyeMbIM. [losbp30Barensim cienayer oOecrieuuBaTh
HETIOCPEICTBEHHBII TOCTYII TOJBKO K TEM CepBHCaM, B KOTOPBIX OHH OBUTH
aBTOpu30BaHbl. Oco00e BHUMaHHE JIOJDKHO YINATHCS MPOBEPKE MOIIIHH-
HOCTH yIAJICHHBIX TIOJb30BaTenei. McXomst M3 OLCHKH pPHCKa, BaXXHO
OTIPEIICITUTH TPEOYEMBIil YPOBECHB 3aIIUTHI ISl BHIOOpa COOTBETCTBYIOIIETO
MeToJla ayTeHTU(QHKauu. Tarke J0/DKHa KOHTPOJMPOBAThCs Oe3omac-
HOCTb UCIIOJIb30BAHUS CETEBBIX CITYXKO.
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MHorue cetreBbie U BBIYMCIMTEIILHBIE YCTPOﬁCTBa HUMCIOT BCTPOCH-
HBIC CPEACTBA yOANICHHON NTHArHOCTHKH WM yIpaBieHus. Mepsl obecrede-
HUs 0€30MACHOCTH JAOJDKHBI PACIIPOCTPAHATHCS U Ha 3TH CPEACTBA.

B ciyuae, korzma ceTd HCIOJNB3YIOTCS COBMECTHO HECKOJIBKUMH Op-
raHU3alUsIMH, JOJDKHBI OBITh ONpEJeeHbl TPSOOBAHUS MOJUTHUKH KOH-
TPOJIL JOCTYIA, YYUTHIBAIOIIUE 3TO OOCTOSATENBCTBO. TakkKe MOXKET IO-
TpeOOBaThCS BHEIPEHUE JOMOJHUTEIEHBIX MEPOIPHSITUN MO yIPABICHHIO
MH(OPMAITMOHHON 0e30MacHOCThIO, YTOOBI OTPAHUYMBATH BO3MOXKHOCTH
MOJIb30BATENeH 10 MMOICOSTHHEHHUIO.

Ha ypoBHe omnepanyoHHOH CHCTEMBI CJIEAYET HCIOJIb30BaTh Cpej-
CTBa MHGOPMAIMOHHON 0E30MaCHOCTH Il OTPaHUYCHHS JOCTYIA K KOM-
MBIOTEPHBIM pecypcaM. DTO OTHOCHUTCSA K HICHTU(DHUKAINU U ayTCHTU(U-
Kal[K TePMUHAJIOB | MOJIb30BaTelNeil. PekoMeHyeTcs, 4To0bI BCE MOJb30-
BaTC/IM UMCJIM YHUKAJIbHBIC I/IJICHTI/I(bI/IKaTOpI)I, KOTOpPbIC HC JOJDKHBI CO-
ACPXKATh MNPHU3HAKOB YPOBHS MNPUBUICTHU I10JIb30BATEIIA. B cucremax
VIIPaBIICHHS TAPOJIEM JIOJDKHBI OBITH MPenyCcCMOTpeHbI () (eKTUBHBIC WH-
TepaKTUBHBIC BO3MOKHOCTH IMOACPKKA HEOOXOAUMOTO UX Kadectsa. HMc-
MOJIb30BAHUE CUCTEMHBIX YTHIIMT JOJDKHO OBITh OIPaHHYCHO W TINATENb-
HBIM 00pa30M KOHTPOJIUPOBATHCS.

XKenatenbHO TpemxycMaTpUBaTh CUTHAN TPEBOTM HA Cilydai, Korma
I0JIb30BaTeIb MOXKET CTAaTh OOBEKTOM HACHIHS' (€CIH TAKOE COOBITHE
OIICHMBAEeTCs Kak BeposATHoe). IIpu 3ToM HEoOXOJMMO ONpPEIeTUTh 00s-
3aHHOCTH U MPOIEyPbl PEarkpOBaHUs Ha CUTHAI TAKOW TPEBOTH.

TepMuHaIbIl, 00CTYKUBAIOIINE CUCTEMBI BHICOKOTO PHCKA, MPH pas-
MCHICHHUU HX B JICTKOAOCTYIIHBIX MECTaX MOJDKHBI OTKJIHOYAThCSA IOCIIC
OTIPENICIICHHOTO TIePHOo/ia UX Oe3ACHCTBHS U MPEIOTBPAIICHHS TOCTYIIA
HEaBTOPU30BAHHBIX JHI. Takke MOXKET BBOIHUTHCS OTPaHUYCHHE IIEPHOIa
BPEMEHH, B TEUECHHE KOTOPOTO Pa3pelleHbl TOICOSAMHEHHS TEPMHHAIIOB K
KOMITBEOTEPHBIM CEpBHCAM.

! B kauecTBe mpuMepa MOXKHO HA3BaTh TAPOJIH JUIS BXOAA IO MPHHYKICHH-
em». Ecitin monp3oBaTens BBOAUT TakOW Mapoib, CHCTEMa OTOOpaXkaeT Mporecc
OOBIYHOTO BXOJa IOJIB30BATENIA, TIOCIIE Yero MMUTHpYeTca cOoil, uToObI Hapy-
IIUTEIN HE CMOIJIU MOIYYUTh JOCTYI K JaHHBIM.
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Ha ypoBHe mpumoxeHUil Takke HEOOXOAMMO MPHUMEHATh MEphI
obecnieyeHust HHPOPMaMOHHOH Oe3omacHOCTH. B wacTHOCTH, 3TO MOXET
OBITh OTpaHHYCHHE ITOCTYIA IS OMpPEICICHHBIX KAaTErOpHil MOJh30BaTe-
neit. CucteMbl, 00pabaThIBAIOIINE BAXKHYIO MH(POPMAIIHIO, JTOJDKHBI OBITh
obecrniedeHbl BBIICTICHHOHN (M30TMPOBAHHOM ) BEIYUCITUTEIBHON CpeIon.

Jns oOHapyKEHUS OTKJIOHEHUS OT TPeOOBaHMIA MTOJUTHKH KOHTPOIIS
JOCTyIa ¥ 00eCIeveHus JOKa3aTeIbCTBA HA CITydail BRISBICHUS WHITHICH-
TOB HapymeHus] HHOOPMAIMOHHON 0€30IaCHOCTH HEOOXO0IUMO TTPOBOIUTH
MOHHTOPHHT CHCTEMBI. Pe3ynbpTaTel MOHHTOPHHTA CIEAYET PETYISIPHO
aHaNIM3UPOBaTh. JKypHall ayiuTa MOXKET MUCIIOJIb30BaThCS JUIS pacclieloBa-
HUSI MHITUICHTOB, MO3TOMY JOCTATOYHO BAKHOW SIBJISCTCS IMPaBHIbHAS
yCTaHOBKA (CHHXPOHM3ANS) KOMIIBIOTEPHBIX YacoB.

[Ipu wcnonp30BaHUM TEPEHOCHBIX YCTPOWCTB, HalpuMep, HOYyTOY-
KOB, HCO6X0211/IMO NPpUHUMATL CHEUUAJIBHBIC MCPbI HpOTHBOHCﬁCTBHH
KOMIIPOMETAINH CIyXeOHOoH uHpopmManmu. Heobxomumo mpuHATH (op-
MaJIN30BAHHYIO MOJIUTHKY, YIUTHIBAIOIIYIO PUCKH, CBS3aHHBIE C paboTOil ¢
MIEPEHOCHBIMH YCTPOHCTBAMH, B 0OCOOCHHOCTH B HE3aIIMIIIEHHOH cpere.

Jecsthrit pa3men crannapra HaspiBaeTcs «Pa3paboTka u o0CiTyKUBa-
HHUE CUCTeM». YK€ Ha dTare pa3paboTKku WHPOPMAITMOHHBIX CUCTEM HE00-
XOJUMO 00ecredyuTh y4eT TpeOoBaHuil 6e30macHOCTU. A B MPOLECCE 3KC-
IUTyaTalldl CHCTEMBI TpeOyeTcs MpeaoTBpallarh IOTepH, MOAH(UKAINIO
W HETIPaBWJIHHOE MCIIONB30BaHKE TT0JIE30BATEIbCKAX JaHHBIX. 1151 3TOTO
B MIPHUKJIAJIHBIX CHCTEMAaX PEKOMEHIYETCS IPEAYCMOTPETH ITOATBEPKICHHE
KOPPEKTHOCTHU BBOJA W BbIBOJAa JAHHBIX, KOHTPOJIb 06pa6OTKI/I JaHHBIX B
CUCTEeMe, ayTEHTH(UKAIMIO COOOIICHUH, MPOTOKOJIUPOBAHUE ACHCTBUI
MTOJIL30BATEIIS.

Ons obecriedeHnst KOHPUICHINATEHOCTH, EIOCTHOCTH U ayTCHTH-
(bMKanMu JaHHBIX MOTYT OBITH HMCIOJB30BaHbl KPUNITOTpahUIECKHE Cpell-
CTBA 3aIIUTHI.

Baxknyto poip B mporiecce 3aiuThl HHGOpMay urpaer odecrnede-
HUE [EJIOCTHOCTH MPOrpaMMHOTO obecrieueHus. UTOOBI CBECTH K MUHU-
MyMy TIOBPEXKICHHUS WH(POPMAUOHHBIX CHUCTEM, CIEAYET CTPOro KOHTPO-
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TUpOBaTh BHeApeHHe H3MeHeHHWU. [leproanuecku BO3HUKAET HEOOXOIU-
MOCTh BHECTH HM3MEHCHUS B OICPAI[OHHBIC CHCTEMBI. B 3THX cirydasx
HEOOXOIUMO TIPOBECTH aHAIN3 U MPOTECTUPOBATEH MPUKIIATHBIC CUCTEMEI C
1eJIbl0 00ecIieueHnsl YBEPEHHOCTH B TOM, YTO HE OKa3bIBACTCS HHUKAKOIO
HeONMaronpusATHOTO BO3JCHUCTBUS Ha WX (YHKIIMOHHUPOBaHWE M Oe3omac-
HOCTh. Hackombko BO3MOXKHO, TOTOBBIE IMTAKETHI MIPOTPAMM PEKOMEHIYETCSI
HCIOJIb30BaTh 0€3 BHECCHUS H3MCHCHH.

CBs13aHHBIM BOIMPOCOM SIBIISICTCS MTPOTUBOJICUCTBUE «TPOSIHCKHM)
MporpaMMaM M HCIIOJIb30BAHHIO CKPBHITHIX KaHAIOB yTeuku. OTHUM U3 Me-
TOJIOB MPOTHBOJACHCTBUS SIBIICTCS UCIOJIb30BAHUE MPOrPAMMHOTO 00ec-
MICUCHHS, MOJYICHHOTO OT JOBEPEHHBIX MOCTABIIUKOB, WU KOHTPOJb Ile-
JOCTHOCTH CHCTEMEL.

B ciyuasix, xorma aasi pa3pabOTKH MIPOrpaMMHOIO 0OecreueHus
IMPUBJICKACTCA CTOPOHHSA OpraHu3alusd, HeO6XOJII/IMO npeayCcMoTpeTh ME-
PbI IO KOHTPOJIIO Ka4€CTBA U MPABUJIBHOCTH BBIIIOJTHEHHBIX pa60T.

Crenyronmii pa3fen CTaHAapTa IOCBSIIEH BOIPOCAM YIIPABICHHS
HETPEPHIBHOCTRI0 Om3Heca. Ha HavaidpbHOM dTame MpeAroaracTcs HcH-
TU(QUITUPOBATH COOBITHS, KOTOPBIE MOTYT OBITh NMPUYHHOW IpEPHIBAHHS
Ou3Hec-mpoIeccoB (0TKa3 000pyMOBaHMsI, TIOkKap M T. 1.). [Ipu 3TOM HyX-
HO TIPOBECTH OILICHKY IOCIJIE/ICTBHH, MOCHE Yero pa3paboTarh IUIaHBI BOC-
CTaHOBIICHHS. AJICKBATHOCTH IUIAHOB JOJDKHA OBITH MONTBEPKICHA TECTHU-
pOBaHKEM, a CaMH OHHU JOJDKHBI IEPHOIHUUYECKU [IEPeCMaTPUBATHCS, YTOOBI
YUYHUTHIBATH IPOUCXOISIIHNE B CHCTEME H3MEHEHHSI.

3aKIIOYUTENLHBIA pa3esl MOCBSAIIEH BOMPOCaM COOTBETCTBHS TpPe-
O0oBaHusAM. B mepByr0 odepenn, 3TO KacaeTcs COOTBETCTBHS CHUCTEMBI U
MopsiIKa ee IKCIUTyaTaluu TpeOOBaHUAM 3aKkoHOmaTenbcTBa. Cioga OTHO-
CATCS BOTIPOCHI COONIONICHHS aBTOPCKOTO TpaBa (B TOM dYHCIE, HA TPO-
rpaMMHOe oOecrieueHue), 3alluThl MEPCOHATLHOW WH(popMaIu (COTpyI-
HHUKOB, KIIMCHTOB), [IPEAOTBPALICHHS HEIIEIEBOI0 UCIIOIb30BAHUS CPE/ICTB
o0pabotku wHpopMaruu. [IpH HCHONB30BaHUHM KPHITOIPAPHUSCKIX
CPE/CTB 3aIUTH WH(POPMALUKN, OHU JOJDKHBI COOTBETCTBOBATH JICHCTBY-
IOIIEMY 3aKOHOAATEeNbCTBY. TaKkke JOKHA ObITh JOCKOHAJIBHO Mpopabo-
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TaHa Tpollenypa cOopa J0Ka3aTeNbCTB Ha Cily4ail cyaeOHBIX pa3bupa-
TENILCTB, CBA3aHHBIX C MHIUACHTAMU B o0JacTH Oe3omacHOCTH MH(OpMa-
OUOHHOW CHCTEMEI.

Camu nHGOPMAIIMOHHBIE CHCTEMBI JOJDKHBI COOTBETCTBOBATH ITOJIU-
THKEe 0€30IaCHOCTH OpTaHU3alluH U HCIOIb3YEeMBIM CTaHaapTaMm. besomac-
HOCTh MH(POPMALUOHHBIX CHCTEM HEOOXOIMMO PETYISIPHO aHAU3UPOBAThH
Y OLICHHUBATh. B TO ke BpeMs TpedyeTcs coOoaaTh Mepbl 6€30MacCHOCTH H
IIpH TIPOBEICHUH ayauTa Oe30MacHOCTH, YTOOBI 3TO HE IPUBEIO K HeXela-
TEJNFHBIM TIOCIEACTBUSAM (HampuMep, cOO KPUTHIECKH BaKHOTO cepBepa
W3-3a IPOBEICHUS TPOBEPKH).

[MomBoMs UTOT MOXKHO OTMETHTH, UYTO B CTaHAAPTE PACCMOTPEH M-
POKHH KpPYT BOIPOCOB, CBSI3aHHBIX C OOecIiedeHHeM Oe30TacHOCTH WH-
(hOPMALIMOHHBIX CHCTEM, U TIO PsIy HAMpPaBICHUI MAIOTCS MPAKTHYECKHE
peKOMEHAaIHH.

4.3.2.TOCT P UCO/M3K 27001-2006 «Uupopmannonnas
TexHoorusi. Metoabl U cpeacTBa obecrneyeHns 6e30MaCHOCTH.
CucreMbl MeHe:KMeHTa HH(OPMAIMOHHOI 6€30IaCHOCTH.
TpebdoBanus»

PazpaboTrunku cTangapTa OTMEYAroT, 9TO OH OBLIT MOATOTOBJICH B Ka-
YeCcTBE MOJAEIH Ui pa3pabOTKH, BHEAPEHUs, (YHKINOHUPOBAHUS, MOHU-
TOPHHTA, aHAJIN3a, TIOAJCPKKU U YIYYIICHHsS CHCTEMbl MEHE/PKMECHTA HH-
¢dopmarmonHoit 6e3onacuoct (CMUB). CMUB (anra. — information se-
curity management system; ISMS) ompenensieTcss Kak 4actb OOIIeH CH-
CTeMBl MEHEIKMEHTa, OCHOBAHHAs Ha WCIOJIH30BAaHHMH METOJOB OIICHKU
OW3HEC-PUCKOB ISl Pa3padOTKH, BHEAPEHUs, GYHKIIMOHUPOBAHUS, MOHH-
TOPHHTA, aHAJIN3a, TOAJEPIKKU U YIIydIeHuss HHGopMaIoHHOW Ge3omnac-
HocTH. CHCTeMa MEHEDKMEHTa BKJIIOYaeT B ce0s OpraHW3allMOHHYIO
CTPYKTYpY, MOIUTHKHU, ACATEIFHOCTD 110 IUIAHUPOBAHUIO, paclpeelicHue
OTBETCTBEHHOCTH, MIPAKTUIECKYIO NEATEIHHOCTD, IPOLEAYPEI, IPOIECCH 1
pecypehl.

CranzapT mpearnosaraeT UCIoIb30BaHUE TPOLECCHOTO TTOIX0a A1
pa3paboTKH, BHeApeHUs, obecriedeHns (pyHKIMOHUPOBaHUS, MOHUTOPHH-
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ra, aHanusa, noajaepxku u ynyumenuss CMUb oprannszanuu. OH OCHOBaH

Ha Monemu «IlmanmpoBanue (Plan) — OcymectBnenne (Do) — IIpoBepka

(Check) — [eiictBue (Act)» (PDCA), koTopasi MOKeT ObITh NPHMEHEHA

MpH CTPyKTypupoBaHuu Bcex mpomeccoB CMUB. Ha puc. 4.4 nokasaHo,

kak CMUB, ucnonb3yst B kKadecTBe BXOJHBIX JAaHHBIX TpeOoBanus Wb u

OXUAACMBIC PE3YJIbTATbl 3aMHTCPCCOBAHHBIX CTOPOH, C MOMOIIBIO HE0O-

XOJUMBIX JAEUCTBUM U IpoHeCcCOB BbIAACT BBIXOAHBIC JAHHBIC IO PE3YJib-

TaTtaMm obecriedeHUs] WHPOPMAITMOHHOW 0€30TaCHOCTH, KOTOPHIE COOTBET-

CTBYIOT 9THM TPEOOBAHHUSAM H OKUAAEMBIM pE3yIbTaTaM.

3auHTepe-
COBaHHBIE Inanuposanue
CTOPOHBI
P PazpaboTka
CMUB <
Ocymecmeﬂeﬁrue /[eticmesue
TpeGoBanus Brenpenue u [onnepxka u
U OKHjae- || (yHKIIMOHUPO- yIIy4IIeHUe
MBI€ Pe3yIb- Banne CMUb CMUB
TaThl B 00J1a- 4
cru b
[IpoBenenue
MOHUTOPHUHTA U
ananu3za CMUB
IIposepka

Puc. 4.4. Oransl noctpoenus u ucnonab3oanus CMIUb

3anHTepe-
COBaHHbIC
CTOPOHBI

Ympasnse-
Mmas b

Ha srane «Paspabomka cucmemuvl MeHeOHCMEHMA UHDOPMAYUOHHOU

bezonacrHocmuy OpraHusanus A10JKHA OCYHIECTBUTD CICAYIOMICE:

- ompeneiuTh 001acTh U rpanuibl neicteus CMUB;

- ompenenutb nonutuky CMUB Ha OCHOBE XapaKTEpUCTHK OW3Heca,

OpraHM3alliy, €€ pa3MelIeHUs, aKTUBOB U TEXHOJIOTHH;
- OIpelneIuTh MOJIXO K OIIEHKE PUCKA B OpTaHU3aIlUH,

- HUOCHTU(HUIHUPOBATH PHUCKH,
- TpOaHAIU3UPOBATH U OLEHUTH PUCKH;

- OIpEAEIHTH U OLICHUTDH PA3IMYHBIC BAPHAHTHI 00pPaOOTKH PUCKOB,;
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BBIOPATh LIENH M MEPHI yIIPaBIeHUS AJIs1 00pabOTKU PUCKOB;
HNOJIY4YUTh YTBEPXKAEHHE PYKOBOACTBOM IPEAINONAracMbIX OCTaTO4Y-
HBIX PHCKOB;

MOJTYYUTh Pa3pelieHne PyKOBOJCTBA HA BHEAPEHUE U HKCILTyaTallUIo
CMUB;

noAroToBuTh [lonoxeHne o MPUMEHUMOCTH.

Otan «Buedpenue u QyHKYuOHUposanue cucmemsvl MeHeoNCMeHma

ungopmayuonnoli  6e3onacHocmuy TPEANONATaeT, YTO OpTaHU3aIHs

JOJDKHA:

pazpaboTarh miaaH 0OpabOTKM PUCKOB, OIPENEISIFOIIMNA COOTBET-
CTBYIOIINE ACUCTBUSA PYKOBOJCTBA, PECYPCHI, O0S3aHHOCTH M NPHO-
PHUTETH B OTHOIICHUH MEHEKMeHTa prckoB Ub;

peann30BaTh IJIaH 00pabOTKU PUCKOB IS TOCTYKEHISI HAMEUCHHBIX
Heseil ynpasiieHus, BKIIOYAIOIIUI B ceOs BOMPOCH (pUHAHCHPOBA-
HUSI, a TaKXKe pacipezencHue GyHKIMNA 1 00I3aHHOCTEH;

BHEJIPUTH BEIOpaHHBIE MEPHI YIIPaBICHNUS;

OIIPEAEUTh CIIOCO0 U3MEPEHHs pe3yIbTaTHBHOCTH BBIOPaHHBIX Mep
YIpaBIICHUS;

peann30BaTh MPOTPaMMBI IO OOYYEHHUIO W TTOBBIIICHUIO KBATHU(HKA-
LU COTPYAHUKOB,;

ynpasisaTh paboroit CMUB;

yrpaBisaTh pecypcamu CMUB;

BHEAPHUTH TPOLEAYPHl U IPyTHEe MEpHI YIPaBICHUS, 00CCIICUNBAIO-
e ObicTpoe oOHapyxkeHue cobbiTrii b 1 pearnpoBanue Ha WHITU-
JIEHTHI, cBsI3aHHEIC ¢ 1b.

Tpernii atan «/Iposedenue mMonumopunea u aHaiu3a cucmemvl me-

HeOdocMenma ungopmayuonHol bezonachocmuy Tpedyer:

BBIIIOJHATH IPOLIEAYPbl MOHUTOPUHIA U aHAIN34,

MPOBOJIUTH PETYISIPHBIN aHau3 pe3yiabTaTuBHocTH CMUB;
U3MEPATh PE3yNbTaTUBHOCTh MEp YIpaBJICHUs Al IPOBEPKU COOT-
BeTcTBUs TpeboBanusm Ub;
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nepecMaTpuBaTh OIIGHKH PUCKOB 4Yepe3 yCTAHOBIICHHBIC MEPHOJIbBI
BPEMEHH, AHAJIU3UPOBATh OCTATOYHBIE PHUCKU M YCTaHOBJICHHBIE
MpUeMJIEMblEe YPOBHU PUCKOB, YUUTHIBas U3MEHEHHUS;

npoBoauTh BHyTpeHHue aynutel CMUDB depe3 ycTaHOBIEHHBIE Tie-
PpHOJIbl BpEMEHH;

PeryJsipHO MPOBOAMUTH PYKOBOJACTBOM opraHu3zaiuu ananu3s CMUbB B
LENAX TOATBEPKACHUS aJCKBATHOCTH ¢¢ (YHKIUOHUPOBAHUSI U
onpezeNneHus HallpaBJIEHUI COBEPILIEHCTBOBAHUS;

00HOBIATE TuIaHB! Wb ¢ yueToMm pe3ynbTaToB aHAN3a H MOHUTOPHH-
ra;

perucTpupoBarTh ASHCTBUA U COOBITHS, CIOCOOHBIE MOBIHUATH HA pe-
3yIBTATUBHOCTE Win (yHKInonupoBanne CMUB.

W makonen, stan «/loddepoicka u ynyuuienue cucmemvl MEHeOH C-

Menma ungopmayuonnol 6e3onacHocmuy TMpearnonaraeT, 4To OpraHu3a-

oy JOJDKHA PETYIISIPHO MPOBOAUTD CIICAYIOINUE MEPOIIPUATHUSA:

BBISIBIISITH BO3MOXHOCTH yayuueHuss CMUB;

MpeANpUHAMATh HEOOXO0ANMBIE KOPPEKTUPYIOIINEe U Hpenynpexaa-
IOIIHe AeHCTBHS, UCIIOIF30BATh HA MPAKTHKE OIIBIT IT0 00ECICYSHHUIO
Wb, nony4eHHbI Kak B COOCTBEHHON OpraHHM3alliH, TaK U B JPYTUX
OpraHu3anusix;

nepesaBaTh MOAPOOHYI0 MH(OPMALIUIO O JEHCTBUSAX IO YIYUIICHUIO
CMUB BceM 3amHTEpECOBAHHBIM CTOPOHAM, MPH 3TOM CTENEHb €€
JeTaNN3alii JIOJDKHA COOTBETCTBOBATH OOCTOSTENBCTBAM M, MpPHU
HEOOXOIMMOCTH, COTJIaCOBLIBATH JalIbHEHIIINE NEHCTBHUS;
oOecrieunBaTh BHenpeHue yiydmenuii CMUB nnst moctuxeHus 3a-
IUTAHUPOBAHHBIX LENeil.

Janee B cranAapTe NMPUBOAATCSA TPEOOBAHMS K JTOKYMEHTAIMH, KOTO-

pas ToJDKHA BKIIHOYATh ToJiokeHus noiautukn CMUDB u onucanne obna-

cTH (PyHKIIMOHMPOBAHHUS, OTIMCAHUE METOAUKU U OTYET 00 OLIEHKE PHCKOB,

I1aH 00pabOTKU PUCKOB, JOKYMEHTUPOBAHUE CBSI3aHHBIX Ipouenyp. Tax-

e JOJDKEH OBbITh OIpeselieH mpolece ynpasneHus qokymentamu CMUB,

BKJIIO‘{aIOH.II/Iﬁ AKTyaJIn3anuio, UCII0JIb30BAHUEC, XPAHCHNE N YHUYTOKCHHUEC.
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s mpemocTaBieHUs] CBUACTENBCTB COOTBETCTBHUSI TPeOOBAaHUAM M
pe3yabpTaTUBHOCTH (pyHKIMOHUpoBaHuss CMUB HeoOXogumMo BecTH H
MOJIICPKUBATh B PaboOvYeM COCTOSHHU YYETHBIC 3allCH W 3aIllCH O BEI-
MIOJTHEHUH ITPoIeccoB. B kauecTBe MpUMEpOB HA3BIBAIOTCS JKypPHAJIBI PErH-
CTpaIMy TOCETUTENIeH, OTIETHI O pe3yIbTaTax ayIuTa H T. II.

CrangapT ompeneiser, 4YTo0 pyKOBOJCTBO OpraHM3allMd OTBETCTBEH-
HO 3a obeclieueHne 1 ynpaBieHue pecypcamu, HeoOXOUMBIMU 1Jis CO37a-
aus CMUB, a Takxe opraHu3aiuio moAroTOBKY MEPCOHANa.

Kak yxe panee oTMedanoch, OpraHu3anys J0JDKHA B COOTBETCTBHH C
YTBEP)KIACHHBIM I'paMKOM IIPOBOJAUTH BHyTpeHHue ayautel CMUB, mos-
BOJIAIOIIUE OIICHUTH €€ (PYHKIMOHAIBHOCTh U COOTBETCTBUE CTaHIAPTy. A
PYKOBOJCTBO JOJDKHO IIPOBOAUTH aHATHM3 CHCTEMBI MEHEIKMEHTa HH(POP-
MAaILIMOHHON 0€3011aCHOCTH.

Taxke JOJKHBI TPOBOJAUTHCS PaOOTHI IO YIYUIICHUIO CHCTEMbI Me-
HE/DKMEHTa MH(POPMAIIMOHHONW 0€30TaCHOCTH: TIOBBIIICHUIO €€ Pe3yibTa-
TUBHOCTH M YPOBHS COOTBETCTBUSl TEKYLIETO COCTOSIHUS CHCTEMbI U
MPeNbABISEMbIM K HEl TpeOOBaHUAM.

B npunoxxeHnu K cTaHAapTy NMEPEUNCISTIOTCS PEKOMEHAYEMBIE MEPHI
yIpaBlieHHsI, B3ATbIe M3 paHee paccMmoTpeHHoro cranmapra ISO/IEC

17799:2005.

4.4, METOAUKU ITOCTPOEHUSA CUCTEM
SAIIUTBI UTHOOPMALIUU

4.4.1. Mopaeaw Lifecycle Security

Ponb aHanm3a pHCKOB Ui CO3JAHUS KOPIOPATHBHOW CHUCTEMBI 3a-
HUTHI KHPOPMALIUK B KOMITBIOTEPHON CETH MPEANIPUSATHS MOXKHO HATIISII-
HO MoKasaTh Ha npuMepe mozenn Lifecycle Security [19] (HazBanue MoK-
HO TIEPEBECTH KaK <« KH3HEHHBIM IUKI 0€30MacHOCTH»), pa3paboTaHHOM
KOMITaHUeH Axent, BHOCIIEACTBUH MPHOOPETEHHOM Symantec.

Lifecycle Security — 310 0000mIeHHas cXemMa MOCTPOCHUS KOM-
TJIEKCHOM 3aIUTHl KOMIIBIOTEPHOU CETH MPEANPUATHS. BBINOIHEHNE OIH-
ChIBAEMOT'0 B Heil Habopa MpoIeyp MO3BOJISIET CHCTEMHO PeliaTh 3a/1auu,
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CBsI3aHHBIE C 3aIMUTON MH(GOPMAIMHU, M JaeT BO3MOXKHOCTh OLEHUTH 3(-
(eKT oT 3aTpadeHHBIX CPeACTB M pecypcoB. C 3TOH TOYKH 3peHUs, UIE0-
norus Lifecycle Security MoxeT OBITH IPOTHBOIIOCTABICHA TAKTUKE TO-
YEYHBIX PEIICHHI, 3aKII0YAIOMIECHCS B TOM, YTO BCE YCHIIHS COCpEIoTa-
YHBAIOTCS HA BHEJPEHHUH OTICIBHBIX YACTHBIX PEIICHUH (HampuMep, Mex-
CETEeBBIX IKPAHOB WM CHCTEM ayTEHTH(HKALUH M0Ib30BaTeIeH 10 CMapT-
kaptaMm). be3 npeaBapuTenpHOrO aHATU3a U TUIAHUPOBAHUS TIOJ00HAS TaK-
THKA MOKET MPUBECTH K TOSBICHUIO B KOMITBIOTEPHOW cHCTeMe Habopa
Pa3pO3HEHHBIX MPOTYKTOB, KOTOPBIE HE CTHIKYIOTCS APYT C JAPYTOM M He
MO3BOJIIOT PELIUTh NMPOOJIeMBbI MpeAnpHusITus B chepe nHPOpManrOHHON
0e30IacHOCTH.

Lifecycle Security Bkirouaet B ceOst 7 OCHOBHBIX KOMIIOHEHTOB, KO-
TOpBIE MOKHO paccMaTpUBATh KaK 3Talbl MOCTPOSHHS CHCTEMBI 3aIllUTHI
(puc. 4.5).

2. AHanu3 pucKkos

7.PazpaboTka
MeToa0B
pearvposaHma u
naaHos
BOCCTaHOBAEHMWA

3.Crpaternye-
CKUI NnaH
noCTPOeHnA

CUCTEMbI 3aLLMTHI

1.Monntmkm
6e3onaHocTy,
cTaHAapThl,
npoueaypbl 1
MeTpUKK

4 .Bbibop u
BHEAPEHWe
pewenuia

6. MOHUTOPUHT
3alMThI

5.06y4eHue
nepcoHana

Puc. 4.5. Kommonentsr mogenu Lifecycle Security

Honumuxu 6e3onacnocmu, cmanoapmul, NPoOYeoypvl U MempuKu.
OTOT KOMIIOHEHT OIpeNessieT paMKH, B KOTOPBIX OCYILECTBIISIFOTCS MEpO-
NpHUATHS IO 00ecreYeHn0 0e30MacHOCTH MH(MOPMAIUH, U 33JaeT KPUTe-
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PHUH OLICHKH TOJIyYeHHBIX pe3yiabTaToB. CTOMT OTMETHUTh, YTO IIOJ CTaH-
JapTaMy 37eCb IOHHMAKOTCSI HE TOJNBKO IOCYJAPCTBEHHBIC U MEXIyHa-
POIHBIE CTaHAAPTHI B cepe MHHOPMAITMOHHON 0€3011acHOCTH, HO U KOp-
HOPaTHBHBIE CTAHIAPTHI, KOTOPBIE B PsAE CIy4acB MOTYT OKa3aThb OYEHb
CYILECTBEHHOE BIMAHHIE HA CO3JaBaeMyI0 CHCTEMY 3aIllUThl HH(OPMAIUN.
Taxoxe X04eTcst OCTAHOBUTHCS Ha 00S3aTEIIbHOM BBEJICHUH METPHUKH, M03-
BOJISIFOIIIEH OLIEHWTH COCTOSIHHE CHCTEMBI JI0 M II0CIe NMPOBEAEHHS padoT
o 3ammre nHGopMmaruu. MeTprka omnpesernsier, B 4eM U Kak H3MepsAeTCs
3aMMINEHHOCTh CHCTEMBI, U TIO3BOJISIET COOTHECTH CHAENAHHBIE 3aTPaThl U
HOJTy4eHHBIH 3¢ deKT.

Ananusz puckoe. DTOT 3Tall SIBISIETCS OTIPABHOM TOYKOM Ui ycTa-
HOBJIEHHS U TTOAAEPXKaHUS dPPEKTUBHOTO YIIPABICHHS CHCTEMOH 3allUTHI.
[lpoBenenne aHannM3a PUCKOB TO3BOJSET MOAPOOHO OMHCATh COCTaB U
CTPYKTYpy HH()OPMAIMOHHOW CHCTEMBI (€CJIN M0 KaKUM-TO MPHUUHAM 3TO
He OBUIO CENaHO paHee), PAacIOI0KUTh UMEIOILINECS PECYPCHI IO MPUOPH-
TeTaM, OCHOBBIBASICh HA CTEIEHH MX BAXXHOCTH JUI1 HOPMAJIBHOH pabOTHI
MIPEATIPUSATHS, OLEHNUTH YIPO3bl M MISHTU(PHUIIPOBATE YSA3BUMOCTH CHCTE-
MBI

Cmpamezuyeckuii nian NOCMpoeHus cucmemsl 3auwumsl. Pe3ynpra-
Thl aHAIM3a PUCKOB UCIIOJIB3YIOTCA KaK OCHOBA Ul Pa3pabOTKH CTpaTeru-
YeCKOTr0 IJIaHa IOCTPOEHUS CUCTEMBI 3aiuThl. Hamuune mogo0HOro miaHa
MIOMOTaeT PacIpeAeInTh 10 MPHOPUTETaM OIOUKETH M PEcypChl W B IIO-
CIIEIYIOIIEM OCYIIECTBUTH BBIOOpP MPOMYKTOB M pa3paboTaTb CTPATETHIO
UX BHEJPEHUS.

Buibop u enedpenue peuiernuti. Xopouo CTPyKTYpPUPOBAaHHbBIE KpUTe-
pun BeIOOpa pemeHni B cdepe 3amuThl HHPOPMANUN M HaIM4YHe Mpo-
rpaMMBl BHEAPEHUS YMEHBIIAIOT BEPOSTHOCTh MPHOOPETEHNS MPOIYKTOB,
CT@HOBSIIUXCSI «MEPTBBIM I'PY30M», MEIIAIOIINM Pa3BUTHIO MH(pOpMAIIH-
OHHOIl cucTeMsl mpeanpusTus. Kpome HemocpeacTBEHHO BbIOOpa pelie-
HUl, Takxe JIOJDKHO YYMTBIBATHCS KaueCTBO IPEAOCTABISIEMBIX IOCTAB-
IIMKaMH CEepBUCHBIX M o0ydaromux yciyr. Kpome Toro, Heo0XoauMo uet-
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KO ONPEAETHUTH POJIb BHEIPSIEMOTO PEUICHUS B BBIIOJHEHUH pa3paboTaH-
HBIX IUTAaHOB M JOCTYKEHHH TTOCTABIICHHBIX IIeJIel B cdepe Oe301macHOCTH.

Obyuenue nepconana. 3HaHUsA B 00JACTH KOMITBIOTEPHOH Oe30rmac-
HOCTH M T€XHHYECKHE TPEHUHTU HEOOXOIMMBI ISl IIOCTPOSHHUS U 00CITy-
JKUBaHUS 0€30MacHON BBIYMCIUTEILHOW Cpellbl. Y CHIUS, 3aTpadcHHbIC Ha
oOy4eHHe IepcoHala, 3HAYMTENILHO IMOBBINIAIOT IIAHCHI HA YCIIeX Mepo-
MIPUSATHH 110 3aIUTE CETH.

Monumopune 3awumol. OH TIOMOTaeT OOHAPY)KUBATh AHOMAJIHH HIIH
BTOPKEHUS B BaIlld KOMIIBIOTEPHI M CETH U SIBISIETCSI CPEICTBOM KOHTPOJIA
HaJl CUCTEMOM 3aIUTHI, YTOOBI TaPaHTHPOBATEH I((HEKTUBHOCTH POrpaMM
3aIIUThl HHpOPMAaLIUH.

Paspabomra memoooe peacuposanus 6 ciyuae UHYUOEHMOS U 8OC-
cmanosnenue. be3 Hammuns 3apaHee pa3pabOTaHHBIX M «OTPEIETHPOBAH-
HBIX» MPOIEAYp PearnpoBaHMs Ha MHIUACHTH B cepe 6e30macHOCTH He-
BO3MOXXHO T'apaHTUPOBaTh, YTO B CIydae OOHapyKeHHs aTaku eil OymayT
MIPOTUBONOCTaBIEHB! 3P PEeKTHBHBIE MEPHI 3aIUTHL, U PA0OTOCIIOCOOHOCTH
cHCTeMBI Oy1eT OBICTPO BOCCTAaHOBIICHA.

Bce KOMIIOHEHTBI IPOTpaMMBI B3aMMOCBSI3aHBI M IIPEAIIOJIAracTcs,
YTO MPOIECC COBEPUICHCTBOBAHMS CHCTEMBI 3aIIUTHI HICT HEMPEPHIBHO.

OcranoBuMcs Oosiee OAPOOHO Ha dTamne aHaiuza puckoB. Ilo mHe-
HUIO pazpabotunkoB mozenu Lifecycle Security, oH H0MKeH MPOBOAUTHCS
B CJIEAYIOMIUX CITyYasx:

- 110 u mociie OOHOBJICHUS WM CYIIECTBEHHBIX M3MEHCHHUN B CTPYKTY-
pe CHCTEMBI;

- JI0 | TIOCJIe Iepexo/ia Ha HOBbIE TEXHOJIOT 1Y,

- 70 W TOCIe TOAKITIOYEeHNsI K HOBBIM CETSAM (Harpumep, MOJKIIoqe-

HUS JIOKaJIbHOW CeTH (HITHaNa K CeTH TOJIOBHOTO oduca);

- 10 ¥ MOCJIe MOAKITIOUEHHUS K TI00ANBHBIM CeTsM (B IIEPBYIO OYepenb,

WuTepHer);

- JI0 ¥ TOCIIe M3MEHEHMI B IOpsAKe BeleHNs On3Heca (Harpumep, pu

OTKPBITHH HIEKTPOHHOT'O Mara3uHa);

- TIEPHOIUYECKH, UL IPOBEPKH d(PPEKTHBHOCTH CUCTEMBI 3aIIIUTHL.
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KittoueBble MOMEHTHI 3Talla aHAJIN3a PUCKOB:

1. [oxpoOHOE NOKYMEHTUPOBAHUE KOMIIBIOTEPHOM CUCTEMBI IPEANIPU-
stust. [Ipu 3ToM ocoboe BHMMaHHE HEOOXOAUMO yIENATh KpUTHUUYE-
CKU BaXKHBIM IPUIIOKEHUSM.

2. OmpeneneHre CTENCHU 3aBUCUMOCTH OPTaHU3aIlMy OT HOPMAJIbHOTO
(GYHKIMOHUPOBAHUS (PPAarMEHTOB KOMITBIOTEPHOH CETH, KOHKPETHBIX
Y3JI0B, OT 0€30MaCHOCTH XPAaHUMBIX U 00padaThIBAEMBIX JTaHHBIX.

3. Ompenenenre yI3BUMBIX MECT KOMITBIOTEPHOU CHCTEMEI.

4. OmpeneneHne yrpo3, KOTOPBIE MOTYT OBITh PEATM30BAHEI B OTHOIIIE-
HUU BBISABIICHHBIX YS3BUMBIX MECT.

5. OmpeneneHre U OIEHKA BCEX PHUCKOB, CBSI3aHHBIX C SKCIUTyaTarueit
KOMITBIOTEPHOH CHCTEMBI.

Ocob60 xodercss 0OpaTUTh BHUMAHHE Ha CBS3b aHAIM3a PUCKOB C
JIpYyTUMH KOMITOHEHTaMHu Mojenu. C OZHOH CTOPOHBI, HATMYHE METPUKU
3aIIMIICHHOCTH U OIIpeeNiCHHEe 3HAUCHHUH, XapaKTEepPU3YIOIUX COCTOSHHE
CHCTEMBI JI0 | TTOCIIC MEPONIPHSITUH 1O 3amuTe HHGOPMAIIUH, HAKIIAIbIBa-
10T OIpe/ieNieHHble TpeOOBaHUsl Ha IPOLEAYpPY aHalIM3a pUCKOB. Beap Ha
0a3e MONyYeHHBIX pe3yJIbTaTOB M OLEHUBAETCS COCTOSHHE cucTeMbl. C
JIpYroi CTOpPOHBI, OHU JAlOT T€ HayajbHbIE YCIOBMS, UCXOAS U3 KOTOPBIX
pa3pabaThIBaeTCs IIaH MOCTPOEHHSI CUCTEMBI 3aIIUTHI ceTu. Y pe3ynbTaThl
aHaJNN3a PUCKOB JOJDKHBI OBITH CHOPMYIIMPOBAHBI B BUJIE, TPUTOTHOM IS
BEITTOJTHEHHS KaK TIEPBOM, TaK U BTOPOH (DYHKITUH.

4.4.2. Mopesb MHOTOYPOBHEBOIi 3aILMThI

[ToHsiTHE MHOTOYPOBHEBOH 3aIIUTHI HJIU JIIEIOHUPOBAHHOW 000pO-
uel (ot anri. «Defense in depthy) npunnio B uHGOPMAIOHHBIE TEXHOIO-
THH U3 BOCHHBIX PYKOBOJICTB.

C Toukm 3peHus] UHPOPMAITMOHHON 0E30MacHOCTH, MOJEITh MHOTO-
YPOBHEBOM 3aIUTHI ONpenessieT Habop ypOBHEH 3amIUTHl WHPOPMAIHOH-
HO# cucTeMbl. MoJIelTb 4acTO MCIIOJIb3YeTCsl Kopropamnueid MaiikpocodT B
pykoBojcTBax mo Oe3omacHOcTH. KoppekTHass opraHuzanus 3aluThl Ha
Ka)ITOM W3 BBIICICHHBIX YPOBHEH MO3BOJISIET YOepeUb CUCTEMY OT peajiu-
3aluM yrpo3 HHPOPMAIIMOHHOH 6e30MacHOCTH.
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IepeyeHb BBIAENAEMBIX YPOBHEH HE3HAUYUTEIBHO DPa3IndacTCs B
Pa3THYHBIX JOKYMEHTAX, OJJHH U3 BO3MOXHBIX BAPUAHTOB MIPE/ICTABIICH Ha
puc. 4.6 [20].

3amura JaHHbBIX

3amuTa IpIIoKEeHUI

3amura y3/10B

3amura BHyTpEeHHEH cetu

3amuTa nepumerpa

dusnueckas 3anuTa

HOJ’II/ITI/IKI/I, npoucaypsbl, OCBCIOMICHHOCTb

Puc. 4.6. Monenb MHOTOYPOBHEBO 3aIlUTHI

Kak yxe oTMedanoce BBIIIE, TOTUTHKA OE30HaCHOCTH JOJDKHA OITH-
CBIBaTh BCE ACMEKThI PabOThI CUCTEMBI C TOYKH 3pEHHS O0CCIIeUCHUS MH-
(hopmarmonnoit 6e3omacHoctu. [loaTOMy yposenv noaumuku 6e30nacHo-
cmu MOXXHO paccMaTpuBaTh Kak 0a30BBI. DTOT YPOBEHb TAKXKE MOIPA3y-
MEBaeT HAMYWE NOKYMCHTHPOBAHHBIX OPTaHM3AalHOHHBIX MeEp 3aIlHTHI
(npouenyp) ¥ mopsaka WHGOPMHPOBAHUS O MPOMCHIECTBHAX, 0OydeHHUE
MoJIb30BaTeNel B 00J1acTH MHPOPMAIIMOHHOW 0€30MaCHOCTH M TIPOYHE Me-
pBI AHAJOTHMYHOTO XapakTepa (HAIpUMEp, PEKOMEHIYEMBIC CTaHAapTOM
ISO/IEC 17799).

Yposenwv ¢husuueckoii 3awumol BKIIOYaET MEPHI MO0 OTPAHUICHUIO
(pU3UIECKOTO TOCTYIIA K pecypcaM CHCTEMBI — 3allluTa NOMEIIEeHUH, KOH-
TPOJIb JJOCTYTIA, BUAEOHAOMI0AeHHe U T. 1. Croza ke OTHOCATCS CpelcTBa
3alIUTBl MOOWIIBHBIX YCTPOMCTB, HCIOJB3YEMBIX COTPYJAHUKAMH B CIIYy-
JKEOHBIX LEJISIX.
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Yposenv zawumul nepumempa omnpenenser Mepbl 0€30IaCHOCTH B
«TOYKaX BXOZa» B 3alIWIIAEMYI0 CETh M3 BHEIIHUX, MOTCHIIMAIHHO OMac-
HBIX. KiaccuuecknM CpeicTBOM 3aIUTHI TIEPUMETpa SIBISETCS MEXceTe-
BOM 9KpaH, KOTOPBIH HA OCHOBAaHWH 33JaHHBIX MTPABHUJ ONPEACISIET, MOXKET
T TPOXOISIINA CEeTeBOH MakeT OBITh MPOMIYIIEH B 3alIUIIACMYyIO CETh
(cM. paszgen 3.4). dpyrue mpuMepsl CPEICTB 3allUThl EPHUMETPAa — CH-
CTeMbl OOHAPYKCHUs BTOPXKEHHU, CPEICTBA AHTHBHUPYCHOHM 3alIUTHI IS
LIUTIO30B 0€30IIaCHOCTH U T. 1.

Yposenv zawumer enympenneii cemu «oTBe4aeT» 3a oOecHeUCHHE
0e30MacHOCTH Tepe/laBaeMoro BHYTPH ceTh Tpaduka WU ceTeBoil MHppa-
CTPYKTYpBL [IprMepsI CpecTB 1 MEXaHM3MOB 3allUTHl Ha ATOM YPOBHE —
co3/anue BUPTyanbHbIX JOKanbHbIX ceTedl (VLAN) ¢ momorsio ymnpasis-
€MBIX KOMMYTAaTOPOB, 3allUTa NepeIaBaeMbIX JAHHBIX C TIOMOIIBIO IPOTO-
koma IPSec u 1. 1. Hepenko BHyTpH ceTH Takke HCIOIB3YIOT CPEICTBA,
XapaKTepHbIE JUIsl 3aIlIUThI IEpUMETpa, HalpUMep, MeKCETeBbIe IKPaHbI, B
TOM YHCJIC ¥ MEPCOHANBHBIC (yCTaHABIMBACMBIC HA 3aIIAIIAEMBIA KOMIIb-
fotep). CBA3aHO 3TO C TEM, YTO HCIOJIb30BaHHE OECIIPOBOIHBIX CETEBBIX
TEXHOJIOTHH M BUPTyaldbHbIX YacTHBIX cerei (VPN) mpuBoguT K «pa3mbl-
BAaHMIO» MEpuUMeTpa ceTH. Hampumep, ecim aTakylomMid CMOT TMOIKITIO-
YUTBCA K TOYKE OECIPOBOJHOrO AOCTYyIa BHYTPHU 3alUIIAaeMOil CeTH, ero
JeUCTBUS yKe He OyIyT KOHTPOJIMPOBATHCS MEKCETEBBIM SKpPaHOM, yCTa-
HOBJICHHBIM «Ha TPAHHUIIE» CETH, XOTSA (POPMAIBHO aTraka OyIeT Mpou3BO-
IUTHCS C BHEITHETO 0 OTHOIICHHIO K Hamlel ceTn Kommbiotepa. [loaTomy
WHOT/Ia MPH aHAIIN3€ PACCMATPUBAIOT KYPOBEHb 3AWumyl Cemiuy, BKIIOYa-
IOLIWI U 3alIUTy IEPUMETPA, U BHYTPEHHEH CETHU.

CrenyromM Ha cXeMe HIET Ypo6eHb 3aujumsl y3106. 371ech pac-
CMaTpPHUBAIOTCS aTaKW HA OTJENBHBIN y3el CeTH M, COOTBETCTBEHHO, MEPEI
3aIIUTHI OT HUX. MOXKET YyUUTHIBaThCS (PYHKIIMOHATIBHOCTD y371a U OTACIb-
HO paccMaTpHUBAThHCS 3allUTa CepBEpoB M paboumx cranumii. B mepsyio
o4epe.b, HEOOXOANMO YIeNATh BHUMAaHHUE 3allUTe Ha YPOBHE OIEpaIOH-
HOW CHCTEMBI — HACTPOWKaM, MOBBIIIAIOINM 0e30IacHOCTh KOH(pUTrypa-
UM (B TOM YHUCIIE, OTKIIOYCHUIO HE MCTIONB3YIOMINXCS MITH OTCHIHAIBEHO
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OIMMACHBIX CyXk0), OpraHMU3alii YCTAHOBKH HCIIPaBJICHUN W OOHOBJICHUH,
HAJICKHOW ayTCHTU(HUKAINU IOJb30BaTeNeil. VCKIIIOUUTENEHO BaXKHYIO
pOJb UTpaeT aHTHBHPYCHAS 3aIlIHTA.

Yposenv sawumer npunoosicenuti oTBEHaeT 3a 3alIMTy OT arak,
HANPaBJIEHHBIX HA KOHKPETHbBIEC PHIIOKECHIS — IIOYTOBBIE cepBephI, Web-
cepBephl, cepBephl 0a3 NaHHbIX. B kauecTBe mpuMepa MOXKHO Ha3BaThb
SQL-unbekiun — aTtaku Ha cepBep b/, 3akimrodarommecss B TOM, 9TO BO
BXOJIHYIO TEKCTOBYIO CTPOKY BKIIIOUAIOTCS orepaTophl s3bika SQL, uTo
MOJKET HapYIIUTh JIOTUKY 00pabOTKHM MaHHBIX U IPUBECTH K IIOIyYCHHIO
HapyuuTeneM KoHouaeHnuansHol nHdopmanuu. Croza e MOXKHO OTHe-
CTH MOJIU(DUKALINIO TPUIOKEHUNH KOMITBIOTEPHBIMU BUpycaMu. [ 3amim-
TBI OT MOJOOHBIX aTaK HCIIONB3YIOTCS HACTPOUKH O€30MAaCHOCTH CaMHX
MPUIIOKEHUH, YCTAaHOBKA OOHOBJICHUH, CPEJICTBA AHTUBUPYCHOM 3alTUTHI.

Yposenv 3auumer dannvix onpenenseT MopsIoK 3alUTel 00padaThI-
BAaIOIINXCS M XPAHAIIMXCS B CUCTEME JaHHBIX OT HECAaHKIIMOHHUPOBAHHOTO
JIOCTyIa U APYruX yrpos. B kauecTBe mpuMepoB KOHTPMEP MOKHO Ha3BaTh
pasrpaHMYeHUE JOCTyNa K IaHHBIM CpeacTBamu (DailloBOH CHCTEMSL,
mmdpoBaHNe JAHHBIX TP XPaHEHUH U ITepeaade.

B mporecce naeHTHOUKAINN PUCKOB OMPENENSETCS, YTO SBISIETCS
LENbI0 HAapYUIUTENs, © Ha KaKOM ypOBHE WJIM YPOBHSAX 3aIlUTHI MOXXHO
€My NPOTUBOCTOATh. COOTBETCTBEHHO BBIOMPAIOTCS U KOHTPMEPHL. 3alluTa
OT yTpO3bl HA HECKOIBKHUX YPOBHIX CHIKAET BEPOSTHOCTH €€ pealTi3allny,
a 3HAYHT, H yPOBEHb PHUCKA.

4.4.3. Metoauka ynpasJieHHs] pHCKaMH, npegiaraemas Maiikpocogr

Hrmxe npencraBieHo kKpaTKoe OMMCAaHKE TTOIXO0Aa K YIPaBICHHIO PUC-
KaMH, MpesIaraeMoro kopropanueit Maiikpocodt. JlaHHoe onucanue 6a3u-
pyeTcs Ha Matepuanax «PyKoBoJcTBa MO yIpaBieHHI0 puckamin» [20].

VYrpaBneHne pucKaMH pacCMaTPHUBAETCS KaK OJHA W3 COCTaBILIOIINX
o0mel MporpaMMbl yNpPaBIE€HHUSA, NpPeIHa3HAYEHHOW Ui pPYKOBOACTBA
KOMITaHUH M TO3BOJISIONIEH KOHTPOJIMPOBATH BEACHHE OM3HEca U IPHHU-

MaTh 000CHOBAHHBIC PEILICHUSL.
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 PazpaboTka OLleHOUHOro
JINCTa aHaNn3a PUCKOB
6esonacHocTu

* VamepeHne 3¢pdekTnsHOCTM
3/1eMeHTa KOHTpONs

* MnaHnposaHue cb6opa AaHHbIX O
puckax

+ C60p AaHHbLIX O prcKax

+ OnpeaeneHve NpUOPUTETOB PUCKOB

=

=

OueHka
puckoB

OueHka
3¢ PekTnBHOCTU
nporpamMmms!

-

|~

Moaaepxka
npuHATUA
pelueHmii

Peanusayus

« MoucK LenocTHoro noaxoaa KoHTpORA

* YnopsaaoumsaHue pelueHmnii
ANA KOHTpONA

» OnpeaeneHne GyHKLMOHaNbHbIX
Tpe6oBaHwii

* BbisiB/IEHWE peLLeHnii Mo KOHTPOoND

» MpoBepka cOOTBETCTBMA pelleHuit
TpeboBaHUAM

. OquKa CHUXEeHWNA pucka

. OquKa CTOUMOCTH pelleHns

« BbiGop cTpaTeruu Helitpanusauyum

puvcka

Puc. 4.7. Ilpouecc ynpaBieHUs: pucKkaMu 0€30MaCHOCTH,
npeutaraeMblii Koproparueit Maiikpocodt

[Iporiecc ympaBieHHUs pUCKaMU OE30MACHOCTH, TMpeaiaraeMbIid
Maiikpoco(T, BKIIFOUAET ClIeAyIOIIne YeThipe 3tana (puc. 4.7):
Oran «olleHKa PUCKOBY» BKJIIOYAET B CE0sl CIEIYIOIINE MEPOTIPUSTHSL:
- naanuposanue coOopa OanHblX: OOCYKICHHE OCHOBHBIX YCIOBHU
YCIIEIIHOM pean3alii U MOAroTOBKa pEKOMEHIALIHIA;
- CObop OauHbiX O puckax. OMHCaHWE Tpollecca cOopa W aHanw3a JaH-
HBIX;
- @vldeneHue Hauboiee NPUOPUMEMHBIX PUCKOE. TIOIPOOHOE OIUCaHHe
1IaroB MO Ka4eCTBEHHON U KOJIMYECTBEHHOM OIICHKE PUCKOB.
OTal «IoA/IepKKa NPUHATHS PEIICHUN»

- onpeoeneHue QYHKYUOHATbHLIX Mmpebosanuii. onpeneieHue (yHKIIU-
OHAJILHBIX TPEOOBAHUIA JIIsI CHHXKCHUS PUCKOB;

- 8bIOOP BO3MONCHBIX peuleHull 05l KOHMpOJA. OMHCaHUe MOAXOoJa K
BHIOOPY PELICHUH IO HEHTPATH3alliH PHCKA;

- 9KCnepmu3a peuieHus. TIPOBEpKa MPEATIOKEHHBIX AJIEMEHTOB KOH-
TPOJISL HA COOTBETCTBHE (DYHKIMOHAIBHBIM TPEOOBAHHSIM;

- OYEHKA CHUJICEHUsl pUCKa. OLEHKA CHW)KEHWS TOJBEP)KEHHOCTH BO3-
NIEHCTBHIO WITH BEPOSITHOCTH PUCKOB;

- OYyeHKa cmoumocmu peuieHust. ONEHKA TPSIMBIX U KOCBEHHBIX 3aTparT,
CBSI3aHHBIX C PEIICHUSMH [0 HEHTPaH3aluH PUCKA,;
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- 6blbOp cmpamezuy HeUmMpanu3ayuyu pucka. olpenereHue Hambosee
SKOHOMHUYECKH 3(P(PEKTUBHOTO pEIICHHUS 10 HEHTpaIHM3allil pPUCKA
IyTEM aHaJIM3a COOTHOILEHH 3aTpaT U MOJy4yaeMoro pe3yJsbTara.
Oran «peanusanys KOHTPOJIs» BKIIIOYAET MEPONIPUATHS 110 pa3BEPThI-

BaHUIO U MCIIOJIb30BAHUIO PEIICHUI IJIs1 KOHTPOJA (HalpuMmep, BHEAPEHHE
HOBBIX CPEJICTB 3allUThI), CHIXAIOLUIUX PUCK sl OpraHU3aI|H:
- NOUCK YenocmHo20 nooxodd:. BKIHOUEHHE IMEepCoHala, MPOLECCOB U
TEXHOJIOTHH B pENICHHUE TT0 HEUTPaTN3alliy PUCKA.
- OpeaHu3ayus No NPUHYUNY MHO20YPOGHEEOU 3auumbl: YIOPJOYeHUE
pelleHii o HEUTpanu3aluyu PUCKa B paMKaxX IPEANpPUSITHS.
Otan «oneHka 3(deKTUBHOCTH NMPOrpaMMbD» MPEANoaracT MpoBe-

JeHue aHanm3a dQEKTUBHOCTH MpOIIEcca YIIPABICHUS PUCKAMHU U IIPOBEP-
KA TOTrO, OOECIeUMBAIOT JIK 3JIEMEHTHI KOHTPOJIS HA/UICHKAIIUN YPOBEHBb
0e30MacHOCTH:

- paspabomka cucmemul NoKazamenel puckog. olleHKa YpoBHS U U3Me-

HCHUS PUCKA.

- oyeHka 3hpexmuenocmu npozpammbl. OEHKA MPOTPaMMBbI yIpaBiie-

HHSI PUCKAMU UIs BBISIBJICHHS] BO3MOYKHOCTEH YCOBEPILICHCTBOBAHHUSL.

B pykoBoactse [20] 0cob0 oTMeuaeTcs, 4TO TEPMHHBI «yTIpaBIICHHE
PUCKaMH» U «OIIEHKA PUCKOBY» HE SIBJISIOTCS B3amMo3aMeHseMbiMu. [lof
YIPaBICHUEM PUCKAMHU TOHHMAIOTCS OOIIME MEPOMPHUATUS MO CHIDKEHHIO
pHCKa B paMKax OpPraHH3al{i J0 MPUEMIIEMOT0 YPOBHs. YTIpaBieHHEe PUC-
KaMH IPEACTaBIsAeT cO00il HENpephIBHBIA MPOIECC, HO IMPOH3BOIMUMBIC
OLICHKH YaIlle BCEro MENAr0TCsA IS TOMUYHOro WHTepBana. [lom oreHKoi
PUCKOB TIIOHUMACTCA TIPOLECCC BLIABJICHUA W TPUOPUTHU3ALNU PUCKOB
Ut OM3HEca, SBILTIOMINICS COCTABHOM YacThIO YIIPABICHUS PHCKAMH.

[pu ommcannu pucka Jenaercsi ykazaHue Ha TO, KAKOE BISIHAE OH
OKa3bIBaeT Ha OM3HEC, U HACKOJIbKO BEPOSTHO JaHHOe coObithe. Komro-
HEHTBI, ONTUCHIBAIOIINE PUCK, H300paXkeHbI Ha puc. 4.8.

Ha navanpHOM 3Tame MpoBEACHUS OLCHKH PHUCKAM MpPUCBAMBAIOTCS
3HAYCHUS B COOTBETCTBUH CO IIKAJIOW: «BBICOKHUI», «CPEIAHUI» M «HH3-
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kuii». ITocme a3Toro JJIsA BBISIBJICHHBIX HanboJsce CYIIECTBEHHbIX PUCKOB
OPpOBOAUTCA KOJINMYCCTBCHHAS OLICHKA.

Axktne Yrposa y Tb puckal
Yrto Yero nmeHHo Ortkyaa Kakue mepbl
Heobxoanmo HeobxoanMo MOXET UCXOAUTh CHIKEHNA pucka
3aWnUTUTL? usbexatb? yrposa? npeAnpuUHUMatoTCa
B HacToslLiee BpemA?

Baunsauxune BepoaTHocTb

B uem cocTouT BAusiHWE Ha B13Hec? Hackonbko BEPOATHO BO3HMKHOBEHMUE Yyrpo3bl
C y4yeToM KOHTpOJ'IFI?

MonHoe onncaHne pucka

Puc. 4.8. KoMITOHEHTHI «I10JTHOH (POPMYITHPOBKI» PHUCKa

[MonpobHO mpemtaraemMas MakpocodT MeTOAMKa OIICHKH PHCKOB
Oyzner paccmorpena B pazuene 4.5.5. Ilepen BHenpeHHeM B OpTraHU3alldU
npolecca yrnpaBiIeHHs PUCKaMH 0€30I1aCHOCTH HEOOXOAWMO IPOBEPHTH
«ypOBEHb 3peNIOCTHY opranusanuu (tabi. 4.1).

OpraHuzanusiM, B KOTOPBIX OTCYTCTBYIOT (POpPMaNbHBIC IOJTHTHUKA
WM TIPOLIECCHI, OTHOCSIIUECS K YIIPABICHHIO PUCKaMH 0€30MacHOCTH, Oy-
JIeT O4eHb TPY/JHO Cpa3y BHEIPHUTH BCE aCHEKThl PACCMATPHBAEMOTO IPO-
necca. Ecnu okaxkeTcs, 4YTO YPOBEHb 3pEJIOCTH SBISETCS JOCTATOYHO HH3-
KM, paccMaTpHBaeMBIi MPOIECC MOXKHO BHEAPSTH IOCIEI0BATEILHBIMU
JTarnaMu Ha MPOTSKCHUU HECKOJBKHX MECSIEB (HampuMmep, Ha4yaB C M-
JOTHOTO TPOEKTa B OTAENBLHOM TMojpasneneHnn). llpomemoHCTprpoBaB
3(h(HeKTUBHOCTH TpoIiecca YIpaBICHHUS PUCKaMU 0€301TaCHOCTH Ha TpUMe-
pe MWIOTHOTO MPOEKTa, IrPyIa yNpaBiIeHHs pUCKaMu 0e30IacHOCTH MO-
XKET TIepeHTH K BHEIPEHHIO JaHHOTO IIpolecca B APYTUX MOApa3IeNeHusX,
ITOCTETIEHHO OXBATHIBAst BCIO OPTaHU3AIHIO.
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Taonumna 4.1

YpoBHHM 3pesiocTH yNpaBJieHUsl pUcKaMM 0e301acHOCTH

YpoBeHb

CocrosgHue

Onpenenenue

0

OtcytcTBY-
eT

IlonuTuka uimm Mpouecc HE JOKYMEHTHPOBAHBI. Pa-
HCC opraHusanus HE 3Hajla O ACJIOBBIX PUCKaX, CBA-
3aHHBIX C YIIPABJICHHUEM PUCKAMU, U HE pacCMaTpu-
Bajia JJaHHBIN BOITPOC

V3kocme-
LUATU3HPO-
BaHHBIN

HekoTopsle uneHbl opranu3aluy OpU3HaOT 3HAUU-
MOCTb YNPaBJICHUS PUCKAMU, OHAKO OIepalyu 10
YIPaBICHUIO PUCKAMH SBJISIOTCS y3KOCHEUAIU3U-
poBaHHBIMH. [TONMUTHKY U IPOIIECCH B OpraHNU3aIUN
He JOKYMEHTUPOBAHbI, IPOLIECCHI HE SIBJIAIOTCS MOJI-
HOCTBIO NOBTOPSAEMBIMU. B pe3ynbraTe NpoeKTsl Mo
YIIPaBICHUIO PUCKAMH SBIIAIOTCS XaOTUYHBIMU U He-
KOOPJUHHUPYEMBIMH, a I10JIy4aeMble Pe3yIbTaThl HE
HU3MEPSIIOTCS M HE MOABEPTratOTCs ayIuTy

[ToBTOpSsie-
MBI

Opranuzaiyy U3BECTHO 00 YIPaBICHUH PUCKAMH.
[pouecc ynpaBneHus pUCKaMHU SIBIISIETCS TOBTOPsIE-
MBIM, HO Pa3BUT ciabo. [Iporecc 1oKyMeHTHPOBaH
He TIOJTHOCTHIO, OZJHAKO COOTBETCTBYIOIHE OTIepa-
LM BBITIOJIHSIOTCS PETYIISPHO, M OPraHU3alus
CTPEMHTCS BHEPUTH BCEOOBEMITIONINIT IpoLiece
YIIpaBICHNUS PUCKAMH C IPUBJICYCHHUEM BBICIIETO
pykoBoacTBa. B opranmzanuu He nposoxutcs ¢op-
MaJlbHOE 00y4YeHne U HH(GOPMHUPOBAHHE 10 yIIPaB-
JICHUIO PUCKAMU; OTBETCTBEHHOCTbH 32 BBIIIOJHEHUE
COOTBETCTBYIOIINX MEPOIPHUATHI BO3JIOKEHA Ha OT-
JISTBHBIX COTPYTHUKOB

Hammane
oTpe/eicH-
HOTO IPO-
mmecca

Opraunwuzaius npuHsiia GopMalibHOE pelleHHe

00 WHTEHCUBHOM BHE/IPEHHUHU YIIPABICHHUS PUCKAMH
JUTSL YIIPaBJICHU [IPOrpaMMOH 3aIUThl HHpOpMa-
nun. B opranmzanuu paspaboTan 6a30BbIi mpoiecc
C YCTKO OIPEACIICHHBIMHA HCIAMU U TOKYMEHTUPO-
BaHHBIMH MPOLECCAMH JOCTHIKEHHUS U OLICHKH pe-
3ynbTaToB. [IpoBoauTCst 00yueHHe Beero nepcoHana
OCHOBaM ympaBieHus puckamu. OpraHu3anys ax-
THBHO BHEJPSIET JOKYMEHTHPOBAHHBIC POIECCHI
yIpaBJICHHs] PUCKAMU
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Oxonuanue Tadm. 4.1

VYposens | CocrosiHue Onpenenenue
4 VYmpasnsie- | Ha Bcex ypoBHSIX OpraHHM3alliy HMEETCS TITyOOKOe
MBIT MTOHNMAaHUe YIpaBJIeHUS pUcKamMu. B opraHu3anmn

CYILLECTBYIOT pOLelypa YIpaBiIeHHs PUCKAMH U
YETKO ONpeJIeNICHHBIH Ipolecc, IMUPOKO Pacipo-
CTpaHeHa HH(pOPMAIHs 00 YIpaBISHUH PUCKAMH,
JIOCTYITHO MOpOOHOE 00yUYEeHHUE, CYLIECTBYIOT
HavasibHBIE (OpMBI M3MepeHuil mokasareneil s pex-
TUBHOCTH. [Iporpamme yrpaBieHus: pUCKaMH Bblie-
JIeH JIOCTaTOYHBIH 00BEM PECypCcoB, Pe3yIbTaThl
YIIpaBJIEHHs] PUCKAMH OKa3bIBAIOT MOJIOKUTEIBHOE
BJIMSHHE HA pabOTy MHOTHUX IOJpa3/ielIeHHii OpraHu-
3allHH, a TPyIIa yIpaBJIeHUs] pUCKaMHU Oe30I1acHO-
CTH MOJKET ITOCTOSTHHO COBEPILEHCTBOBATH CBOU
MIPOLIECCHI M CPeNICTBA. B opraHu3aiuy HCnob3yoT-
Csl HEKOTOPBIE TEXHOJIOTNUECKHE CPEACTBA, IOMOTa-
OIINE B YIPABICHUH PUCKaMH, OIHAKO OOJIbIIAs
4acTh (eCJIM He MOoAaBIISIoNIee OOJIBITMHCTBO) MPO-
LeAYp OLIEHKH PUCKOB, OIPEAEICHUS JIEMEHTOB
KOHTPOJIS M aHAJIM3a BBITOJ] U 3aTPAT BBITIOJIHIETCS

BPYYHYIO

5 Ontummsn- | Opranu3anys BeIACIHIIA HAa YIIPABICHAE PUCKAMHU
pOBaHHBIM | 0€30MaCHOCTH 3HAUYNTENBHBIE PECYPCHI, @ COTPYIHHU-
KM TIBITAIOTCS IPOTHO3UPOBATH, KaKHe MPOOIeMbl
MOTYT BCTPETUTHCS B TEUCHHE CIICTYIONINX MECSIICB
1 JIET, 1 KaKUM 00pa3oM X Hy>KHO OyZIeT penraTh.
[pouecc ynpasnenus puckaMu riryO0OKo H3ydeH U B
3HAYUTENILHOM CTEIIEHN aBTOMAaTU3UPOBaH IyTeM
MPUMEHEHHS PAa3JIMYHBIX CPEICTB (pa3pabOTaHHBIX B
OpraHU3aluH WM IPHOOPETEHHBIX Y CTOPOHHHX
paspaboTunkoB). [Ipyn BO3HHKHOBEHMH NPOOIEM B
cucreMe 0e30IaCHOCTH BBISABISAECTCS OCHOBHAS IIPH-
YMHA BO3HUKIIECH IIPOOIEMBI, U IPEATIPUHUMAIOTCS
HEOoOXOMMMBIE ICHCTBHUS JUIsl CHIDKCHUS PUCKa ee
MIOBTOPHOT'0 BO3HUKHOBEHUS. COTPYJHUKU OpraHu-
3allUH MOTYT NIPOXOAUTH 00y4UeHne, o0ecreunBao-
miee pa3InyHbIe YPOBHH ITOTOTOBKH
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4.5. METOAUKHU U ITPOI'PAMMHBIE
MHNPOAYKTHI AJIs1 OEHKHU PUCKOB

B nmannoM pasgene OynyT mpUBeNeHBI KpaTKUE OMHMCAHHS psiia pac-
MPOCTPaHEHHBIX METOJIMK aHAIIN3a PUCKOB. VX MOXKHO pa3JIeNiuTh Ha:

- METOJHWKH, UCIIONB3YIONIHE OIEHKY PHCKa Ha KaueCTBEHHOM YPOBHE
(HampuMep, MO MIKaJe «BBICOKUI», «CPEeIHUID», «HU3KHID). K Takum
METOJMKaM, B YaCTHOCTH, OTHOcUTC FRAP;

- KOJMYECTBEHHBIC METOAMKH (PUCK OLICHUBACTCS Yepe3 YHCIOBOE 3HA-
YeHHe, HApUMep pa3Mep OKHIAeMBIX TOIOBBIX HOTeph). K aromy
KJaccy oTHocutTcst Metonuka RiskWatch;

- METOJWKH, UCTOJB3YIOINE CMEIIaHHbIe OLIEHKU (TaKoW MOAXOJ HC-
nons3yercss B CRAMM, meronuke MaiikpocodT u T. 11.).

45.1. Meronnka CRAMM

DT0 0j1Ha U3 MEPBBIX METOAMK aHaln3a puckoB B chepe b — pado-
Ta HaJ Hel Oblla Hadata B cepenuHe 80-X IT. MEHTPaIbHBIM areHTCTBOM
1o komibloTepam U TenekommyHukanusam (CCTA) Benukobpuranuu.

B ocnoBe meroga CRAMM J1eXUT KOMIUIEKCHBIM MOAXO0[ K OLEHKE
PHUCKOB, COUETAIOIINI KOJTHMYSCTBEHHBIC U KAUeCTBCHHBIC METOIbI aHAITN3A.
Merton sBIsIeTCS YHUBEPCAIBHBIM W IOAXOIHUT KaK JUIS KPYIHBIX, TaK H
JUTSL MaJIBIX OpTaHM3aIMid, KaK MTPaBUTEIHCTBEHHOTO, TAK U KOMMEPYECKOTO
cextopa. Bepcun nporpammuoro obecneuenusi CRAMM, opueHTHpOBaH-
HBbIC Ha pa3HBIC TUIHI OPTaHU3ANUH, OTIMYAIOTCS APYT OT APYra CBOMMU
0a3aMu 3HaHWI (ABTOPaMU METOAWKU OHU HA3BIBAIOTCS MPOQUIIIMH, aHTIL.
«profilesy). Jlns xoMMepuecKMx opraHu3anuii uMeercss Kommepueckuii
npoduits (Commercial Profile), ajist npaBuTeNbCTBEHHBIX OpraHU3aui —
IMpaButenscTBeHHbI npoduis (Government profile). IpaButenscTBeH-
HBI BapHaHT MPOQIIST TaKXKe IMO3BOJSET MPOBOAUTH ayIUT Ha COOTBET-
cTBUE TpeboBaHUsAM amepukanckoro crtannapra ITSEC («OpamkeBast KHH-
ra).

Uccnenosanue Ub cucremsl ¢ momompto CRAMM npoBoauTcs: B
Tpu cramuu [21, 22, 23].
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Ha nepsoti cmaouu ananusupyercst Bce, 4To Kacaetca uaeHTuduka-
LMK U OIIpelesIeHNus LIEHHOCTH pecypcoB cucteMbl. OHa HAUMHAETCA C pe-
LIEHMS 33J]a4d OIpeJeNIeHUs] TPaHULl UCCIEAYEMON CUCTEMBL: COOUPAIOTCS
CBEIEHHSI O KOH(HUTYpanuu CHCTEMBI U O TOM, KTO OTBEYaeT 3a (u3uye-
CKHE H NPOrpaMMHBIE PECYpCHI, KTO BXOJHUT B YHUCJO IOJIB30BATENICH CH-
CTEeMBbI, KaK OHU €€ MPUMEHSIOT Wi OyIyT NPUMEHSATb.

[poBomutcss MACHTHU(QHUKANUS PECYypcoB: (PU3MUECKUX, MPOrpaMM-
HBIX ¥ HH()OPMALMOHHBIX, COCPKAIMXCSI BHYTPH TPaHUI] CHCTeMBL. Kax-
IIBIH pecypc He0OXOIMMO OTHECTH K OJHOMY M3 TPEIOTPENSIICHHBIX KIac-
COB. 3aTeM CTPOMTCS MOJieNlb HHPOPMAIIMOHHON cucTeMbl ¢ no3uuuu Ub.
Jna xaxaoro MHQOPMAIMOHHOTO MPOLECCa, HMMEIIIET0, MO0 MHEHUIO
MTOJIB30BATEIIS, CAMOCTOATEIFHOE 3HAUCHHIE U Ha3BIBAEMOTO TTOJIE30BATEIIhb-
CKHUM CEpPBHCOM, CTPOUTCS IEPEBO CBS3EH HMCIIONB3yeMBIX pecypcoB. Ilo-
CTPOCHHAS MOJICJb IMO3BOJISICT BBIJICTIUTh KPUTHYHBIC SJIEMEHTHI.

Hennocts ¢usmueckux pecypcoB B CRAMM omnpenensercs crou-
MOCTBIO UX BOCCTAHOBJIEHUS B CIy4ae pa3pylIeHusI.

LleHHOCTh MAHHBIX W MPOTPAMMHOTO OOCCIICUCHHSI ONPEIeNseTCs B
CIIEAYIOMINX CUTYalNsIX:

- HEAOCTYITHOCTH pPecypca B TCUCHHE OIPENCIICHHOTO MEpHOAa BpeMe-
HU;

- paspylleHHe pecypca — IoTeps MH()OPMaIUH, TOIy4eHHON CO Bpe-
MEHH TOCIIEHETO PE3EPBHOTO KONMHMPOBAHMS, WM €€ TIONHOE Pa3py-
TIICHHE;

- HapylleHHe KOHQUACHIINATHHOCTH B CIy4asX HECAHKIIMOHUPOBAHHO-
'O JIOCTYIa IMITATHBIX COTPYAHUKOB MJIM MTOCTOPOHHUX JIHIL;

- MOIU(HKAMS — pPAcCMATPHUBACTCS UL CIy4acB MENKHAX ONIHOOK
nepcoHaia (OmMOKY BBOJA), MPOrPaMMHBIX OIIMOOK, MpeJHAMEPEH-
HBIX OIIHOOK;

- omwuOKH, CBsI3aHHBIE ¢ Tiepeaadeil nHGOpMAaIUU: OTKa3 OT JIOCTaBKH,
HEJI0CTaBKa MH(OpMALUY, TOCTaBKa II0 HEBEPHOMY aJIpecy.

g ouenku Bo3MoxkHOro yuiepdba CRAMM pexkoMeHIyeT HCIONb-
30BaTh CICAYIOIINE TaPAMETPHI:
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- yuiep0 pemnyTaiyy OpraHu3aliy;

- HapylLIeHHe IeHCTBYIOIIETO 3aKOHOAATEIbCTRA;

- ymepd I 3I0pOBbs IEPCOHAIIA;

- ymep0, CBA3aHHBINA C pas3riIalleHHeM MePCOHATIBHBIX JaHHBIX OTICIIhb-

HBIX JINL;

- (uHAHCOBBIC IOTEPH OT pa3rIialieHus HHHopMauy;

- (UHAHCOBBIC IOTEPH, CBSI3aHHEBIC C BOCCTAHOBIICHUEM PECYPCOB;

- TIOTEpH, CBSI3aHHBIE C HEBO3MOYKHOCTHIO BHIITOJTHEHHSI 0053aTENBCTB;
- [Ie30praHu3aIus AesTeIbHOCTH.

Jns gaHHBIX M NPOTPaMMHOTO 00eCHEeUYeHUs] BBIOMPAIOTCS NpHMeE-
HUMBbIe K naHHOl MC xpuTtepun, qaeTcs oleHKa yiiepoa 1o IKaje co 3Ha-
yenusiMu ot 1 go 10.

B omucarnsx CRAMM B kadecTBe mpumepa mpuBoauTcs B [21] Ta-
Kas IKajla ONEHKU MO0 KpuTeputo «DHUHAHCOBBIE MOTEPH, CBA3AHHBIC C
BOCCTAHOBJICHUEM PECYpPCOBY.

- 2 6amta — menee $ 1000;

- 6 6ammoB — or $ 1000 mo $ 10 000;

- 8 6aymoB — ot $ 10 000 mo $ 100 000;
- 10 6autoB — cebimre $ 100 000.

[Tpu HU3KOI OlLIEHKE 10 BCEM MCHOJb3yeMbIM KpuTepusM (3 Oamna u
HUXKE) CUMTaeTcs, 4YTO paccMarpuBaemas cuctema TpeOyer 06a30BOro
YPOBHS 3aIIUTHI (IJI1 3TOTO YPOBHS HE TpeOyeTcs MOApOOHOH OICHKH
yrpo3 1B) u BTOpas craaus nccieqoBaHus MPOITyCKaeTCs.

Ha smopoii cmaouu ananuza paccMaTpuBaeTcsl BCe, YTO OTHOCUTCS K
UICHTU(UKAIIIY U OLIEHKE YPOBHEN yrpo3 AJIs TPYII PECYpCOB U UX Y3~
BHMOCTEH. B KOHIIEe cTaany 3aKa34yMK MOTydaeT MICHTU(UIMPOBAHHEIC U
OLICHEHHbIE YPOBHM PHUCKOB Ul CBOEW cuctembl. Ha 3To# craguu oreHu-
BAIOTCSI 3aBHUCHMOCTBH IIOJIB30BATENbCKUX CEPBHUCOB OT OIpPENEICHHBIX
TPYMIl PECYpPCOB M CYIIECCTBYIOIIMN YPOBEHb yIpo3 M ySI3BHUMOCTEH, BEI-
YHUCIISAIOTCSA YPOBHU PUCKOB U aHATTU3UPYIOTCS PE3YIbTAThI.

Pecypcel rpynnupyroTcs mo TUmam yrpos u ysasBumocteil. Hampu-
Mep, B Cllydae CYIIECTBOBAHHS Yrpo3bl MOKapa MM KPaXXH B KadyecTBE
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TPYMNIIBl PECYpCOB Pa3yMHO PacCMOTPETh BCE PECYPCHI, HAXOISIIUECS B
OJITHOM MecTe (CepBEpHBI 3all, KOMHATa CPEACTB CBSA3U U T. A.). OueHka
YPOBHEH YIpo3 U ysI3BUMOCTEH MPOU3BOAUTCS HA OCHOBE UCCIENOBAHUSA
KOCBEHHBIX (DaKTOPOB.

[Iporpammuoe obecieueHne CRAMM uist Kax a0l Tpymmbl pecyp-
COB M KaXJ0ro u3 36 TUIOB yrpo3 T€HEPUPYET CIIUCOK BOIPOCOB, JIOIyC-
KaIOLIUX OAHO3HAYHBIN OTBET. YPOBEHb YIpO3 OLICHUBAETCS, B 3aBUCHMO-
CTH OT OTBETOB, KaK OYCHb BHICOKWH, BRICOKWH, CPETHHMN, HU3KUN U OYEHB
HU3KHUH. YPOBEHb YS3BHMOCTH OLEHMBAETCS, B 3aBUCUMOCTH OT OTBETOB,
KaK BBICOKMM, CPETHUM U HU3KUI.

Ha ocHoBe 3Toif MH(OpMaIMU pacCUUTHIBAIOTCS YPOBHH PHCKOB B
JUCKpETHOH 1Kane ¢ rpagauusmu ot 1 go 7. [lomyueHHble ypoBHU yrpos,
YSI3BUMOCTEH M PHUCKOB aHAIU3UPYIOTCA U COINIACOBBIBAIOTCS C 3aKa3yu-
KOM.

CRAMM o6Benunsier yrpo3sl U ysI3BUMOCTH B MaTpulle pucka. Pac-
CMOTpUM, KaK IOIy4aeTcs 3Ta MaTpULA, U YTO Kaxblil U3 ypOBHEH pUCKa

O3Hayaer.
Tabnuna 4.2
IIxana oneHKH ypoBHeil yrpo3bl (4acTOTA BOSHUKHOBEHMS)
Onucanue 3HaueHHe
HHIUJCHT IPOUCXOINUT B CPSAHEM HE Yalle, YeM Kax- OYeHb HU3KUH
apie 10 et (very low)
WHLMJICHT POUCXOMNT B CPESIHEM OJIMH pa3 B 3 roia Hu3kui (low)
MHITUJICHT MPOUCXO/IUT B CPSIHEM pa3 B O cpeanmii (medium)
MHIUICHT MMPOUCXOIUT B CPEIHEM OJIMH Pa3 B YEThIpE Boicokwii (high)
Mecsina
WHIUICHT MPOUCXOINUT B CPEIHEM Pa3 B MECSIIT OYeHb BBICOKUIt
(very high)

OCHOBHOH TIOJXOA IJISl pellieHHs 3TOW MpoOJEeMBl COCTOWT B pac-
cMoTpenuu [12]:
- ypOBHS yrpo3sl (Ilikajia npuBeaeHa B tabi. 4.2);
- ypOBHS ysA3BMMOCTH (IlIKasIa npuBeaeHa B tabi. 4.3);
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- pa3sMepa OXHIaeMBIX (PUHAHCOBBIX MOTEph (TMpHUMEp NpPHUBEICH B

Tabm. 4.4).

Tabnuna 4.3

IITxaja OneHKH yPOBHSA yA3BUMOCTH

(BEpOSITHOCTD YCIICHIHOM pean3alii yrpo3bl)

Omnucanne

3Hauenne

B ciyuae BO3HUKHOBEHUS HHIUJICHTA, BEPOSITHOCTh
Pa3BUTHA COOBITUI IO HAUXYALIEMY CLEHAPHUIO MEHb-

mre 0,33

Huskui (low)

B cityuae BO3HHUKHOBCHUS HHIUJICHTA, BEPOSITHOCTh
Pa3BUTHS COOBITHH IO HANXYAIIEMY CIIEHAPHIO OT
0,33 mo 0,66

cpennwuii (medium)

B cny4yae BOZHUKHOBEHHS WHITUIEHTA, BEPOSTHOCTh
Pa3BUTHS COOBITHH MO HANXYALIEMY CIICHAPUIO BBIIIIE
0,66

Beicokwit (high)

Tabnuua 4.4
Martpuna o:kuaeMbIX ro0BbIX MOTEPH
0,1 01]017034]034]034[1 [1 [1[333]333][333][10 [10 [10
01 [o5]1 Jo1 Jo5 |1 Jo1]o5]1]o01 Jo5 [1 Joafo5]1
1 [1000 |10 50 10°
2 | 10000 | 100
3 [30000 | 3x10°
4 [10° 10
5 [3x10° | 3x10°
6 | 10° 10°
7 | 3x10° | 3x10°
8 |10 10°
9 [3x10” |3x10°
10 | 10° 10° | 10° |

Hcxonst 3 OLIEHOK CTOMMOCTH pecypcoB 3amuiiaemoit C, omeHok

yIpo3 U YS3BUMOCTEH, ONPENeNIOTCs «OXKHIaeMble roJl0BbIe motepn». B

Tab1. 4.4 npUBEICH NPUMEP MaTPUIIBI OLICHKH OXHIaeMbIi moTeps [24]. B

Hel BTOpOﬁ CTOJ'I6C]_I CJI€Ba COACPXKUT 3HAYCHUA CTOMMOCTHU peCypca,

BCPXHsA CTPOKaA 3arojioBKa Ta6.]'H/ILII)I — OLCHKY YaCTOTbI BOBHUKHOBCHHA

yTpo3bl B T€UEHUE Tofa (YPOBHS YTPO3bI), HIDKHSS CTPOKA 3arojoBKa —

OILICHKY BEPOSITHOCTH yCIIeXa PeaH3alud yrpo3bl (YPOBHS YSI3BHMOCTH).

PeSy.HLTaT MOJIYYacTCsa MyTEM NEPEMHOKCHUA YKA3aHHBIX OIICHOK.
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3HaueHHsT OXHMIAEeMBIX TOMOBBIX moreph (aHrir «Annual Loss of

Expectancy» — ALE) nepeoasarcs B CRAMM B 0aiibl, TOKa3bIBAFOIIIE

YpOBEHb PHCKA, COTJIACHO IKaye, MpeacTaBiIeHHoW B TaOu. 4.5 (B sTom

npuMepe u3 [24] pasmep NoTepb MPUBOIUTCS B (yHTaX CTEPIMHTOB). B

COOTBETCTBHUH C NMPUBEJICHHON HIDKE MaTpHIIEH, BHIBOAUTCS OIEHKA PHCKa

(tabm. 4.6).
Taonuna 4.5
IIxasa oneHKH YPOBHSA pUCKa
ypOBeHL pHUCKa O)KI/I,I[aCMLIC TOAO0BLIC TOTCPU
(CRAMM Measure of risk) (Annual Loss of Expectancy)
1 < £1000
2 < £10000
3 < £100 000
4 < £1000 000
5 < £ 10 000 000
6 < £100 000 000
7 < £1 000 000 000
Tabonuna 4.6
MaTtpuna oueHK: pucKa
Threst  Very Very Very Low  Low  Low  Medum Medium Medien  High  High  High  Very  Wery  Very
Low Low Low High High High
Yiuin, Low |Wedwm] High | Low [Medum| High | Low [wedium] High | Low |Medium| High | Low |Medium| Hah |
Azoat]
Walue|

T o m ;o b s
AR W W R M S s
ot bl i L RE R o
L R
[ R AP S R
L R

W WA T kR W WM

L T

N AT R T
M mm DA AW W R
oD R DN e e A L R
-GS ek koW R
BT R A R AP
I I R PR
o ® oM En B A G M
~ SRR W

TpeTB}I CTaausa HUCCICHOBAHHUA 3aKIHOYACTCA B IIOMCKE aACKBATHBIX

koHTpMep. Ilo cymecTBy, 3TO HMOMCK BapuaHTa CHCTEMbI 0€30MacHOCTH,

HAaWIy4IIIM 00pa3oM YAOBIETBOPSIOLIEi TpeOOBaHUSIM 3aKa34UKa.

Ha 1ot craguu CRAMM renepupyeT HECKOJIBKO BapHaHTOB MeEp

HpOTPIBO,E[efICTBPI)I, AJICKBATHBIX BbBIABJICHHBIM pPHUCKaAM M HX YPOBHAM.
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Kontpmepsl MOKHO 00BETUHHUTH B TpHU KaTeropuu: okoio 300 pexomeH-
nmanuit obmero rmiaHa; 6onee 1000 KOHKPETHBIX PEKOMEHIAIHMN; OKOJIO
900 nmpumepoB TOro, Kak MOXXHO OpraHM30BaTh 3aIUUTY B JJAHHOW CUTya-
IHH.

Takum obpazom, CRAMM — npumep METOAMKH pacyera, pH KO-
TOpOH TMEepBOHAYANBHBIE OLEHKH JAI0TCAd Ha KaueCTBEHHOM YPOBHE, a I10-
TOM IPOU3BOAUTCS NMEPEXO K KOJIMUECTBEHHOM OLleHKe (B Oasax).

45.2. Meronuka FRAP

Mertonuka «Facilitated Risk Analysis Process (FRAP)» mpemnarae-
Masi kommnaHmei Peltier and Associates (caiit B  MHTepHer
http://www.peltierassociates.com/) paspaborana Tomacom IlenTrepom
(Thomas R. Peltier) u omy6nukoBana B [25] ((pparMeHTHl JaHHONH KHUTU
JOCTYITHBI Ha CaiiTe, MPUBEICHHOE HUKE OMUCAHUE IMOCTPOCHO Ha UX OC-
HOBe). B Metonuke obecneuenne b MC npemiaraercs paccMaTpuBaTth B
paMKax Tpolecca yHpaBIeHHs PUCKaMH. YTIpaBIEHHE PHUCKaMH B cdepe
Wb — npotiecc, MO3BOJISAIOMNMNA KOMIAHUSIM HaWTH OajlaHC MEXAy 3aTpa-
TaMH CPEJICTB M CHJI Ha CPECTBA 3aIUTHI U TOTy4aeMbIM 3(QHEKTOM.

VYnpasieHue pHCKaMH JJOJDKHO HAYMHATBCS C OIEHKUA PHCKOB:
JIOJDKHBIM 00pa3oM oQopMIIeHHBIE pE3yIbTaThl OLEHKH CTAHYT OCHOBOIA
JUTSL TIPUHSTHS PEIICHUHA B 00JACTH MOBBINICHUS 0S30MACHOCTH CHCTEMBI.

[ocne 3aBepiieHUsT OLEHKH MPOBOIUTCS aHAIM3 COOTHOINCHHS 3a-
TpaT u noxydaemoro 3¢ddexra (anra. «cost/benefit analysisy), koTopsrit
MO3BOJISIET OMPENCINUTh TE CPEACTBA 3alIUTHI, KOTOPBIC HYXHBI IS CHU-
JKSHHUS PUCKA 10 IPUEMIIEMOTO YPOBHSL.

Hwxe mprBeneHbl OCHOBHBIEC JTAmbl OIEHKH PUCKOB. [laHHBINA criu-
COK BO MHOTOM IOBTOPSET aHAJOTHYHBIN MepeueHb U3 IPYTHUX METOIHK,
HO Bo FRAP 6onee noapoOHO pacKpbIBAIOTCS MyTH MOJNyYEHUS TaHHBIX O
CHCTEME U €€ YSI3BHUMOCTSIX.

1) Onpenenenue 3aliUIIACMbIX AKTHBOB MIPOU3BOIUTCS C HCIIOIB30-
BaHHEM OINPOCHBIX JINCTOB, H3YUCHUS JTOKYMEHTAI[UH HA CHCTEMY, UCIIOb-
30BaHMsS WHCTPYMEHTOB aBTOMATH3UPOBAHHOTO aHam3a (CKaHHPOBAHUS)
CETEH.
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2) Unentudukanus yrpo3. IIpH COCTaBICHHH CIHCKA YTPO3 MOTYT

HCIIOJIB30BAaTbCA PA3HBIC IMOAXOAbI:

3apaHee MOArOTOBJICHHBIE 3KCIIepTaMu TiepedHu yrpo3 (checklists), u3
KOTOPBIX BRIOMPAIOTCS aKTYaIbHBIC /IS TAHHOW CHCTEMBI,

aHallM3 CTATUCTHKH MpouciiecTBuid B naHHON MC u B mogo0HBIX el
— OLICHUBAETCS YaCTOTa MX BOZHHKHOBEHUSI, TI0 PSITy YIPO3, HAIPH-
Mep, yrpo3e BOSHUKHOBEHHUS MMOKapa, MOJO00HYIO0 CTATUCTUKY MOXKHO
MOJIYYUTh Y COOTBETCTBYIOIINX TOCYIAPCTBEHHBIX OpraHU3allni;
«MO3TOBOM IITYPM», TIPOBOIUMBIH COTPYTHHKAMH KOMITAHHH.

3) Korma cnucok yrpo3 3aKkOHYEH, KaXKJOW M3 HUX COMOCTAaBIISIOT

BEPOATHOCTHL BO3HUKHOBCHUS. Ilocne yero OIICHUBAIKOT ymep6, KOTOpLIﬁ

MOJKET OBLITH HaHECEH JTaHHOU prOSOfI. Hcxons u3 IMMOJIYYCHHBIX 3HA4cC-

HUH, OLIEHUBAETCA YPOBEHb YIPO3BI.

IIpn mnpoBeneHuM aHaiW3a, Kak IPaBUIO, NPUHUMAIOT, 4YTO Ha

Ha4vaJIbHOM 3TaIl€ B CUCTEME OTCYTCTBYIOT CPEACTBA U MCXaHU3MBbI 3alllu-

Thl. TakuM 00pa3oM OLIEHHBAETCS YPOBEHb PHCKa Uil HesamumenHoi VC,

YTO B MOCICACTBUH IIO3BOJIACT IIOKA3aTh 3(1)(1)6KT OT BHECAPCHUA CPCACTB

3amuThl HHPopMmanmu (C31).

O]_ICHKa MPOU3BOAUTCA JIA BEPOATHOCTU BO3HUKHOBCHUSA YI'PO3bI H

yluep6a OT HEC IO CJICAYIOIINM HIKaJlaM.

BepositHocTh (anri. «Probabilityy):

«BbIcokash» (anrit. «High Probability») — odens BepositHO, 9TO yrpo-
3a peanm3yercs B TeUEHHE CIEAYIOIIETo TO/Ia;

«cpenusts» (aurin. «Medium Probability») — Bo3moskHO yrposa pea-
JIU3YEeTCsI B TEUCHUE CICMYIOIIETO ro/a;

«um3kas» (anra. «Low Probability») — manoBepositHo, uto yrposa
peanu3yercsi B TeYeHHE CIEIYIOLIEro rofia.

VYiep6 (anrm. «lmpacty) — Bpen (MIx BETHYHHBI TOTEPD), HAHOCH-

MBIl aKTUBY:

«BbIcOKHiD» (anri. «High Impacty»): ocraHOBKa KPUTHYECKH BasKHBIX
OW3HEeC-TIoIpa3NieNicHuid, KOTopas TMPHBOAUT K CYHICCTBEHHOMY
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yiepOy Juis Ou3Heca, MOTepe UMHUIKA WM HEMONyYeHHIO CYIIe-
CTBEHHOH NPHOBUIH;

- cpemauit (Medium Impact): kpaTKkoBpeMeHHOE TpepbIBaHUE pabOTHI
KPUTHUYECKHX IMPOLECCOB HIIM CUCTEM, KOTOPOE NPUBOJMT K OrpaHHU-
YEeHHBIM (PUHAHCOBBIM MOTEPSIM B OJJHOM OU3HEC-TIOAPA3/ICICHNY;

- Huskuil (Low Impact): nepepbIB B paboTe, HE BBI3bIBAIOIINIT OLYTH-
MBIX (PMHAHCOBBIX ITOTEPb.

OneHka omnpezensercss B COOTBETCTBUM C NPABUIIOM, 3a/1aBa€MbIM
MaTpHIlel pUCKOB, H300pakeHHOH Ha puc. 4.9.

IMPACT

P High Medium Low
R g
(o) .

High A B C

B
g Medium B B c

|

L

L 1 B c D

|

T
Y

A - Corrective action must be implemented
B - Corrective action should be implemented
C - Requires monitor

D - No action required at this time

Puc. 4.9. Marpuna puckoB FRAP

[TosydyeHHast oOlLEHKAa YPOBHS PHUCKAa MOXET HMHTEPIPETHPOBATHCA
CJICYIOIUM 00pa3oM:

- YpOBeHb A — CBSI3aHHBIC C PUCKOM JCHUCTBHS (HApUMep, BHEIPEHUE
C3U) n0omKHBI OBITH BBITIOJHEHBI HEMEIJICHHO U B 0053aTEJILHOM I10-
panKe;

- ypoBeHb B — cBsi3aHHBIE C PUCKOM JCHCTBHUS JOJDKHBI OBITH MpeEl-

IIPUHATHI;
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- ypoBeHb C — TpeOyeTcsi MOHUTOPUHT CUTYaIliu (HO HEMOCPEICTBEH-
HBIX Mep O IPOTHUBOACHCTBUIO Yrpo3e NMPHHUMATH, BO3MOXKHO, HE
HaJ);

- ypoBeHb D — HUKaKuX JEHCTBUI B JAHHBII MOMEHT MPEANPUHIUMATD
He TpeOyercsl.

4) Tlocne TOro Kak yrpo3sl HACHTH(QHUIUPOBAHEI U TaHA OIICHKA PHC-
Ka, JOJDKHBI OBITH ONPEAEICHBI KOHTPMEPHI, IO3BOJIIONIAE YCTPaHHUThH
PHUCK FJIM CBECTH €0 J0 IpHeMJeMoro ypoBHs. [Ipyu 3ToM MOIKHBEI mpH-
HUMAaThCS BO BHUMAHWE 3aKOHOJATENbHBIC OTPaHHYCHUS, JCTAfoIIiue He-
BO3MOXXHbBIM WJIH, HaOGOpOT, npeaAnruCbIBaAONIUC B O6H3aTeHbHOM nopsAaaKe,
UCIIOJIb30BAHUE TE€X WM UHBIX CPEJCTB U MEXaHHM3MOB 3aIlUTHL. YTOOBI
OTIPENICITUTh OXKHUIACMEIH 3(pPeKT, MOKHO MPOBECTH OIEHKY TOTO K€ PHC-
Ka, HO TIpU ycloBHU BHeApeHus npemiaraeMoro C3U. Eciu puck cHmKeH
HEJI0CTaTOYHO, BO3MOKHO, Haji0 npuMeHuTh apyroe C3U. Bmecre ¢ omnpe-
JISJICHUEM CPEJICTBA 3alllUThI, HA/IO OMPENEINUTh, KaKue 3aTpaThl OBJICYET
€ro IPUOOpETeHUE U BHEIPEHUE (3aTPaThl MOTYT OBITh KaK MPSIMEIC, TaK U
KOCBEHHBIC, CM. HIKe). KpoMe Toro, HeoO0X0auMO OIECHHUTh, 0€30MMacCHO JIn
CaMo 3TO CPEACTBO, HE CO3MIACT JIM OHO HOBBIX YS3BUMOCTEH B CHCTEME.

UT0oOBI HCITONIL30BaTh SKOHOMUYECKH 3P PEKTUBHBIC CPEICTBA 3all[H-
ThI, HY’)KHO MPOBOJUTH aHAIM3 COOTHOUICHHS 3aTpaT U MOJydyaeMoro 3¢-
¢exta. I[Ipu 3TOM HamO OLECHHUBATH HE TOJIBKO CTOMMOCTH MPUOOPETCHHUS
peIIeHns, HO U CTOMMOCTH MOIepKaHus ero paboTel. B 3arpatel MoryT
BKITIOYATHCS:

- CTOMMOCTh pealM3allid IPOEKTa, BKJIOYAs IOMOJHUTEIHHOE IMPO-
TpaMMHOE U amapaTHoe 00eCIIeYeHHE;

- cHKeHre d()PEKTHBHOCTH BBIOIHEHHUS CHCTEMOW CBOMX OCHOBHBIX
3ajad;

- BHEAPCHHUE IONONHUTENBHBIX MOIUTHK U TPOLENyp VIS MOIAepKa-
HUSI CPE/ICTBA;

- 3aTpaThl Ha HaiiM JOMOJHUTEILHOTO MEPCOHANa WU MepeodydeHue
HMMEIOIIETOCs!.
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5) JloxymentupoBanue. Korjga oreHka pUCKOB 3aKOHYEHa, €€ pe-
3yJBTAThl JOJDKHBI OBITH MOAPOOHO MOKYMEHTHUPOBAHBI B CTaHAApTHU30-
BaHHOM (opmare. [lomydeHHBIH OTYET MOXKET OBITh HCIIONBE30BaH MPH
OTIpEICIICHUH TIONUTHK, MIPOIIeayp, Or0/KeTa 0€30IIaCHOCTH | T. 1.

4.5.3. Meroauka OCTAVE

OCTAVE (amrn. «Operationally Critical Threat, Asset, and
Vulnerability Evaluation») — mertoanka moBefeH s OIIEHKH PUCKOB B Op-
raHu3aImy, pazpadbareiBaeMas HHCTUTYTOM Software Engineering Institute
(SEI) mpu yuusepcutere Kapuern Memnon (Carnegie Mellon University).
[Tonrnoe omnwmcanme wMeroaWku nAocTynmHO B MHTepHer Ha caiite
www.cert.org/octave. Eff Takke MOCBAIIEHO MHOTO HAYYHBIX M HAy4HO-
TeXHUYECKUX crareii [26, 27].

Oco0EeHHOCTh JAHHOW METOJMKH 3aKJII0YAeTCsl B TOM, YTO BECh IIPO-
[lecc aHajM3a IMPOW3BOMUTCS CHIIAMH COTPYAHUKOB OpraHW3almy, Oe3
MIPUBJICYCHNS BHEITHUX KOHCYJIBTAHTOB. J[JIs 3TOrO co3maercs cMermanHas
rpyIIa, BKIOYAKOIIAs KaK TEXHHYSCKUX CIICIIMAINCTOB, TaK U PYKOBOIH-
Teled pa3HOTO YPOBHs, YTO ITO3BOJISIET BCECTOPOHHE OLICHHUTH MOCIEN-
CTBHA I OM3HECa BO3MOXHBIX WHIMICHTOB B 00JNacTH 0€30MACHOCTU U
pa3paboTaTh KOHTPMEPHI.

OCTAVE npenmnonaraer Tpu ¢a3bl aHaIm3a:

1. PazpaboTka npoduist yrpo3, CBI3aHHBIX C AKTHBOM.
2. Unenrtudukanus nHOPaCTPYKTYPHBIX YA3BUMOCTEH.
3. Pa3pabotka cTparernu u miaHoB O€30MaCHOCTH.

[Ipoduns yrpossl BkiIOYaeT B ceOS yKa3aHWsS Ha aKTUB (aHIJL.
«assety), TiI 1ocTyna K akTUBY (aHTII. «aCCeSS»), HCTOYHHUK yrpo3bl (aHTIL
«actory), TUI HapylUIeHHWs WK MOTHB (aHIJ. «MOtivey), pe3yabrar (aHri.
«0UtCOMey) U CCBHUIKH Ha OMUCAHUS YIPO3bI B OOMIEIOCTYMHBIX KaTaIorax.
ITo Tuny ncrounnka yrpo3st B OCTAVE nensitcs Ha:

- YTPO3bI, HCXOISIINE OT YeOBEeKa-HAPYIIHUTEINs, JEUCTBYIOMIETO de-
pe3 ceTh nepeaayl JaHHbIX;
- YIpo3bl, HCXOJSIIUE OT YCIOBEKA-HAPYIIUTENS, HCIOJIb3YIOIIETO

(bU3NIECKUl JOCTYI;
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- yrpo3bl, CBsI3aHHBIE CO COOSMH B pabOTE CHCTEMBI;
- IIpouHe.

PesynbraTomM MoxeT ObITh packpbiTHe (aHri. «disclosure»), n3mene-
aue (amrm.  «modificationy»), moreps wim paspymieHne  (aHIIL
«loss/destruction») HH(GOPMAIIMOHHOIO pecypca WM PaspbiB MOIKITIOYE-
HUsI, OTKa3 B 00cIykuBaHuu (aurii. «interruptiony).

Metonuka OCTAVE npeanaraer npu onucaHuy Npopuiis UCHONb-
30BaTh «IEPEBbs BAPHAHTOBY, IpUMeEp MOIOOHOTO JepeBa It yTPO3 Kilac-
ca 1 (yrpo3sl, HCXOISIINE OT YEIOBEKa-HAPYIIUTENS, JEHCTBYIONIETO Ye-
pe3 ceTh mepenavd qaHHbIX) npuBeneH Ha puc. 4.10. Tlpu cozmanuu mpo-
¢unst yrpo3 pekomeHayeTcs U30eraTb OOMIMS TEXHWYECKHX JeTalleld —
9TO 33j1a4a BTOPOTO 3Tala UccienoBanus. [ maBHas 3aqaua mepBoi cTaauu
— CTaHAAapPTH30BaHHEIM 00pa30M OMHCATh COYETAHHE YTPO3BI U pecypca.

Carnegie Mellon

Software Engineering Institute

Human Actors - Network Access
_disclosure

modification
loss/destruction

interruption

_disclosure
modification
loss/destruction

M interruption

isclosur
accidental |_modification
loss/destruction
. interruption
outside -
disclosure
deliberate modification
loss/destruction
interruption

asset access actor motive outcome

S4-14

Puc. 4.10. [lepeBo BapuaHTOB, HCIIOJIB3YIOIIEECS
TIPY ONFCAHUX PO
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[IpenmnonoxxuM, 4TO Ha MPEANPHUATHH UMeEeTCs WH(GOPMAIMOHHBIH
pecypc (axktmB) — ©0a3za mamnbix (BJl) otmema kaapoB (ammn «HR
Database»). IIpoduib, COOTBETCTBYOLIHMI YIPO3e Kpakd HHPOPMAIIUHU CO-
TPYJHUKOM, IPEANPHUATHUS TIpeacTaBieH B Taou. 4.10.

Tabnuma 4.10
IMpumep npoduist yrpo3nl

Pecypc (Asset) BJ1 ornena kaapos (HR Database)

Tun goctyna (Access) Yepes cetp nepenaun nanabix (Network)
Hctounuk yrpossl (Actor) Buyrpennwuii (Inside)

Tun HapymeHus (Motive) IIpennamepennoe (Deliberate)
VYs3sumoctb (Vulnerability) | -

Pesynbrar (Outcome) Packpeitue nanubix (Disclosure)
CchUlKa Ha KaTalor yS3BHMO- | -

creii (Catalog reference)

Bropas ¢aza uccrnenoBaHHs CUCTEMBI B COOTBETCTBUH C METOAU-
KO — npeHTnuKays HHQPacTpyKTYpHBIX ys3BUMocTeld. B xome aroi
(a3sl onpeaemnsieTcss HHPPACTPYKTYpa, MOANSPKUBAIOIIAST CYIIECTBOBAHHE
BEIJICIEHHOTO paHee akTuBa (Hampumep, eciu 3To bJl oTmena xagpos, TO
HaM Ui paboThI C Hell Hy)XeH cepBep, Ha KOTOpoM 0a3a pa3MelleHa, pa-
0ouast CTaHIMS CIIy’Kalllero OTAeNa KaapoB U T. A.), U TO OKpY>XEHHE, KO-
TOpPOE MOKET IO3BOJIUTH IONYYUTHh K HEH MOCTym (Hampumep, COOTBET-
CTBYIOIIIUN CETrMEHT JIOKaJbHOW ceTH). PaccMaTpwBaioTCsS KOMIIOHEHTHI
CIIEYIOIIMX KIIACCOB: CepBephl; ceTeBoe obopynoanme; C3U; mepco-
HaJIbHBIC KOMIIBIOTCPBI; JOMAITHUE TMMEPCOHAJIBHBIC KOMIIBIOTEPHI «HAI0OM-
HBIX» II0JIb30BaTeNel, paboTaromMX yAajleHHO, HO MMEIONIUX JOCTYN B
CEeTh OpraHU3alUM; MOOWJIBHBIE KOMIBIOTEPHI; CHCTEMBI XpaHEHUs; Oec-
IPOBOIHEIEC YCTPOMCTBA; IpOUEe.

I'pymna, mpoBoasmas aHamu3 Uil KaKIOTO CErMEHTa CETH, OTMeYa-
€T, KaKhe KOMIIOHEHThl B HEM IIPOBEPSIOTCS Ha HAJIMUYHE YS3BUMOCTEH.
YSA3BUMOCTH IPOBEPSIIOTCS CKaHEpPaMU 0€30MaCHOCTU YPOBHS ONEpaIMOH-
HOW CHCTEMEBI, CETeBHIMH CKaHEpaMH O€30IIaCHOCTH, CHEIHATN3NPOBAH-
HBIMH CKaHepaMu (Jiisl KOHKpETHBIX web-cepBepoB, CYB/] u npou.), ¢ mo-
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MOIIBIO CIIUCKOB ys3BUMOCTeH (aHri. «Checklists»), TeCTOBBIX CKPHIITOB.
Jist KaXkJJ0ro KOMITOHEHTa OTIpeessIeTcs:

- CIHCOK YSA3BHMOCTEH «BBICOKOH cTeneHu BaxHocTh» (aHri «high-
severity vulnerabilities»), koTopsie HamO yCTpaHUTL HEMEICHHO,

- CIHCOK YSI3BUMOCTEH «CpemHel cTerneHn BaxHOCTH» (aHrir «middle-
severity vulnerabilities»), koTopsie Hamo ycTpaHuTh B OnmKaiiiiee
BpeMS;

- CIIHCOK YA3BUMOCTEH «HHM3KOH cremeHn BakHocTm» (low-severity
vulnerabilities), B oTHOIIEHHN KOTOPBIX HE TPEeOYETCS HEMEUICHHBIX
JeHCTBUI.

[o pesynbTaram CTaauU TOTOBHTCS OTYET, B KOTOPOM yKa3bIBaeTcs,
KaKWe YSI3BUMOCTH OOHApYXXCHBI, KAKO€ BIUSHHE OHH MOTYT OKa3aTh Ha
BEIZICJICHHBIC paHee aKTHUBBI, KaKWe MEphl Haao MPENNpPUHATH IS yCTpa-
HEHMSI YSI3BUMOCTEN.

Pa3zpaboTka cTparernu M IUIaHOB OE30MACHOCTH — TPEThsl CTaAUs
uccienoBaHus cucreMbl. OHa HAYMHAETCS ¢ OLIEHKH PHCKOB, KOTOPask Po-
BOJUTCS Ha Oa3e OTYETOB 10 ABYM npenprynmmM stanam. B OCTAVE npu
OILICHKE PHCKA JaeTcs TOJNBKO OIICHKAa OXHIAeMOro ymiepba, 0e3 OIeHKH
BepositHocTU. [llkama: «BBICOKMI», «CpemHui», «HU3KUW». OleHuBaeTcs
(UHAHCOBBIN yIIepO, ymepd penyTaluu KOMIIAHHH, XKH3HU U 3JI0POBBIO
KJIMEHTOB M COTPYJIHUKOB, yIIepO, KOTOPBII MOXKET BBI3BATh CyneOHOE
IpeciieoBaHre B pe3yIbTaTe TOTO I MHOTO MHIUACHTA. OMUCHBAIOTCA
3HAYEHUS, COOTBETCTBYIOIINE KAXKIOW Tpagalyyl MIKajdbl (HampuMmep, I
Majoro npeanpusaTus ¢uHaHcoBbiid ymepo B $ 10000 — Bbicokmid, s
0oJiee KPYIMHOTO — CPEIHUN).

Hanee pa3pabaThiBalOT IDTAHBI CHWDKCHUS PHUCKOB HECKOJNBKUAX TH-
TIOB:

- JIONTOBPEMEHHBIE,

- Ha CPEIHIOI0 NIEPCIICKTHUBY;

- CIHMCKH 3a/ia4 Ha OJrkaiiiee Bpemsi.

Jdns onpeneneHnss Mep NPOTHBOJACHCTBHA yrpo3aM B METOANKE
MIPEUIATaloTCs KaTaJIOTH CPEICTB.
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XoTenock OBl ellie pa3 MOAYEPKHYTh, YTO B OTIIMYUE OT MPOYHX Me-
tonuk OCTAVE He npeanonaraeT NpHUBJICUYCHUS I UCCICIOBaHUS 0e3-
onacHoctd MIC cTOpoHHMX 3KCIepToB, a Besi JokyMeHTauus no OCTAVE
obmienoctynHa u OecruiaTHa, 4yTo JIeJIaeT METOJNKY OCOOCHHO TpPHBIIEKA-
TENBHOU IS IPENNPUSITHNA C KECTKO OTPaHUYCHHBIM OIOJIKETOM, BBIJEIIS-
eMbIM Ha 1eiu obecreuenus 1b.

45.4, Meronguka RiskWatch

Kommanus RiskWatch pa3paborana coOCTBEHHYI0 METOIUKY aHAIH-
3a PUCKOB M CEMEHCTBO MPOTPaMMHEIX CPEICTB, B KOTOPHIX OHA B TOW JIU-
60 nHOM Mepe peanusyercs [19, 28, 29, 30].

B cemeiictBo RiskWatch BxoasT nmporpaMMHbIe POIYKTHI ISl IPO-
BEJICHUS Pa3INYHBIX BUJIOB ayTUTa 0€301acCHOCTH:

- RiskWatch for Physical Security — mist ananu3za ¢usudeckoil 3aru-
1 IC;

- RiskWatch for Information Systems — st uHGOPMAIIOHHBIX PHC-
KOB;

- HIPAA-WATCH for Healthcare Industry — st oneHKH COOTBET-
crBust TpeboBanmsaM crangapra HIPAA (or amrn. «US Healthcare
Insurance Portability and Accountability Act»), akryamrsHbIM B OC-
HOBHOM Il MEIHUIIMHCKHUX YUIPSIKACHUH, paObOTAIOIINX HA TEPPUTO-
pru CLIA;

- RiskWatch RW17799 for I1SO 17799 — 111 OLIEHKM COOTBETCTBHS
UC tpeboBanmsm MexyHapoaHoro cranaapra [ISO 17799.

B merone RiskWatch B kauecTBe KpuTepHeB IS OIEHKH U yIIpaBJIe-
HUsI PUCKaMHU UCIIOJIB3YIOTCS 0XKUAaeMble ro/1oBbie motepu (anri. «Annual
Loss Expectancy», ALE) u omuerka Bo3Bpara uHBecTHIMi (anri. «Return
on Investmenty», ROI). RiskWatch opueHnTHpoBaHAa Ha TOYHYHO KOJIHYE-
CTBEHHYIO OIICHKY COOTHOIIEHHS ITOTEPh OT yIrpo3 OE30MaCHOCTH U 3aTpaT
Ha CO3JIaHUE CHCTEMBI 3alUTHl. B ocHOBe mpoaykTa RiskWatch naxomures
METO/IMKa aHAJIN3a PUCKOB, KOTOPAsi COCTOMT M3 YEThIPEX ITAIOB.

[TepBsIiii 3Tan — omnpejeneHne MpeaMeTa UCCIIE0BaHUsA. 3/1eCh OMH-
CBIBAIOTCS TAKHE MapaMeTPhl, KaK THIT OPTaHU3aIMY, COCTaB UCCIICTyeMOn
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CUCTeMHbI (B 00muX 4yeprax), 6a3oBbie TpeOboBaHUS B 00acTH Ge30macHO-
ctu. s obnerdenus pabOTHl aHATHTHKA B MA0IOHAX, COOTBETCTBYIOIINX
TUIy OpTaHH3aluu («KoMMepueckas HH(OPMAMOHHAS CHCTEMay, «TOCY-
JApCTBEHHAs/BOCHHAs MH(POPMAIMOHHAS CHCTEMa» U T. JI.), €CTh CIIUCKH
KaTEerOpHUil 3alllUIAaeMBIX PECypCOB, MOTEPhb, YIrpo3, YSI3BUMOCTEHl U Mep
3amuThl. M3 HUX HY)KHO BBIOpATh T€, YTO PEATBHO MPUCYTCTBYIOT B Opra-
Huzanuu (puc. 4.11).

T RiskWatch - [TEST1] =10l x|

File Scope Selection Data Questions Evaluation Reports Tools  Help

D& 3| A =@ _oeven |

BLT T “Overview Y Scope ¥ Gelection ¥ Data X Guestions % Evaluation % Reparts %

Phase I - Selection

r Phass | Steps —————— ~ Assst Categories —————————
[ J#:ccounts Payable ﬁ!iew!?rintl Deselsct Al
I Asset Categories [ &ccounts Receivable
Applicat
[ &eplicatcns & Add | Delete

¥ Loss Categories

Hardware

¥ Threats %Bzgr;:z;atmnssmtware Modify | Suppliers

[ Documentation

¥ “ulnerabilty Areas [+ Faciltiss ?  hep
P 1o 2 = 2 b |

¥ Safeguards

Communications Hardware Definition

B BMIlb! TENEKOMMYHMKEUMOHHOND DB0PYINEEHIA [TUBHOE W AI

Functional Areas
IV nacCcHEHOE]
E

For Questions

Selacted mmel gt ane cheched. | Phasa 1---
Puc. 4.11. Onpenenenre KaTeropuii 3alXIIIAEMbIX PeCypCOB

Hampumep, kaTteropuu noreps:
- 3QJICPKKU M OTKa3 B 00CITyKMBaHUHY;
- packpsITHE HH(POPMAIIH;
- MpsIMBIE TIOTEPHU (HATIPHIMED, OT YHUYTOKEHISI 000PYIOBaHUSI OTHEM);
- JKHU3HB U 3[I0POBBE (IIEPCOHAIA, 3aKA3YHKOB U T. II.);
- W3MEHEHHUE JaHHBIX;
- KOCBEHHBIC IOTEePH (HAPUMEP, 3aTPAThI HA BOCCTAHOBIICHHE);

173



- pemyTanus.

Bropoii 3Tam — BBOJ JaHHBIX, ONMUCHIBAIOIINX KOHKPETHBIE Xapak-
TEPUCTHKH CUCTEMBL. J[aHHBIE MOTYT BBOAMTHCS BPYYHYIO WIIM UMIIOPTH-
pOBAaThHCSI U3 OTYETOB, CO3AAHHBIX MHCTPYMEHTAJIBHBIMH CPEICTBAMH HC-
CJICZIOBaHMS YSI3BUMOCTH KOMITBIOTEpPHBIX ceTeid. Ha 3Tom stame, B WacT-
HOCTH, OAPOOHO OMUCHIBAIOTCSI PECYPCHI, IOTEPU U KJIACCHI MHIIUJCHTOB.
Krnaccel MHIIMACHTOB MOJYYaIOTCS ITyTEM CONOCTABICHHS KATETOPHHU IO-
Tepb M KaTETOPUH PECYPCOB.

Jns BBISBICHUS BO3MOXKHBIX YS3BHMOCTEH HCIIONB3YETCS BOIPOC-
HUK, 6a3a KoToporo coaepxut 6onee 600 Bompocos. Bonpock! cBsizaHbl ¢
KaTeTOPHSIMU PECYPCOB.

Taxoke 3amaeTcs 9acTOTa BOZHUKHOBEHHS Ka)KIOU M3 BBIICICHHBIX
yTpo3, CTENICHb YSA3BUMOCTH U IICHHOCTH pecypcoB. Eciu s BEIOpaHHOTO
KJacca yrpo3 B CHCTEME €CTh CPEAHETOJOBBIC OICHKH BO3HHKHOBCHHS
(LAFE u SAFE), To ucnons3yorcsi oHU. Bce 3T0 HCmobp3yeTcst B Aaib-
HelmeM 11 pacueTa d3QPeKTa oT BHEIPEHUS CPEICTB 3aIIUTHL.

Tpertuii aTanm — KOJIMYECTBEHHAS OlleHKa pucka. Ha atom sTare pac-
CUMTHIBacTCA NMPO(GUIb PUCKOB, U BBIOUPAIOTCS MEpPBI oOecriedeHus 0e3-
omacHocTn. CHavyasa yCTaHABIMBAIOTCS CBSI3M MEXKIY peCcypcaMmi, IOTe-
PSAMHE, YIPO3aMU U YSI3BUMOCTSIMH, BBIJICIICHHBIMH Ha MPEIBIIYIIHX [Iarax
ucciaenoBanus. Ilo CyTH, pUCK OLICHHBAETCS ¢ MOMOIIBI0 MaTeMaTu4ecKo-
ro OXHIAHWSA IOTeph 3a roi. Hampmmep, ecmu CTOMMOCTBH cepBepa
$ 150000, a BEPOATHOCTH TOTO, YTO OH OYAET YHHYTOXKEH IIOKAPOM B Te-
yeHue roaa, pasua 0,01, To oxugaemeie motepu cocrasat $ 1500.

dopmyita pacyera (M = PXv , TAe M — MAaTEeMaTHYECKOE OXKUIAHHUE,
P — BEpOSITHOCTh BO3HUKHOBEHHUS YIPO3bl, V — CTOMMOCTb pecypca) mpe-
TepIiesia HeKOTOPhIe N3MEHEHUS B CBsI3U C TeM, 4To RiskWatch ucnonesyer
ompeJieJIeHHbIe aMEePUKAaHCKUM HWHCTUTYTOM craHaaptoB NIST onenku,
naseiBaemble LAFE u SAFE. LAFE (ot anrn. «Local Annual Frequency
Estimate») moka3sIBaeT, CKOJIIBKO pa3 B FOA B CPEIHEM JaHHAs yrpo3a pea-
ausyeTca B JaHHOM MecTe (Hampumep, B ropoge). SAFE (ot anrm.
«Standard Annual Frequency Estimate») mokasbiBaer, CKOJIBKO pa3 B TOI B
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CpellHeM JlaHHas yrpo3a pealn3yeTcs B 3TOH «4acTH MHUpa» (Harpumep, B
CesepHoii AMepuke). BBoauTcs Takxke monpaBovHbIA KO3(QHUITUEHT, KO-
TOPBIH TO3BOJISIET YUECTh, YTO B PE3YIbTATE PEATU3aIMN YTPO3bI 3alHIIa-
eMBIii pecypc MOXKeT ObITh YHHUTOXKEH HE MOJHOCTHIO, & TOIBKO YaCTHYHO.
Dopmynsl (4.3) u (4.4) moKa3bIBaIOT BAPUAHTHI pacyeTa IOoKa3aTess

ALE
ALE=Asset Value x Exposure Factor x Frequency, (4.3)

rae Asset Value — crouMocTh paccMaTprBaeMOro akTHBa (JIaHHBIX, MPO-
rpamm, armapaTtypsl U T. 11.);

Exposure Factor — ko3¢ ¢uimerT BO3JICHCTBUS — TIOKA3bIBACT, Kakas
4acTh (B MPOIIEHTaX) OT CTOMMOCTH aKTHUBa TIOJIBEPTacTCs PUCKY;
Frequency — yactoTra BO3HUKHOBEHUS HEXEIATCILHOTO COOBITHS;

ALE — 3T0 OolieHKa 0’KHIaeMbIX I'OJI0OBBIX MOTEPh AJISL OAHOTO KOHKPETHO-
ro akTUBa OT pPeaju3ally OJHOHN yrpo3bl.

Korna Bce akTUBBI M BO3IACHCTBHUS HACHTU(HUIMPOBAHBI U COOpAHBI
BMECTE, TO MOSBIISIETCS BO3MOXKHOCTh OIIEHUTH 001w puck st MUC, kak
CYMMY BCEX YaCTHBIX 3HAUYEHUI.

MosxHO BBECTHM IOKa3aTelIM «OKuAaemas roJoBas 4acToTa IpOHC-
mectBus» (anrit. «Annualized Rate of Occurrence» — AROQO) u «oxunae-
MBI eqnHUYHBIN yiepO» (anri. «Single Loss Expectancy» — SLE), ko-
TOPBI MOKET PaCCUUTHIBATHCA KaK pa3HUIlA MEPBOHAYAIBLHOW CTOMMOCTHU
aKTHBA M €r0 OCTaTOYHOH CTOMMOCTH IIOCIIE MPOUCIIECTBUS (XOTS HOH00-
HBI CIIOCOO OLIEHKH NPHMEHHM HE BO BCEX CIIydasx, HallpuMep, OH He
HOJXOIUT JUISI OIICHKH PHCKOB, CBSI3aHHBIX C HAapyIICHHEM KOH(HUICHITH-
anpHOCTH MH(pOopManun). Torma Ui OTAETHHO B3STOTO COYETaHUS yrpo3a-
pecypc npumernma dopmyia (4.4):

ALE = ARO xSLE. (4.9)

JlONOTHUTENBHO paccCMaTPUBAIOTCA CLIEHAPUH «UTO €CIIU:», KOTOPbIE
MI03BOJIAIOT ONKUCAaTh AHAJOTMYHBbIE CUTyallUd TNPH YCIOBUM BHEIPEHHUS
cpencTB 3amuThl. CpaBHUBAs 0XKMIAEMbIE IIOTEPU IPU YCIOBUHM BHEApE-
HUS 3alIUTHBIX Mep U 0€3 HUX MOXKHO OLEHHUTHh IPPEKT OT TaKUX MEpO-
TPUSTUH.
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RiskWatch Bxirouaer B cebs 6a3wl ¢ onenkamu LAFE u SAFE, a
TaKke ¢ 000OIMIEHHBIM ONICAaHNEM Pa3IHMYHBIX THIIOB CPEIICTB 3aIUTHL

O ekt oT BHEOPEHHS CPEICTB 3alIUTHl KOJIHICCTBEHHO OIMCHIBA-
etcst ¢ moMotbto mokasarenst ROI (Return on Investment — Bo3BpaT WH-
BECTHUIINI), KOTOPBII MOKa3bIBAET OTAA4Yy OT CACIAHHBIX WHBECTHIIMN 32
OTIpEICIICHHBINH IepUO] BpeMeHU. PaccunteiBaercs oH mo hopmysie:

ROI = > NVP(Benefits) — > NVP(Costs; ), (4.5)

i i
rae Costs; — 3arparbl Ha BHEIPCHHE M IOJJCPXKAHUE j-MEpPhI 3allUThI;
Benefits; — orenka Toii MONB3bI (T. €. OKUAAEMOTO CHHIKEHHS TIOTEPH),

KOTOPYIO MPHHOCHT BHeApeHue nanHou mepsl 3amuter; NPV (Net Present
Value) — gucras TekyIasi CTOUMOCTb.

ROI

Application Controls ‘
Security Staff
Property M
Visitor Control

Life Cycle Management
Contract Specifications
Risk Analysis
Organizational Structure
Personnel Clearances

Security Policy

1 2 3 4 5 6 7 8 9 10

Puc. 4.12. TIpumep rpaduka mokazarenst ROI mist pa3audHbIX MEp 3aIUThI

UerBepThlii 3TAIl — reHepanus oT4eToB. THUIIbl OTUETOB:

- KpaTKHe UTOTH,

- TIOJHBIE ¥ KPAaTKHE OTYETHl 00 3J1eMEHTaX, ONMCAHHBIX Ha CTamusx 1 u
2,

- OTYeT OT CTOMMOCTH 3alUIIAEMBIX PECYpPCOB M OXKHIAEMBIX ITOTEPSIX
OT peaNu3anuy yrpos;

- OTuer 00 yrpo3ax U Mepax IpOTUBOACHCTBHUS,

- oruer o0 ROI (dpparment npuBeseH Ha puc. 4.12);
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- OTYeT O pe3yJbTaTax ayauTa 0e30MacHOCTH.

Takum 06pazom, paccMaTpuBaeMoe CPEACTBO MO3BOJISET OIIEHUTD He
TOJIBKO TE€ PUCKH, KOTOpBIE CeHYac CyILECTBYIOT y MPENNPUATHS, HO U Ty
BBITOJY, KOTOPYIO MOXKET NPHHECTH BHEApEHHE (U3NYECKUX, TEXHUUE-
CKHUX, MIPOTPAMMHBIX M IPOYHX CPEIACTB M MEXaHW3MOB 3amuThl. [loaro-
TOBJIGHHBIE OTYETHI U TpadUKH TAIOT MaTepHall, JOCTATOYHbIH ISl IPUHS-
TUSI pelICHUN 00 M3MEHEHUU CUCTEMbl oOecredeHus: 0e30MacHOCTH Ipe-
TIPUSTHSL.

4.5.5. IIpoBeieHNne OLIEHKH PUCKOB B COOTBETCTBHU
¢ metoaukoi MaiikpocopT

[Ipomnecc ympaBneHus: puCKaMy, IMpeAsiaraeMblii  KopIiopaiuen
Maiikpocodt [20], pazbuBaer 3Tam OLEHKH PUCKOB Ha CIEAYIOIIHNE TPU
miara:

- naanuposanue. PazpaboTka OCHOBBI IS YCIICIITHOM OIICHKH PHCKOB;

- KOOpOUHUpoB8arHuwvlli coop Oanuvix. COOp WHPOPMALIMU O PUCKaX B
X0J1e KOOPANHUPOBaHHBIX 00CYXJICHUI PUCKOB;

- npuopumusayus puckos. PamxupoBaHue BBISIBICHHBIX PUCKOB Ha OC-
HOBE HEMPOTUBOPEUUBOTO ¥ TIOBTOPSIEMOTO IIPOIIecca.

Jliis mpoBeicHHs OIICHKH TpeOyeTcs coOpaTh NaHHBIE O:

- aKTHBax OpraHM3alluiy;

- yrposax 06e30MacHOCTH,

- YSI3BHUMOCTSX;

- Tekymlel cpere KOHTPOIIS (B IPHHATON aBTOPaMH MepeBo/Ia PyKOBOA-
ctBa [20] TEpMHHOJIOTHM CPEJCTBA M MEPhI 3alIUTh WHPOPMAIIUU
Ha3BIBAIOTCSL AJIEMEHTaMH KOHTPOJISI, COOTBETCTBEHHO, cpela KOH-
TPOJISI — COBOKYITHOCTb JJIEMEHTOB);

- TpeIaraeMbIX JIeMEHTaX KOHTPOJIS.

AKTUBaMH CUUTAETCS BCE, YTO MPEICTABISICT IEHHOCTh ISl OPTraHH-
3anun. K MarepuansHBIM aKTHBaM OTHOCHTCS (pr3udecKas HHPPaCTPYKTy-
pa (HampuMep, LUEHTPHI 00pabOTKM TaHHBIX, CEpBEpbl U HUMYIIEcTBO). K
HeMaTepUalIbHbIM aKTHBaM OTHOCSTCS AaHHbBIC U Jpyras LieHHas JUIs opra-
Hu3amu uHGopManys, XpaHsmasics B mudGpoBoi Gopme (Hampumep, OaH-
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KOBCKHE TPaH3aKILIUH, pacyeThl IJIaTexel, CeluuKanuy 1 IIaHbl pa3pa-
OOTKH MPOAYKTOB). B HEKOTOPBIX OpraHU3AIMIX MOXKET OKa3aThCs TOJIe3-
HBIM OIpEJeNiCHHe TpeThero Tuma akTuBoB — WT-cimyx6. UT-cimyxba
IPEACTaBISIET COOON COUeTaHNEe MAaTEPHAIBHBIX M HEMATCPUAIBHBIX aKTH-
BOB. Hampumep, 3T0 MOkeT OBITh KOPIIOpPATHBHAs CITy>K0a 3JEKTPOHHOU
TTOYTEHI.

[ponecc ynpapneHus pruckaMu 0€30MACHOCTH, MpeIIaraeMbiidi KOp-
mopanueii MaiikpocodT, ompemesieT CIeIyIoNme TPH KadecTBEHHBIX
KJIacca aKTHBOB:

- evicokoe enuanue na ousnec (BBb) — BimsHME Ha KOHOHUICHINATD-
HOCTb, IIEJIOCTHOCTh M TOCTYITHOCTh 3TUX aKTHBOB MOXKET MPHYHHUTH
OpraHM3allii 3HAYUTENBHBIA WM KaracTpouueckuid  ymiepO.
Hampumep, kK 3TOMy KJ1accy OTHOCSTCSI KOH(DUACHIINAIBHEIC IEIOBEIC
JIAHHbIC,

- cpeonee enuanue Ha busnec (CBB) — BrnusiHHe Ha KOH(UICHIINAIB-
HOCTb, [IEJIOCTHOCTh ¥ IOCTYITHOCTh 3TUX aKTHBOB MOXKET IPHYNHUTH
opranmsanuu cpeqauii ymep0. Cpenauil ymep0 He BBI3BIBACT 3HAYH-
TENBHBIX WIA KaTacTpo(HUECKUX W3MEHEHHUH, OJHAKO HapymiaeT
HOPMAJBHYIO PadOTy OpraHM3ally J0 TaKO CTEIeHH, YTO 3TO Tpe-
OyeT MPOAKTHBHBIX JIEMEHTOB KOHTPOJIS [UI1 MUHUMU3AIMH BIUSHHUS
B JJAHHOM KJIacce akTHBOB. K 3TOMy KjlacCy MOTYT OTHOCHUTBLCSI BHYT-
peHHHE KOMMeEpYecKHe NaHHBIE, TaKhe KaK IepedeHb COTPYIHHUKOB
WK TAaHHBIC O 3aKa3ax MPeATIPUSTHS;

- Husxoe enusHue Ha Ousnec (HBB) — aKkTHBBI, HE MOIMAJAIONIUE B
kiaccsl BBb u CBB, otHOCsTCs K knaccy HBB. K 3amure nogo6HsIx
aKTHBOB HE BBIBUTAIOTCS (hOpMabHBIC TPEOOBaHMS, H OHA HE TpeOy-
€T JONOJIHUTEIFHOTO KOHTPOJISI, BBIXOJISIIETO 38 PAMKH CTaHIAPTHBIX
peKoMeHaanui 1o 3anmre HHGPacTpyKTyphl. Hampumep, 310 MoryT
OBITh OOIIIHE CBEIEHUS O CTPYKTYPE OpraHU3aIliH.

Janee onpenensercs nepedeHb yrpo3 U yI3BUMOCTEH, U BBINOJIHSACT-
Cs OIIGHKa YPOBHs MMOTEHIMAIBHOTO yriep0a, HA3bIBAEMOTO CTEICHBIO
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MOJIBEP’)KEHHOCTH aKkTWBa Bo3jeicTBhio. OlieHKa yiepda MOMXKET MpPOBO-

JUTHCS 110 Pa3JIMYHBIM KaTCTOPUSAM!

KOHKYPEHTHOE NPEUMYIIECTBO;

3aKOHBI U PETYJISITUBHBIC TPSOOBAHMS;

OTIepaIMOHHAast JOCTYITHOCTD;

peryTanus Ha PhIHKE.

O1eHKy MpeyIaraeTcs IpOBOIUTH MO CICIYIONICSH IIKae:

«BBICOKasI TIOIBEPKEHHOCTD BO3AEHCTBUIOY: 3HAYMTEIHHBIN HIIH TI0JI-
HBIH ymepO Ui aKTHBA,

«CpeHsis TOABEPIKCHHOCTh BO3ACHCTBUION. CPEAHUM WM OTpaHH-
YEeHHBIH y1epo;

«HU3Kas TOABEP)KEHHOCTh BO3JICHCTBHIO». HE3HAUYHTEIILHBIA yIIepO
WK OTCYTCTBHE TAKOBOTO.

Crnenyrommii mar — OIEHKa YacTOThl BO3HUKHOBEHHUS YIpo3 IO

IKaje:

«BBICOKAs»: BEPOSITHO BO3HUKHOBCHUE OJHOTO WA HECKOJBKHX CO-
OBITHI B Ipeienax roja.

«cpenHsisy: BIUIHUE (COOBITHE) MOXKET BO3HHKHYTH B TIpejieliaX IBYX-
Tpex JieT.

«HHU3Kas»: BOBHUKHOBCHHE BJIMAHUSA B MIPEACTIaX TPEX JICT MAJIOBEPO-
SITHO.

LLiabnioH cbopa AaHHbIX

On enUTe aKTBbI, 3a pa3pabo Jul eI MpaBrneHne U ConpoBOXAEHUE KOTOPbIX HECET OTBETCTBEHHOCTL Balla nna
HaseaHue akTusa Knaccudvkayms aktuea (BbICOKoe, ¢ Hee NN HU3Koe BIIMAHWE Ha OeATeNbHOCTD,
1. |

[ins Kayroro akTvBa yKkaxuTe Criefyiolme sHaueHus

Mi I Yero H [yTn BosHUKHOBEHMA | YpoBeHb Onucanus BeposiHocTs | HasHavenne
3alyuTa usbexarb (0 [ yLy (B,C,H) KOHTpONA,
(yrpossl) BO3AeiCTBUI0 3M1eMeHTOB noTeHyuansHsle
(B,C.H) KOHTpONA HOBble

PU3MYECKMiA ypoBeHb

Yanbl

MpunokeHus

CeTo

&HHI:IS

Puc. 4.13. [11aGyon c6opa naHHbIX
Jannsle cobuparorcs B mabdiaoH (cM. puc. 4.13). Habop mabmoHoB (B

Buje (aiinoB Excel) mns mpoBeneHus aHaM3a pUCKOB JOCTYIIEH BMECTE C
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TEKCTOM PYKOBOJICTBA Ha caiite Microsoft. [[is moscHeHUs METOIMKHA HU-
e OyIyT MPUBOAMTHCA CKPHUHILIOTHI, OTOOpAKAIOLIUE pa3Hble JTallbl 3a-
MOJIHEHUS 1a0JI0OHOB.

Jnst yrpo3 yKasbIBaeTcsi ypOBEHb BO3ICHCTBHUSI B COOTBETCTBHH C
KOHIIETIIIMEeH MHOTOYPOBHEBOW 3aliMThl (YPOBHH — (U3WYECKUIA, CETH,
X0CTa, IPUIJIOKEHUS, TAaHHBIX ).

B cronbue Texyiue 31eMeHThl KOHTPOJISI OMUCHIBAIOT UCIONb3YIO-
IIMecsl CPeICTBa M MEPHI 3aIUTHI, IPOTUBOCTOSIINE MaHHOHW yrpose. Ha
OCHOBE COOpaHHBIX IAHHBIX 3aIONHSETCS TaONMIA, TPUMEP KOTOPOU
npezacTasieH Ha puc. 4.14.

AKTHE 1! ACTBHIO
MpuMeHUMEIe YposeHb Vposerb
Dara Haapanne Knacc YPOBHW Onmncanne O
obHapyweHus aKTisa aKTUBa | MHOroypOBHEBOH yrpossl ]
(B, C.H)
sauuTH (B.C.H)
XULeHWE Y4eTHBIX AaHHBIX C
HeCcaHKUMOHNPO- | ypaBnaeMbiX KOMNEIOTEPOB
BaHHbINA A0CTYN NOKANLHOWA CETH
Undpopmats K UHGopMaLn BCNEACTBUE
0 DUHAHCOBBIX 0 3aKasumKax HECBOSBPEMEHHOro
[Oara BBE Yanel nyTem XMWEHNA | oBHoBneHWA Ba3s JaHHbIX c B
MHBECTALMAX YUETHBIX AAHHBIX | AHTHBMPYCHBIX CPEACTE MNW
3aKa3NKOB KOHCYMNBTAHTOB | koHchurypauwi ysnoe nubo
10 PUHAHCOBBIM HECBOGBPEMEHHOH
Bonpocam ycTaHoaki 0BHOBNEHNIA
cucrembl GesonacHocTH
XULLEHWE YYETHBIX JaHHBIX
HecakumoHnpe- C YNpaBNAeMbIX
BAHHBIN AOCTYN | yAANEHHbIX KOMNBIOTEPOB
WHdhopmaums K MHCbOpMaUM BCnejcTene
O PMHAHCOBLIX 0 saKasumkax HECE08BPaMEHHOM
Lara BBE Yanoi nyTeM XMWEHHA | oBHoBneHMA 6as JaHHbIX [ B
MHBECTALUAX YHETHBIX A8HHBIX | GHTMBMPYCHBIX CPEACTE
3aKazqukos KOHCYMBTAHTOB | unu KoHGWrypauWin ysnos
10 CPUHAHCOBBIM | NUBO HECBOBBPEMEHHON
Bonpocam yCTaHoBKH OBHOBNEHMI
cUCTEMbl §830NacHOCTH
121?;:%2 XMILEHME YYETHBIX AGHHBIX
K MHCpOpMaLWN | AOBEPEHHBIM COTDYAHMKOM
WHdropmauma 0 38KAIMMKAX € NOMOLYBID
NOACNYWHBAHNR, METOA08
para (O waneoeX e | gawwe | MM e | (UL o wienepmt H ¢
KOHCYNETAHTOB Apyrux Metonoe bes
3akaznkos 0 PUHAHCOBLIM MCNONL30BAHNA
BoNpocam TEXHUYECKUX CPeACTE

Puc. 4.14. [Ipumep 3amosHeHHOTO 11a0JIOHA

Crnenyromui mar 3Tana OUeHKH PUCKOB — MPUOPUTHU3ALIMS PUCKOB,
T. €. CO3JJaHNe YIOPSA0UYEHHOTO 110 IPUOPUTETaM CIHCKa pUCKOB. Dopmu-
pOBaHME ITaHHOTO CIIMCKAa CHadyana IpeisiaraeTcs BBIIOJHHTH Ha 0000-
LIEHHOM YPOBHE, I10CJI€ YEro ONUCAHUS HauboJiee CYLIECTBEHHbBIX PUCKOB
JETAIU3UPYIOTCA.
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Hcxonas u3 3HaYeHHs Kilacca akTHBa M OLEHKU MOJBEPIKEHHOCTU aK-
THBa BO3JIEHCTBUIO IO TabiwIle, IPUBEICHHOMN Ha puc. 4.15, onpeneseTcs
YPOBEHB BIIUSHHS.

O6pasey noaBep>XeHHOCTU BO3AENCTBUIO

Knacc
aKTuBa

| YposeHb nopsepxeHHoCTH BO3AEHCTBUIO

Puc. 4.15. Onpenenenue ypoBHS BIUSHUSA 110 Kaccy
aKTHBA ¥ YPOBHIO IOABEPIKEHHOCTH BO3TICHCTBHIO

HToroBBIl YPOBEHB PHCKA ONPENEIACTCS UCXOII U3 YPOBHS BIHSIHUS
Y OIICHKH YaCTOTHI BOZHUKHOBEHHUsI pucka (puc. 4.16). [TomydeHHbie O1eH-
KM 3aHOCSITCS B TaOJIUILY, IPUMEpP KOTOPOil puBeaeH Ha puc. 4.17.

YpPOBHM B CHUCKe C 0606LWeHHbIMY CBEACHUAMMN O puckax

Bnusanve
(M3
npepbigyLuen
Tabnuubl)

Bbic.

| YpoBeHb BepOSITHOCTH

Puc. 4.16. Onpenenenye UTOrOBOIO ypOBHS PUCKa

Jlnst metanbHOro u3ydeHus (COCTaBICHUS «IIEPEUYHS HA YPOBHE JIeTa-
JIH3aIUN») OTOMPAIOTCSI PUCKH, OTHECEHHBIC [0 pe3yJibTaTaM OLEHKU Ha
0000IIIEHHOM YPOBHE K OJIHOM U3 TPEX TPYIIIL:

- PHUCKH BBICOKOTO YPOBHS;
- TpaHUYHBIC PUCKU: PHCKU CPEIHETO YPOBHS, KOTOPBIE HEOOXOAUMO

CHHXKATh;

- MPOTHUBOPEYMBBIC PUCKH: PHUCK SBIISCTCS HOBBIM M 3HAHUH 00 3TOM
pHCKe y OpraHu3allid HEAOCTATOYHO WM pa3lIMuHbIe 3aMHTEPeco-

BaHHBIC JIMIA OI[CHUBAIOT 3TOT PUCK MO-Pa3HOMY.
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DopMHUpOBaHUE NIEPEUHS PUCKOB HA YPOBHE AETaIM3allMU SABIIAETCS

nocieaHen 3agadeit nponecca OLCHKU PHUCKOB. B stom MEPCUYHEC KaXXIAOMY

PHCKY B MTOT€ COIOCTABJISETCS OLCHKA B YHCIIOBOW (JICHEXKHOM) (opme.

Bnoss onpegensroTcs:

- BCJIMYMHA BJIUAHWA U IOABEPKCHHOCTHU BO3I[CI>1CTBHIO;

- TEKyHIHUEC 3JIEMCHTBI KOHTPOJIA;

- BEPOATHOCTHU BIHUAHUS;

- YpPOBEHb PHCKA.

YpoBeHb TONBEPKEHHOCTH BO3ACHCTBUIO OIICHUBAETCS IO TISITH-

OamnpHOM mikane. [llkana njs yrpo3sl HEJI0CTHOCTH U KOH(UIEHIIMATBLHO-

CTH TIpUBe/cHa Ha puc. 4.18, a 1u1s yrpo3bl 0TKa3a B 00CITy)KUBaHUM — Ha

puc. 4.19. B xauecTBe UTOrOBOTO YPOBHS MOABEPKEHHOCTH BO3ACHCTBHIO

npeaiaracTcsa Bbl6paTB MAaKCHMAaJIbHOC 3HAYCHHUEC.

YpoBeHb
nonagp»geuuocm KoHdmaeHUManbHOCTL MK LIENIOCTHOCTL aKTUMBa
BO3eNCTBUIO

CepbesHble NOBPEeXAEHUS UNK NOMHbI BbIXOA akTUBa M3 CTPOS

5 (Hanpumep, BUAUMbIE CHAPYXU 1 BUsIOLLUE HA NPUBLINbHOCTL
WK yCNeLwHoCcTs BeaeHus 6usHeca)
CepbesHble NOBPeXAEHUS, HE NPUBOASLLUME K MOMHOMY BbIXOay

4 aKkTvBa U3 CTpos (Hanpumep, BAVsIOLLME Ha NPUBLINLHOCTbL
WK YCNeLWHOCTb BeAeHNUs BusHeca 1, BOZMOXHO, BUAUMBIE CHApYu)
CpeaHue nospexaeHns unu yuwepb (Hanpumep, BnustoLme

3 Ha BHYTPEHHUE pekoMeHaaLmMn no BeAeHuio GusHeca n cnocobHble
BbI3BaTh YBEMNMYEHNE 3KCNIYaTaALUMOHHBIX 3aTpaT UMK YMeHbLLEHUE JOXOA0B)
HesHauynTensHble NoBpexaeHus unu yulepb (Hanpumep, BnusioLmne

2 Ha BHYTPEHHUE pekOMeHAALMN Mo BeaeHUto BuaHeca, HO
He Bbi3blBAOLIME CYLLIECTBEHHOIO pOCTa 3aTParT)

1 HeGonbluve UsMeHeHUs B aKTUBE UMK OTCYTCTBUE U3MEHEHWI

Puc. 4.18. YpoBHU TIOABEPKESHHOCTH BO3JACHCTBHUIO ISl YTPO3
KOH(UICHIINATIBHOCTH | IIEJIOCTHOCTH

YpoBeHb
NoABEPKEHHOCTH
CTBUIO Oata y [o]
5 MpekpalyeHue paboTb |BonbLumne 3KCNyaTaLMOHHBIE 3aTPATbl UMM HAPYLLEHNE KOMMEPHECKUX 00s3aTensCTB
4 Mpepbisatie paboTsi 3HauMTENbHOE YBENUUEHUE SKCMNYATALIMOHHBIX 3aTPaT UNK 3a1epXKKa

npy BbINOMHEHUU KOMMEPYECKMX obszaTenLcTB

3

3agepxku B pabote

3ameTHoe BNUsiHUE Ha BENWYUHY 3KCNNyaTauUoHHbIX 3aTpaT U NPOM3BOAUTENBHOCTb.

2

OTBneyeHmne ot paboTbl

MamepumMoe BnusiHME Ha AEATENbHOCTb KOMNAHUU OTCYTCTBYET,
Hebonbluoe YBENnMYEeHne 3KCnyaTaunoHHbIX 3aTpar Unu 3aTpar Ha MHdeﬁCprKTypy

1

He BnuseT Ha 06bluHbI
xop 6usHec-onepaumii

Mamepumoe BnusHue Ha 3KcnnyaTauuoHHbl€ 3aTpaTbl, NPOU3BOAUTENBHOCTL
M KOMMep4eckue obsizatenbcTa OTCYTCTBYET

Puc. 4.19. YpoBHH OABEP)KEHHOCTH BO3ICHCTBHIO JJIS TOCTYITHOCTH

183



[Nocne onpeneneHus ypoBHs MOABEPKEHHOCTH BO3JICHCTBHIO MIPOU3-
BOJIMTCS OIIEHKA BETMYMHBI BIUAHUA. Kask7ioMy YpOBHIO TIOABEPKEHHOCTH
BO3/ICHCTBHUIO COIIOCTABIIETCS 3HAUCHHE B TPOIIEHTAX, OTpakarollee Be-
JIWYMHY yiepOa, NpUYMHEHHOTO aKTUBY, W Ha3blBaeMoe (pakTopoM mom-
BEPIKEHHOCTH BO3JCUCTBUIO. MalKpocopT peKOMEHIyeT HCIOJIb30BaTh
JMHENHYI0 LKAy NoJgBepKeHHOCTH Bo3aeiictuio oT 100 xo 20 %, koTo-
past MOXKET M3MEHSAThCS B COOTBETCTBUHM C TPEOOBaHMSMH OpraHW3aldH.
Kpome Toro, KaXkmol BeIWYHWHE BIMSHHSA COIOCTABISETCS KAadeCTBEHHAS
OLICHKA: BBICOKas, cpenHss wiu HusKkas. Ha puc. 4.20 moxazaHbl BO3MOX-

HBIC 3HAYCHUA AJIA KaXA0ro KjiacCa BIIMAHUA.

Knacc 3HaueHue Knacca
BRAUAHUA BnusHus (3)
BBB 10
CBB 5
HBB 2
YpoBeHb PakTop YpoBeHb
" a H (o]
Bo3AelcTBMI0 |Bo3AeicTeuio (PNB)| (3 * @NB) BAUAHUA CcpaBHeHue
5 100% 7-10 Boic.
4 80% 4-6 CpeaH.
3 60% 0-3 Husk.
2 40%
1 20%

Puc. 4.20. OnpeneneHue BENUYNH BIHSHUS

Jlanee ONMUCHIBAIOTCS «AJIEMEHTHI KOHTPOJIS», HCIOIb3yeMbIe B Op-
raHU3alUK Ul CHHXKCHUsI BEPOSTHOCTEH yrpo3 M YSI3BUMOCTEH, oIpese-
JIEHHBIX B (DOPMYJTHPOBKE BIIHSHUSL.

Crenyromas 3ajgaya — OIpeJelieHue BEpOSTHOCTH BiUsHUS. Pe-
3yIBTUPYIOLIUN YPOBEHb BEPOSITHOCTH OMPEICISICTCS Ha OCHOBAHUH JIBYX
3HaueHuil. [lepBoe 3HaueHHE OMpeeNsieT BEPOSTHOCTh CYIICCTBOBAHHUS
YSI3BUMOCTH B TEKyIIIeH cpene. Bropoe 3HaueHue onpeaessieT BEpOsTHOCTh
CYIIIECTBOBAHUS YSA3BUMOCTH, MCXOAA U3 3((EKTUBHOCTU TEKYIIHUX dJie-
MEHTOB KOHTpOJs. Kaskmoe 3HaueHne M3MeHsIeTCs B qUanazone ot 1 go 5.
OmnpejienieHue OIEHKH POBOJUTCS Ha OCHOBE OTBETOB HA BOMPOCHI, Mepe-
YeHb KOTOPBIX MIpejcTaBiieH Ha puc. 4.21, ¢ mocneayromuM nepexoaoM K
pe3ynsTHpYIOLIEH oneHke (puc. 4.22).
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OnpepneneHvs BepoATHOCTEN ANs yA3BUMOCTEN

Bbicokas
Bonbwoe 4ucso 3/10yMbiusIeHHUKO8 — /lo6umesiu U KOMNbIomMepHbIe Xynu2aHbl
YOaneHHoe ebinonHeHuUe
Bo3MoxxHOCMb UCNOoNIb308aHUs1 aHOHUMHO20 docmyna
O6uweuseecmHblii Memod e3ioma
Aemomamu3upoeaHHocmb

5, ecnu BbINONHAETCA XOTA Obl OAHO U3 YCNOBUIA
CpenHss
CpeOdHee 4ucsio 3/10yMbIWIIEeHHUKO8 — crieyuanucmsi U pmMbl
Heeo3mMoxHocmb ydaneHHO20 8bINoJIHeHUs
Heobxodumocmb Hanu4usi np i ypoeHSI nosib3oeamersi
Memod e3noma He sie. obujeussecmHbIM
Amaka He asmc 3upoeaHa

3, ecnu BbINONHSAIETCA XOTSl Obl OIHO U3 YCIOBUIA

Huskas
He6onbwoe 4ucno 3moyMbiul. uKkoe — Heo6xoduMa eHympeHHsIs uHghopmayusi
Heeo3moxHOCMb ydaneHHO20 8bINOIHEeHUS
Heobxo0uMocmb Hanu4usi NpPUsU. i ypoeHs1 aoi mpamopa
Memo0 e3noma He siensiemcsi o6ujeu3eecmHbIM
Amaka He asmomamu3uposeaHa
1, ecnu BbINONHAKOTCA BCE YCNOBUs

Puc. 4.21. OueHka ys3BUMOCTH

Pe3ynkTUpYiolas oLeHKa YA3BUMOCTH
ATpubyTbl NOABEPKEHHOCTU BO3AEHCTBMIO
(BbIbEeprTE U3 YMCNA YKa3aHHbIX Bbie)

BblCcOKas 5
cpeaHAn
HU3Kan 1

ypoBeHb BepoATHOCcTH (1, 3 unu 5)

Puc. 4.22. Onenka ypoBHsI BEpOSTHOCTH

[Ipu 3TOM pa3paboOTUYUKKU PYKOBOJCTBA YKa3bIBAIOT, YTO OLIEHKA Be-
POSTHOCTH B3JIOMa UMEET CyOBEKTUBHBIH XapakTep, W MPeIJaraioT IpU
MIPOBEJEHUM OLIEHKH YTOUYHSATH IPUBEACHHBIA IEPEUEHb.

Hackonbko 3agpheKTUBHbI TEKYLLUE 3NIeMEeHTbI KOHTponsa?
Oa—0, Het —1
OdpekTUBHO NK onpegeneHa u peanusoBaHa OTBETCTBEHHOCTL?|1,0

O pekTUBHO N ocyLlecTBNSETCS MHDOPMUPOBaHNE? 1,0
O peKTUBHO NK onpeaeneHbl U peannsoBaHbl Npolecchl? 1,0
O DEKTUBHO NN CYLLECTBYIOLME TEXHONOTUU NN SNEMEHTDI
KOHTPOMNSI CHUXAKOT Yrpo3bl? 1,0
ObecneynBaloT N CyLLeCTBYIOLLME MeToAbl ayanTa

o6HapyxeHue 3rnoynoTpebneHnii n HegocTaTka KOHTpona? 1,0

CymMma aTpubyToB KoHTpons (0-5) =

Puc. 4.23. Onenka 3ppeKTHBHOCTH TEKYIETro KOHTPOJIS
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Ha puc. 4.23 npuBenena mkana oneHKH 3(pHEeKTUBHOCTH TEKYIIUX MEp
W CPEICTB 3alUTHL. MeHbIMH pe3ysbTaT O3HadaeT OOJBIIYI0 (P QEKTHB-
HOCTBH 3JIEMEHTOB KOHTPOJIS M MX CHOCOOHOCTh YMEHbBIIATh BEPOSTHOCTH
B3JIOMA.

[onmy4yeHnHble 3HAYCHHUS CYMMHPYIOTCSI U 3aHOCSTCS B IIAOJIOH IS
ypoBHA gAeranu3anuu. [IpuMep 3amoiHEHHOro IIAOIOHA MPEACTABIECH Ha
puc. 4.24 (Ha pUCYHKE B MPEANOCIEAHEM CTOJIOIE EPBOM CTPOKU CIEIyeT
quTaTh «YSI3BUMOCTH: 5, KoHTpomb: 1», B IpeamociielHeM CTOJOIE BTO-
poii CTpoKK — «Y3BUMOCTE: 5, KOHTpOIIB: 5»).

YpoBeHb BNUsiHUsA X YpoBeHb BepOSITHOCTU = YpoBeHb pucka
AnanasoHbl
[nana3oHbl YPOBHA BINUSAHUSA BepOATHOCTH
Bebic. 10--7 10-7
CpegH. 6-4 6--4
Husk. 3-0 3--0
B |10 20 30 40
9 27 36
8 24 32 40
7 21 28 35
BnusiHue 6
[+ 5 20 25 30 35 40
4 20 24 28 3236 40
3 21 2427 30 O6wmiA puck | YpoBeHb pUcka
2 20 BbiC.
H 1 CpefH.
01 2 3/ 45 6 7 8 8 10 Hu3k.
H [c] 1| B
BeposiTHocTb

Puc. 4.25. Pe3ynpTHpyloliee KaueCTBEHHOES PAHKUPOBAHKE

Ha puc. 4.24 noka3aHbl ypOBHU PUCKA U COOTBETCTBYIOIIUE DIIEMCH-
Thl JAHHBIX. YPOBEHb PUCKA ONpEAENAETCS KaK NPOU3BEIEHHE OLIEHOK
ypoBHs BIHsHAA (co 3HaueHWeM oT 1 10 10) u ypoBHS BepOATHOCTH (CO
3HaueHueM oT 0 mo 10). B pesynbrate ypoBeHb prCKa MOXKET NMPUHUMATD
3HaueHus ot 0 1o 100. [lepexo OT YMCIOBOM OLIEHKHM K OIICHKE IO IIKaJe
«BBICOKHUIN», «CPEIHUI MU «HU3KUNH» MOXKHO CJeNaTh B COOTBETCTBHUH C
talnuiel, npeacTaBiIeHHoi Ha puc. 4.25.
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B 3akmioueHue mpoleaypsl OIEHKH PHUCKOB IPOBOAUTCS KOJIHYE-

CTBEHHBII aHaau3. UToObI OMpeaCIINTb KOJIMYECTBCHHBIC XapaKTCPUCTHUKHU,

HeO6XO,I[I/IMO BBITNIOJIHUTH CICAYIOIIME 3a1a4H:

COMOCTaBUTh KaXKIOMY KJIAaCCy aKTHBOB B OPTaHW3AIMH JICHEKHYIO
CTOMMOCTH;

OMPENETUTh CTOUMOCTD AKTHBA JUIS KaXKJ0T0 PUCKa;

OMPEENNTh BEMINHY 0KUIAEMOT0 pa3oBoro yiepba (auri. «single
loss expectancy» — SLE);

ONpPEIENIUTh €KErOJHYI0 YacTOTY BO3HMKHOBEeHHs (aHri. «annual
rate of occurrence» — ARO);

OIIpENEUTh OXHAaeMblii romoBoi yiiep6 (amra. «annual loss
expectancy» — ALE).

KoJIMuecTBEHHYIO OIIEHKY TIPEIAraeTCsl HauaTh ¢ aKTHBOB, COOTBET-

CTBYyIOLIUX omnucaHuio kiacca BBbB. Jlns kaxaoro aktuBa ompenessieTcs

ACHEXKHAasA CTOMMOCTL C TOYKHU 3PEHUA €TO MaTepHaHLHOﬁ 1 HEMaTCpuajb-

HOU LEHHOCTHU JIJIst OpraHu3anuu. Taxxe YYUTBIBAKOTCS:

CTOUMOCTb 3aMEHBI;

3aTparhl Ha 00CIyKHUBaHKE U TIOJIep)KaHne pabOTOCIIOCOOHOCTH;
3aTparhl Ha obecrieueHrne N30BITOYHOCTH B JIOCTYITHOCTH;

BIIUSTHUE Ha PEIyTaLMIO0 OpTaHU3alllu;

BIHsiHUE Ha 3())EeKTUBHOCTH pabOTHI OPraHHU3AIINY;

TOJIOBOH TOXOJ;

KOHKYPEHTHOE TIPEHMYIIIECTBO;

BHYTPEHH:IS 3¢ (EKTUBHOCTD SKCILTyaTalliH;

MPaBOBasi U PEryISATUBHAS OTBETCTBEHHOCTb.

[Iporecc moBTOpsieTcs mist kaxaoro aktusa B kiraccax CBb u HBB.
KaxxgoMy kiaccy akTHUBOB COIMOCTABIISIETCSI OJHO JIEHE)KHOE 3Hade-

HHE, KOTOpoe OyIeT MpeACTaBIsATh IIEHHOCTh Kilacca akTHBOB. Hampumep,

HaMMEHbIIIee Cpey aKTHUBOB JIAHHOTO Kiacca. JIaHHBINA MOJIX0Jl YMEHbIIa-

€T 3aTpaTbl BpEMCHU Ha 060y)KI[CHI/Ie CTOMMOCTU KOHKPETHBIX aKTHBOB.

Ilocne OIIPEACIICHU A CTOMMOCTEM KJ1acCOB aKTHBOB HCO6XOI[I/IMO

OTIPENICITUTH U BHIOPATh CTOMMOCTD KaKIIOTO PHCKA.
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Crenyromieii 3amaueil sBIseTCS OIpeeieHne CTeleHn yuepba, Ko-
TOPBIA MOeT OBITh NMPUYMHEH akTuUBY. s pacueToB mpeiaraeTcst Mc-
MOJIb30BAaTh paHee OIPEACNEHHBI yPOBEHb MOIBEPKEHHOCTH BO3JEH-
CTBHIO, Ha OCHOBE KOTOPOT'O OnpenensieTcst GakTop NOABEPKEHHOCTH BO3-
JefcTBHIO (pekoMeHayeMas popMyiia epecyeTa — YMHOXKEGHHE 3HAUCHUS
ypoBHs B 6anax Ha 20 %, cM. puc. 4.26).

BenuunHa BbiCOKOro BIMAHUA noﬂ;f:;:::ocm nonﬂtgxg:g ocTH
Ha perTenbHocTs = § M BO30eNCTBUI0 BO3[eHCTBHIO, %
5 100
Knacc aktuea 4 80
3HavyeHue BBE $M 3 60
3HavyeHue CBB $ Mi2 2 40
3HavyeHue HBB $ Mi4 1 20
OueHOYHOe 3HaYeHHe pUcKa = | 3HaueHue knacca akTuea x PakTop NOABEPKEHHOCTH
sospelicteuio (%) = Oxuaaemelli pazoBbii yuepb

Puc. 4.26. KonmnuecTBeHHas OLIEHKA 0’KUIAEMOTO Pa30BOro yiiepba

[Mocneanuii mar COCTOMT B MOJYYEHHU KOJIMYECTBEHHOH OLIEHKU
BIIMSTHUS ITyTEM YMHOXXCHUSI CTOMMOCTH aKTHBa Ha (PaKTOp IIOABEPKEHHO-
CTH BO3JEHCTBUIO. B KilacCcMYeCKOW KOJMYECTBEHHOM MOJEIU OLIEHKHA
PUCKOB 3TO 3HAauY€HHE HAa3bIBAETCS BEIMYMHOW OXHIAEMOTO Pa30BOTO
ymepba (SLE). Ha puc. 4.27 npuBeieH NpuMep peai3aliii TAKOTO MOJI-
Xo7a.

3HavyeHne YpoBeHb BenuuuHa Oxupaembin
onucaHue pucka Krnacca |nopgBepXeHHOCTU|NOABEPXEHHOCTH| pPa3oBbIiA
aKTUBa BO3JeHCTBUI0 BO3AEHCTBUIO yuep6
Puck ans yana nokanbHol cetu $10 4 80% $8
Pvck Anga yaaneHHoro yana $10 4 80% $8

Puc. 4.27. IIpumep onpeneneHust 0XKMIaEMOro pa3oBoro yuepoa
(B mpuMepe CyMMBI yKa3aHbl B MIJIIHOHAX JIOJIIAPOB)

anee jenmaercsi OIEHKA €XKErOJHOM YAaCTOTHI BO3HUKHOBCHUS
(ARO). B mporiecce orerkn ARO HCIOIB3YIOTCS paHee IONTyYeHHbBIE Ka-
YECTBEHHBIE OLIEHKH puc. 4.28.
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K o AvanasoH
auecTBeHHbIH |4 eXETONHON |1 ey onucanmit

yp 4acToThl

Bbicokuii OueHb BeposiTHO |>= 1 BnusiHue pas B rog unu vaie

CpepHuit BeposiTHo OT1 0,99 go 0,33 |He MeHee oaHoro pasa kaxable 1-3 roga
Hu3skwii ManoseposTtHo (< 0,33 Pexe, yem oguH pas B 3 roga

Puc. 4.28. KonmmuecTBeHHAs OIEHKA €KETOTHOM
YaCTOTHI BO3HUKHOBEHHUS

s onpeneneHus okumgaeMoro rogosoro ymiepoa (ALE) 3umadenuns
SLE u ARO nepeMHoOXaroTCs:

ALE=SLE x ARO. (4.5)

Bemmunna ALE xapakTepusyeT HOTeHIHMAIBHBIC TOIOBBIE YOBITKH OT
pucka. X0Ts JaHHBIN MOKa3aTeldb MOXET IIOMOYb B OIEHKE yiiepba 3auH-
TEpECOBAHHBIM JIMIIAM, WMEIOIMM (UHAHCOBYIO ITOJTrOTOBKY, TpyIIa
yNpaBJIeHUsS PUCKaMH 0€30TIaCHOCTH J0JDKHA HAIIOMHUTb, YTO BIIMSIHUE HA
OpraHU3alMI0 HE OTPaHUYMBAETCS BEIMUMHON FOOBBIX U3JIEPIKEK — BO3-
HUKHOBEHHE pHCKa MOXKET MOBJIeYh 3a c000i mpuunHeHue yuiepba B moj-
HOM o0beMe.

IMonBoas UTOT, MOXKHO €Ille Pa3 OTMETUTbH, YTO MPOLIECC YIPABICHUS
puckaMu 0e30MacHOCTH, IMpeljiaraeMblii Kopriopamuei Maitkpocodr, uc-
MONIB3yeT KOMOMHUPOBAHHBIN TTOAXO], BKIIOYAIOMINN OIICHKY PHUCKOB Ha
Ka4eCTBEHHOM YPOBHE HA HA4aJbHOM JTalle U KOJMYECTBEHHYIO OLICHKY
— Ha 3aKJII0YUTEIIEHOM.

4.5.6. AHATU3 CylLIeCTBYIOIIMNX MOJX0/10B

IonBons utor 0030py METOUK, MEPEUUCIUM T MPEUMYIIECTBA, KO-
TOpBIC JJaeT MPOBEJICHUE aHATN3a PUCKOB B cepe Ub:

- BBIABICHHE MpoOJieM B cdepe 0e30MmacHOCTH (HE TOJIBKO YS3BUMO-
CTe KOMIIOHEHT CHCTEMBbI, HO U HEJOCTATKOB NOJUTHUK OE€30IacHO-
CTU U T. 1.);

- aHaJM3 PUCKOB TO3BOJIICT HETEXHUYECKUM CIEIHANUCTaM (B YaCT-
HOCTH, PYKOBOJACTBY OpPTaHHM3AIMN) OLEHUTH BHITOJBI OT BHEAPCHHUS
CPeICTB M MEXaHHM3MOB 3allUTHl M MPUHATH ydacTHEe B TIpolecce
ompeneneHus Tpedyemoro yposHs 3amumieHHocTa KC;
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- TIPOBEJCHHE OIEHKH PUCKOB J00aBisieT 00OCHOBAHHOCTh PEKOMEH-
JANUsM 110 O€30MACHOCTH;

- PpaHXHpOBaHHME PHCKOB [0 MPHOPUTETAM IO3BOJSET BbIACIUTD
HauboJiee MPUOPUTETHBIC HAIIPABIICHUS I BHeIpeHus HOBbIX C3U,
Mep U ponenyp obecneuenus 1b;

- TOApOOHO ONMHMCAHHBIE METOJUKH aHajiu3a PUCKOB MO3BOJSET JIIO-
JIM, HE ABIISAIOLIMMCS DKCIEPTaMU B JaHHOM 00JacTH, BOCIOJIB30-
BaThCS aKKyMYyJTHUPOBAHHBIMH B METOIUKE 3HAHHUSMH, YTOOBI TIONY-
YHUTH 3aCITYKUBAOIIIE JOBEPUS PE3yTbTaThl aHAJIH3A.

B 10 *%e BpeMs HEOOXOIMMO OTMETHTD, YTO OIIEHKA PUCKOB Ha Kade-
CTBEHHOM YPOBHE HE MO3BOJISET OJHO3HAYHO CPaBHUTH 3aTpaThl Ha oOec-
neyenue Vb u nmonyyaeMyro oT HUX OoTAauy (B BUA€ CHUKEHHUA CyMMapHO-
ro pucka). [Toaromy Gosree TpeATOYTHTEIEHBIMI TPEACTABISIOTCS KOJH-
YCCTBCHHBIC MCTOIUKH. Ho onn Tp€6y}OT HaJIn4usA OLECHOK BCPOATHOCTU
BO3HUKHOBEHUSI I KXKIOW U3 pacCMaTpUBAEMBIX yIpo3 0E30MacHOCTH.
Kpome Ttoro, ucrnonb3oBaHH€ HHTETPAIbHBIX I[OKa3aTesed, TaKuX Kak
ALE, onacHO TeM, 4TO HeMpaBHJIbHAS OLIEHKA BEPOSTHOCTH YIpO3bl B OT-
HOIIICHWU OYEHB JOPOTOCTOSIIECrO aKTHBAa MOXKET KapAUHAJIHHO M3MEHHUTDH
OILICHMBAaEMOE 3HaUCHIE CYMMapHOH CTOMMOCTH PHCKOB.

[IpencraBnsiercs 6osiee 000CHOBaHHBIM (POPMHUPOBAHHUE HE E€IUHOI,
CKAJIIPHOM OLIEHKM CTOMMOCTH PHCKA, a BEKTOpHOW. Kaknplil s1emMeHT
BEKTOpA OIIEHKH COOTBETCTBYET 00OOIICHHON yrpo3e 6e30macHoCTH (T10/1-
MHOYECTBY YTPO3, CXOIHBIX IO CIIOCO0Y pean3aliii U OKa3bIBaeMOMY Ha
CUCTEMY BO3JICHCTBUIO).

Taroke mpearaeTcst MPOBOAUTH OLIEHKY PUCKA, UCXOJS M3 aHaIM3a
MoOJleNIn KOH(MJIMKTAa WHTEPECOB BIIAJENbIla CUCTEMBl M HapYIIUTENsd ee
6e3onacHocTu. JlaHHAs MOJIeNb JTOJIKHA CTPOUTHCS C UCIOJIb30BAHUEM Ma-
TEMaTHYECKOTO ammapaTa, JOITyCKAIOmIeT0 OTCYTCTBUE CTATUCTUKU OTHO-
CHTEJBbHO YacTOTHl BOSHMKHOBEHHS yrpo3 OesomacHoctd. [lomoOHas mo-
JIeJIb OTHCHIBAETCA B CIIEAYIOIIEM pasjiesie mocoous.
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4.6. BBIBOP ITIPOEKTA CUCTEMbI OBECIIEHEHUSA
HHP®OPMAIIMOHHOM BE30ITACHOCTH. UTPOBAS MOJIEJIb
KOH®JUKTA GAINIUTHUK-HAPYIIUTEJIb»

Bynem mpenmonarate, 9To B X0/i€ MPEIBAPUTECIHHOTO UCCICIOBAHUS
OBUIO C(POPMUPOBAHO MHOMKECTBO MPOCKTOB TOJACUCTEMBI 3aIIUTHI UH(OP-
MaIli{, OTBEYAIOIINX IPEIBIBISIEMBIM (PYHKIIMOHATIBHEIM TPEOOBAHUSAM H
CTOMMOCTHBIM OTpaHHuYeHHsM. M Temeps HE0OXOAWMO BHIOpATh M3 ITHX
MPOEKTOB HAMITYUIINIA TI0 COOTHOIICHHUIO 3aTpaT W MoidydaeMoro ¢ dekra.
PaccMoTpuM oJIMH U3 BO3MOKHBIX MTOAXO0/A0B K PEUICHUIO JaHHOW 3a/1ayu.

Bri6op mpemaraetest mpoOBOIUTH C TIOMOIIBIO MATEMAaTHIECKOTO all-
mapaTa TEOPHH UTP, a €CIH TOYHEe — HCIOB3Ys OHOIIATOBbIC KOHEUHEIC
UIpHl IBYX WIPOKOB (Marpuunbie urpbl) [31]. Mcmonb3oBaHue TaHHOTO
KJ1acca MOJeNeH onpenensercs: CASAyOIMMH CBOMCTBAaMU peliacMoi 3a-
JIaY¥ U JOMYIICHUSIMH OTHOCUTEIBHO €€ XapaKTepa:

- HMeeTcs KOHQIMKT JBYX YYaCTHUKOB: B KayeCTBE MEPBOTO UTPOKa
OyzneM paccMaTpHuBaTh BIaJebIla MM 3aIIUTHAKA CHCTEMBI, B Kaue-
CTBE BTOPOTO — YCIOBHBII HMCTOYHUK BCEX yrpo3, KaK IpeaHame-
PCHHBIX, TaK ¥ HEMPETHAMEPSHHOTO XapaKTepa;

- MPHUCYTCTBYET (HaKTOP HEOMPEICICHHOCTH U OTCYTCTBYET JOCTOBEP-
Has CTaTHCTHKA (3apaHee HEW3BECTHO, KaKhue Yrpo3bl OyAyT peaiu-
30BaHBl, U KaK 9acTO OYIOyT IPOHMCXOAUTH HEKelaTeIbHbIC COOBI-
THA);

-y KaXIOro y4aCTHHKa MMEETCs KOHEYHOE MHOXKECTBO aJIbTCPHATUB
(4TOOBI BBIMOJIHHUTE 3TO TPeOOBaHUE, MHOXKECTBO yrpo3 Oe30macHo-
CTH Tpeanaraetcsi pa3douTh Ha MOJMHOXKECTBAa, UMEHYEMEIE 0000-
IICHHBIMH YTPO3aMH);

- MOJKHO KOJIMYECTBCHHO OLIEHUTDH KAXKIBII HCXOJ UTPHI;

- NIefCTBUS CTOPOH SIBJISIIOTCS] OJJHOKPATHBIMHU HITH MOTYT OBITH CBEJIe-
HBI K CYMMapHOMY OJHOKPaTHOMY BO3ICUCTBHIO (BBIOOp MpPOEKTA
MIPOM3BOIUTCS TOJNBKO OAHH pa3).

Paccmotpum 3aganue urpbl. Ctparerun urpoka I («3amuTHuKa) 3a-
KJIFIOYar0TCA BO BHEAPCHUU B I/IC OJHOT'O M3 IMPOCKTOB 3allIMThI NN OTKAa3€

192



OT Kakux-muo6o neiictpuii. O003HAYUM MHOKECTBO MPOEKTOB IMOICUCTEMBI
sammrsl MIC uepes C, a Tekyee cocrosaue cucteMsl kKak C. Torma «3a-
OIMTHUKY» OyneT BHIOUpPATh CTPATETHH, COOTBETCTBYIONIME 3JIEMEHTaM
mHoxectBa CU{ }.

O603HaunM uepe3 U KOHEYHOE MHOXKECTBO OOOOIIEHHBIX yIpO3 HH-
(hopMarmonHo 6e3omacHocTy 3amuimaemoi MC. O6o0menHas yrpoza —
3TO MOJIMHOKecTBO yrpo3 b, cxoqueix mo okazsiBaeMomy Ha MC Bo3aeil-
CTBHIO U IpuuuHsieMoMy yiiepOy. IlonobHoe pa3dbueHne MHOKECTBa yTpo3
Wb popmupyercs Ha 6a3e IKCIEPTHBIX OICHOK. Torga urposasi crpaTerus
«HapymuTens» (urpoka 11) — BBIOOD AmmeMeHTa U3 Uu{U},rie — or-
Ka3 oT peanu3anuu yrpo3 1b. B nanHON Moieny «HapyLIUTEIb) paccMar-
pHUBaeTcs Kak MICTOYHUK BCEX yrpo3 0e30MacHOCTU: U MpeAHaMEPEHHBIX, U
cirydaifHbix. KoHeuHass omgHOIIAroBas aHTarOHHCTHYECKAass UTpa (MaTpud-
Has UTpa) 33J1a€TCs B BHJIE:

I'=<X,Y, H>, (4.6)
rae X — MHOKECTBO cTpareruii «3ammrHuka», X = CuU{ }; Y — mHo-
JKeCTBO crpareruit «Hapymmrens», ¥ = U U { }; H — marpuna Bbiur-
poimieit. Ipu [X| = m, |Y| = n npe/maraercsi HCIOIb30BATh MATPHILY BBIUT-
pHIIIEH crenyromero Buaa (epe HayajaoM CTPOK M HaJ CTOJOIAMHU yKa-
3aHbI COOTBETCTBYIOIINE IIEMEHThI MHOKECTB X U Y):

U Uiy u
C1 _h1_hu _hl_hum) _h1
H= .. , 4.7
C(T—D - h(m—l): h(m,m T h(m—l): h(m—l)(n—l) - h(m—l)
C - hml T Hmn) 0
rae ﬁ, T OLICHKH IIOTCPh OT pCATU3ALMNH «HAPYIIMUTCICM» j—I>'I 0000I111eH-

HOU yrpo3sl B otHouteHndn WC, rae peanu3oBaH i-il MPOEKT MOJCUCTEMBI
3aiuThl; h; — 3aTpaThl Ha peanu3auio i-ro npoekra. Ode cocTaBlsIONINe
OepyTcs cO 3HAKOM MHUHYC, T. K. JUI «3alIUTHHUKA» 3TO MOTepu (OTpHIIa-
TEJbHBII BHIUTPHIL).

[TocTpoeHHas aHTaroHUCTUYECKasi UTpa OTpakaeT CUTYyalUio Hanubo-
Jee MEeCCHMUCTHYHOTO MPOTHO3a: IPEIIIONaraeTcs, 4YTO «HAPYIIUTEIh))
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BCEMOTYIIl U UMEET LIeJIb HAHECTU MaKCUMaJIbHBIA Bpel. Ecinu MokHO 10-
CTOBEPHO OLICHUTH BO3MOKHOCTH «HAPYLIUTEN» U HEHHOCTH AJI HETO pe-
3ynbTaToB araku Ha MC, To mpexsaraercss MCIONIb30BaTh OMMaTpUYHBIC
UTpOBBIE MOJENH. buMaTpuuHas Urpa ompeaensercs CIexyroIuM oOpa-
30M:

F=<X,Y,H, H>, (4.8)
rae X u Y — MHoxecTBa crpareruit urpokos I u I, H — marpuna Beur-
PBIIEH «3anTHIKa», Hy — MaTpuna BEIMTPHIIEH «HapyIIHTEIs»:

U v Uay u
C1 h11 - hn hl(n—l) - hl(n—l) 0
Hy= .. . s (4.9
C(T,l) h(m;l)l - rI(m—m h(m;lxn—l) - rl(mfl)(n—l) 0
C hml - hml hm(nfl) - hm(n—l) 0
rue hij — OIICHKA BBIUTPHIIIA «HAPYIIUTEISN» OT Peaau3alliu j-i yIpo3sl B

ornowenun UC, rae peanusosan i-ii mpoekt; h;;

CHapYLIUTEII» Ha pealn3aluio 3TOM YIrpO3hbl. I[J'ISI yIrpo3, HCTOYHUKaAMHU

OLICHKa 3aTpar

KOTOPBIX SIBIISTIOTCS CITydailHbIe COOBITHs (Hampumep, cOoit o0opymoBa-
Husl), npuHumaem = 0, a PaBHBIM 10 MOJYJIO COOTBETCTBYIOLIEMY

JJIEMEHTY MaTPUIBI BHEIMTpEIIIeH urpoka 1. Hymu B mocnemnem cronoie
Matpuubl H, cooTBeTcTBYIOT 0TKa3y oT ataku Ha MC. JlanHas Moaenb OT-
paxkaeT MeHee IECCUMUCTUYHBIN ITPOrHO3, OCHOBAaHHBIN Ha HaJIMYUU HEKO-
TOPBIX JAOIOJHUTEIbHBIX 3HAHUN O «HAPYILIUTEIE.

Ecnu a5 mOCTPOEHHON UIPBI CYIECTBYET PEIICHUE B UUCTBIX CTpa-
TETusiX, TO 3TO YKa3blBaeT HauboJyiee NPeNNOYTUTENbHBIN NMPOoeKT (uiu
MIPOEKTHI) OJACUCTEMBI 3aIIUThHI. 3HAYEHHUE UTPbI MTOKAXKET MaKCUMaJlbHbIE
O’KuJaeMble TOTEPU NP pealu3aluy Hauiaydiero npoexra. Eciu peie-
HHE CYIIECTBYET TONBKO B CMEIIAHHBIX CTPATETrUsX, OHO HYKIAETCS B JI0-
HOJHUTENFHON HHTEepIpeTanuu: B peasibHON MC HEBO3MOXKHO MOOYEPETHO
KCIIONIb30BaTh Pa3IMYHbIe MPOEKTHl 3aILUTHI, KaK 3TO IPeNIoJiaraercs
OTIpeNICICHEM CMEIIaHHOW CTpaTernd. B AToM cirydae MOXKHO 0TOOpaTth
IIPOEKTHI, MONABIINE B CIEKTP ONTUMAJIbHOM CTPATEIMM, U IOIBITAThCS
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chopMUPOBaTh KOMIIPOMHUCCHBIH BapHaHT, OOBEAMHSIOMNNA HMX CHUJIbHBIE
CTOPOHBIL.

JocTomHCTBOM  TOHOOHOW  WTPOBOH  MOJENH  «3AIMUTHUK-
HapyILIUTENb)» SBIIAETCS TO, YTO OHA MO3BOJIET Y4ECThb HE TOJBKO CTOM-
MOCTB, HO X 0COOEHHOCTH BHEIPSIEMOTO MPOEKTa (UYepe3 M3MCHEHHUE OIle-
HOK OKH/Ia€MBIX TIOTEPB).

5. MPAKTUKYM 11O UHOOPMAIIMOHHOMN
BE3OITACHOCTHA

5.1. YIIPABJIEHUE JOCTYIIOM K ®ANJAM HA NTFS

Leab padoThl.

[pnobperenne NMpakTHUECKUX HABBIKOB HACTPOWKHM pa3pelieHui Ha
JIOCTYII K (haiinaM B OIepaMoHHbIX cucTeMax cemerictea Windows.

Hcnonb3yemble NporpaMMHBbIe CPeCTBA.

KommnbroTep win BHpTyaibHas MaiinHa ¢ ycranosieHnod OC Win-
dows 7 umu Windows Server 2008. J{ist BhIONHEHHS paboThl HEOOXOAH-
MBI TIpaBa aJJMIHUCTPATOpA.

TeopeTnyeckne CBeJICHU.

Oneparnonnelie cuctembl cemeiictea Windows NT, B koTopoe Bxo-
it 1 Windows 7 u 8, 001amaloT JOCTaTOYHO Pa3BUTHIMUA BCTPOCHHBIMU
MeXaHW3MaMH 3amuTel nHpopmanun. [Ipn cooTBeTcTByromEel HacTpolke
OHH MOTYT OBITH 3((PEKTHBHO MCTIOIB30BAHBI ISl JOCTHKEHHS Pa3InIHBIX
neser 6e30MacHOCTH.

3agaun ayTeHTU(UKAMK [TOJIH30BaTeNIeH 1 pa3rpaHHuCHUs JOCTYIIa
K JIaHHBIM B3aUMOCBS3aHBI. 3((QEKTUBHOTO pa3rpaHUuYEeHUs] JOCTyNa He
MoxkeT ObITh 0e3 HanmexHol ayteHTudukaimu. OC Windows mo3Bossiet
CO371aBaTh YYETHBIE 3aIMCH ITOJb30BaTENIeH M TPYMNIIHl B JOKAIBHOHN Oase
0€301acHOCTH, a €CIIM KOMIBIOTEp BKIIOYEH B JIOMEH, TO MOSBIAETCS BO3-
MOYKHOCTh HCIIOJIb30BaTh W JIOMEHHBIC YYETHBIC 3aIIUCH W TPYIIIbI, KOTO-
pbie xpansTcs B 6ase Active Directory.
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HomyctuMm, kommbioTep ¢ uWMeHeM COMP1 BKIIOYEH B JOMEH
KAFEDRA. Torzaa noiHoe uMs y4yeTHOHU 3anucu User, eclid OHa SIBIIAETCS
JoKaneHOM, OynmeT COMP1\User, eciu TOMeHHON — KAFEDRA\User.
Haunnast ¢ Windows 2000, cram nmoamepKuBaThesi B GOpMaT, pasaessio-
U MMSI TIOJTB30BATEISI M TIOJTHOS MMS JIOMEHa CHMBOJIOM «@». Tlycth
IIOJIHOE€ UM JTOMEHA 6yz[eT KAFEDRA.mydomain.ru, TOrjaa uMs IOJb-
30BaTeNsl MOXKET OBbITh 3alUCcaHo Kak User @KAFEDRA.mydomain. ru.
B OC Windows nMmena mosb30BaTeneii ¥ JOMEHOB HE Y4yBCTBHUTENBHBI K
pEerucTpy: UMeHa y4eTHOH 3amucu user, User u USER OyAayT paBHO-
3HAYHBl. 3HAYECHUE NIapOJIs YyBCTBUTEJIBHO K PETUCTPY.

ITosnp30BaTeny, rpynnsl MOJNb30BATENEH M KOMIBIOTEPHI B JIOMEHE
Windows umeror yHuKanbHble UneHTH(HKATOpBl OezomacHoctn — SID
(Security ID). SID umeeT yHUKaIbHOE 3HAYCHHE B Mpeeiax JOMEHA U
(opMHpyeTCsI BO BpeMsI CO3/IaHUsI TTOIb30BATENsI HIIH TPYIIIEL, THOO Koraa
KOMITBIOTEp perucTpupyercs B qomeHe. SID coxpaHUTCS ¥ B TOM ciiydae,
€CIIM YYETHYIO 3aIllUCh IepeUMEHOBaTh. BMecTe ¢ HUM COXpaHATCS U Bce
Ha3HA4YCHHBIE pa3peleHus (CM. Janee). A BOT yJaJeHHe YYETHOM 3amucu
W CO3JIaHUE HOBOM ¢ TEM K& MMEHEM NpuBeJeT K m3MeHeHuto SID.

Korna nonp3oBarens npu BXOA€ B CUCTEMY BBOAMUT MMsI M NapOJib,
OC BBINONHSET MPOBEPKY NPABMWIBHOCTH MApOJIA U, €CIU OHA MPOXOIUT,
CO3J1aeT MapKep JOCTyma AJsl Mosb3oBaTels. Mapkep BKIIOYaeT B cebs
SID nonw3oBatens u Bce SID vl TpyIm, B KOTOPbIE JaHHBIN M0JIb30BATENb
BXOJIUT.

Jns 00beKTOB, MOANESKAIMUX 3aIIUTe, TAKUX Kak (aiilbl W HarkH,
co3naercst Aeckpunrop 6e3onacHocTd. C HUM CBS3BIBACTCS CIIMCOK YIIPAB-
seHus moctynoM (anen. Access Control List — ACL), KoTopsIii cOIepKUT
MHPOPMAIIUIO O TOM, KaKUM CyOBEKTaM JIaHbl T WIIM MHBIC TIpaBa Ha JI0-
CTyI K JaHHOMY OOBeKTy. UTOOBI OmpeneNnTh, MOKHO JIH TIPEIOCTABUTD
3arnpairBaeMblid CyObEKTOM THIT IOCTya K 00bekTy, OC cpaBHuBaeT SID
B Mapkepe JOocTyna cy0bekTa ¢ MIESHTH(UKATOPaMHU, COJACPKAIIUMUCS B
ACL.
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Jia Kaka0ro M3 MpelyCMOTPEHHBIX THIIOB JOCTyMNa K (dainy wim
manke (Y4TeHHe, 3amuch U T. JI.) TOJIb30BATENI0 MU TPYIIE MOXKET OBITh
YCTaHOBIECHO «paspeiutby (anen. allow), «3amperuts» (anen. deny) mnm
paspelieHne MOKeT OBITh He YCTaHOBJICHO. Pa3pemieHus CyMMHUPYIOTCS.
Hanpumep, eciau y nosp3oBaTens €CTh IPAaBO HA YTEHUE, a Y IPYyIIIbI, Kyaa
OH BXOJIUT — Ha 3aliCh, TO JAeicTByIomee (Min 3GPEeKTUBHOE) pasperie-
Hue OyIeT BKJIOYATh YTCHHE W 3amuch. SIBHOe 3amperienue (deny) Gosee
MIPUOPUTETHO, YEM aHAJIOTUYHOE pa3pelleHHe. HalpuMep, €Clld y HOJIb30-
BaTeNsl €CTh pa3pelleHre Ha Olepaluio, a OAHON U3 IpyMIl, B KOTOpPbIE OH
BXOJMT, 3Ta OIepalus sIBHO 3allpelleHa, IOJIb30BATEII0 3TY OIEpaluio
BBITNIOJIHUTh OyJIeT Helb3s. BBIMOTHUTH JEWCTBHE MOXKHO TOJNBKO B TOM
cilydae, €Clid OHO Pa3pelleHo, TO €CTh OTCYTCTBHE pa3pelleHHs] B UTOro-
BOM («3((eKTUBHOM») HAOOpe pa3pelicHUH IMOJIb30BaTeNs MPHUBEAET K
TOMY, YTO OH HE CMOET BBITIOJTHUTH COOTBETCTBYIOIIEE JICHCTBUE.

Ecnmu roBoputh o0 ¢aimax M mamkax, TO MEXaHH3MbI 3alIUThl Ha
ypoBHE (DafIIOBON CHCTEMBI MOICPKUBAIOTCS TOJIBKO HA TUCKax ¢ (hai-
noBo#t cuctemoit NTFS. daiinosas cucrema FAT (1 ee pa3sHOBUIHOCTh —
FAT32) He npeanonaraer Hamu4us aTpuOyTOB 0€30MacHOCTH (aiiyia Win
cBsizaHHOTO ¢ (haitiom ACL. CoOTBETCTBEHHO, HEIb3sS YCTAHOBUTH pa3pe-
HIeHUs Ha (aiil uiu manky, Haxojsuytocs Ha nucke ¢ FAT.

Inan nadopaTopHoii padoTHI.

JlaboparopHasi paboTa BBITIOJHSETCS TOJI YYETHOH 3ammchlo, o0a-
JAfOIIeH TpaBaMu JOKaIBHOTO aIMHHUCTPATOpa Ha KOMITBIOTEpax B y4eo-
HOM KJlacce. YTpakKHEHMs BBITIONHSIOTCS Ha AUCKe ¢ (haitnoBoii cucreMoit
NTFS.

1. B yka3aHHOM npenojaBaTesieM KaTanore («Iamnke») Ha JIOKaIbHOM
JUCKE WM JUCKE BHUPTYalbHON MAIlMHBI CO3JIaliTe HOBBIM KaTaJlor IS
BBHITIOJIHCHUSI JTAHHOW JlabopatopHOil paboThl. Tam co3maliTe TEKCTOBBIN
(aiin ¢ mpou3BOIBHEIM conepxaHueM. [IpocmoTpuTe ero pasperieHus Ha
Bkianake «besomacHoCTh» (amen. Security) B cBoiicTBax (aitma (memaox
MpaBoil KJIABUINEH MbIIU Ha (aiine, B BhImamaromeM MeHio — «CBOH-
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CTBay», anen. Properties). Bel yBunuTe KapTHHKY, aHAJIOTHYHYIO IPEACTaB-
JIeHHOH Ha puc. 5.1.

T Tesi ot roper R R |

| General | Securty | Details | Previous Versions |

Object name:  E\Test\Test1 bet b

QI'OLID Or user names:

82 Authenticated Users

8 5YSTEM

o Account Unknown(S-1-5-21-2882610535-831852286-1860...

-4 Y Administrators {(HOME\Administrators)
82, Users (HOME\Users)

To change pemissions, click Edit.

Pemissions for Administrators Allow Dery
Full control v
Modify v
Read & execute vl
Read v
Write v
Special permissions

For special permissions or advanced settings, —
click Advanced. sdv

Leam about access control and permissions

Lok ][ Canosl J[ ooy |
ﬂé
Puc. 5.1. 3aknagka «be3omacHOCTb

B CBOICTBax (aiina

OOpaTtuTe BHUMaHHUe, YTO CHayaua B CIIUCKE MOTYT MOSABIATHCS HO-
Mepa, TIOTOM OHH 3aMEHSIFOTCS MMEHAaMH T0JIb30BaTeNeld U TPyMIl. DTH HO-
Mepa U ecTh uineHTHuKaTopsl SID, KOTOpBIE 3aTeM, €CIIU 3TO BO3MOKHO,
pasperatorcsi B umena. Ha puc. 5.1 B8 ACL nHaxomuTcs uAECHTH(QUKATOP
yAaJeHHON YYeTHOW 3aliCH, KOTOPBIH HE MOXKET OBITh pa3pelieH B UMs
noJb3oBarens (axen. Account Unknown — HeusBecTHas yueTHAs 3aITHCh).

[Ipoananu3upyiTe TEKyIIHe pa3pelicHus Ha CO3IaHHBIN BaMu (haii,
MMEIOIIMECS Y PA3IMYHBIX TPYII U MOJIb30BaTeNed. DTH pa3pelieHns yHa-
CJICJIOBAaHbI BamiuM (aiiyioM 0T 00bekTa 0oJiee BHICOKOTO YPOBHS, TO €CTh
OT KaTaJiora, B KOTOPOM OH HaXOAHTCS. Y OCIUTECh B ATOM.
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Hns penaktupoBanust ACL nHaxmute kHonky Edit. ITonmpoOyiite BbI-
MOJHUTD CIICIYIOIINE JeUCTBUS:

- 106aButh B ACL HOBYIO yuYeTHYIO 3alliCh, AaB €il pa3pelieHus Ha
u3MeHenue daiina (anen. Modify);
- yOpats rpymniy Users U3 CITUCKA JIOCTYIIA Ha CBOH (aii.

B cBsi3u ¢ TeM, uTO uUcmonb3yeTcs Hacnenyembiit ACL, BTOpyro yacth
3a7iaHus BBITIOJIHUTh CPa3y HE YJAcTCs: CHaJaja HY)KHO CO3JaTh ISl 00b-
ekta cobcrBennnii ACL. [{is atoro Haxkmute kaonky Advanced (puc. 5.1)
u B mosBuBmeMcs okHe Advanced Security Settings (omonHuTenbHEIE
napameTpsl Ge3omacHocTn) — kHomky Change Permissions (M3menuts
paspemenust). OTKa3aTbCsl OT MCHOJIB30BAHUS HACICIYEMbIX Pa3perieHui
MOKHO, yopas ormeTky Include inheritable permissions from this object’s
parent (mepeHOCHTH HACIEAyeMble OT POJUTEIBCKOr0 00BEeKTa paspelie-
HUS Ha 3TOT 00BEKT), cM. puc. 5.2, TIpu 3TOoM OyaeT MpemIokeHo 100a-
BuTh B cobctBeHHbIit ACL 00bekTa paspelieHus: u3 poAUTEeIbCKOTO CITHC-
ka (anen. Add) wnu nonHOCTBIO yOpath ux (awen. Remove). Jlyudiie BbI-
Opath TEpBbIii BapUaHT, a TIOTOM YKe OTPEIaKTHPOBATh CIUCOK TaK, Kak

HYKHO.
[ Atrvarncen Security Settings for TestLixt . b [
Permissions

To view or edit details for a permission entry, select the entry and then dick Edit.

Objectname:  E:\Test{TestL bttt

Permission enries:

| [ 1me teme Permission Inherited From
5-1-5-21-2882610535-831852286-L.._ Modify <not inherted >
Alow  Backup Operators (HOMEVBacup Op... Modify <notinherited>
Allow Administrators (HOME\Administrators)  Full control E:\
Alow  SYSTEM Full control =
Allow Authenticated Users Modify E:\
Alow  Users (HOME\Users) ReadGexeaute  E:\
']
[ agd. ][ Edt.  |[ memove

|l Indude inheritable permissions from this object's parent

I Managing permission entries

| [U’(][WHEPD‘Y \'

Puc. 5.2. OxHO penakTHpOBaHUS pa3peIeHUH
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Yopas rpynmy Users (ITomp3oBarenn) u3 ACL Bamiero daiina, mo-
poOyHTe OTKPHITH €r0 OT UMEHH JIPYroi YYETHOH 3alicH, HEe MMEroIen
SIBHBIX pa3pelIcHu W He BXOMSIIeH HU B oqHy u3 ocraBmmxcs B ACL
rpymi (pyu HEOOXOIUMOCTH CO3/aiiTe TaKylo y4eTHyto 3anuch). Eciau Bce
CIeTIaHO MPABHIIILHO, 32l TI0J] T0JOOHOM YYeTHOM 3amuchio Brl He momy-
YHTE IOCTYMA K (Qaniy.

IMo ymomuanuto, nokansHas rpymmna Users (ITons3oBaTenu) BKIIOYA-
eT BCeX JIOKAJIbHBIX M JOMEHHBIX MMOJb30BaTeNeH (€CIH KOMIIBIOTED BXO-
aut B gomer Windows). O3HakoMbTeCh O CIIPaBKe WIIM YKa3aHHOW HHKE
cratbe TechNet ¢ qpyrumu cTaHAaPTHBIME JIOKATBHBIME TPYITITAMH.

http://technet.microsoft.com/ru-ru/library/cc771990.aspx.

2.1To cnpaBke wmmm cratee  http://technet.microsoft.com/ru-
ru/library/cc732880.aspX 03HaKOMBTECH C pa3pelICHUSIMH, KOTOPBIE MOXK-
HO JaBaTh Ha manky wid ¢aiin 8 Windows. IToaroToBsTe OTBETHI Ha MPH-
BCICHHBIC HUKC BOIIPOCHI.

Kak MOXHO mpocMOTpeTh HaOOp 3JIEMEHTAPHBIX pa3pemieHuil (U3
KOTOPBIX COCTaBJICHO, HAIPUMED, Pa3pelIeHUue «H3MEHUTDY), UMEIOIIHXCS
y MOJIb30BaTeNsl Ha (ailyl Win nanky?

Yem cocraBHoe pasperirenane «M3menuts» (Modify) orimyaercst ot
paspemenust «Ilomusiii groctym» (Full Control)?

Jaer nu paspeleHre Ha 3aluCh B MANKy MPaBO MPOCMATPUBATH €
coJiepkumMoe?

3. Db dexturnble WK AelicTByromme paspemenns (Effective Permis-
SiONS) — 3TO WTOTOBBIE Pa3pelIeHHs, CKIAIBIBAIOIINECS U3 PaspelIeHH I,
JAaHHBIX IIOJIB30BATCIIIO U I'pyIIiaM, KOTOPBIC U OMPCACIIAIOT, MOXHO WA
HENb3 JAaHHOMY CYOBEKTY MOJYYHUTH IOCTYN K JaHHOMY OOBeKTy. Jlis
BBIOpAHHOW YYeTHOM 3alMCH UX MOXKHO y3HaTh Ha Bkianake Effective Per-
missions oxua Advanced Security Settings, KoTopoe MbI yXe HCITOJIb30Ba-
JIU Tpy BbINoJiHEeHUU 3ananus 1. [locmoTpute neficTByromue pa3penieHus
Ha Bal (air A1 OAHOM U3 CYIIECTBYIONINX YUCTHBIX 3aITHCEH.

UroObl Jiydrie pa3zo0paThCs TpaBUIAMH HA3HAYCHUS Pa3pelICHUH,
BEITIOJIHUTE TIPUBEICHHBIC HIDKE 3a/IaHUS.
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[Ipyn HEOOXOAMMOCTH CO3/[aliTe JOKAIBHYIO Tpymimy (Ha30BEM ee
Students) u BkIrOueHHYIO B Hee yueTHyH0 3amuch (Student). Moxuo Boc-
MOJIb30BATRCS YKE CYIIECTBYoMIEH 3anuchio. ['pymnme Students maiite pas-
peleHne Ha YTeHHe co3qanHoro BaMmu (aiina. [IpoBeprTe, 9TOOBI MOIB30-
Barens Student oTcyrcTBOBan B IepeuHe paspelneHuil Ha daitn. 3aianTe
MO/ ’TOW YYETHOM 3amuchio. MOeT T JaHHBIM MOJIb30BATENb IPOYUTATH
¢aiin?

[ToBTOpHUTE 3KCHIEPUMEHT, TOMOJIHUTEIBHO YKa3aB Ha BKiajake «bes-
OIMAaCHOCTBY», YTO MoJb30Batento Student sampemeno urenune daitna. Cmo-
JKET JIM MOJIb30BATENb MPOYUTATh (aiin wiu Het? Beap, ¢ 0IHON CTOPOHBI,
OH B TPYIIIe, KOTOPOH pa3penieHo uTeHue, C Jpyroi CTOpoHbl — eMy ca-
MOMY YTEHHUE 3aIpPEeLIeHO.

4. TlocmotpuTe paspemenust Ha manky Program Files. Onumure B
oTueTe, KaKUM TpyIIaM Kakue pa3perieHus JaloTcs Ha Ty Marky, KyJia 1o
YMOJYaHHUIO YCTAaHABIMBAKOTCS MPOTPAMMBI.

5.V 00bekToB (hailioBO CUCTEMBI, TAKUX KakK (haiIIbI, MAIIKU U TO-
Ma, eCTh BiaAenblbl. [1o yMoTuaHHIO BIANENbIEM OOBEKTA CTAHOBUTCS
ero coszzmartens. Bianmener Bcerna MOKET M3MEHATH pa3peIIeHust Uil 00b-
€KTa, JaXkKe IIPU OTCYTCTBUM JOCTYIIA K HEMY.

Bosnee moapoOHyr0 uHPOpPMALHIO 1O 3TOMY MOBOIY MOXHO MOJY-
YHUTH U3 CIIPABKHU WK MPUBEACHHOM Hike cratbu TechNet.

http://technet.microsoft.com/ru-ru/library/cc732983.aspx.

O3HaKkoMbTECh C ITUMM MaTepuaiamu. [IoNroToBbTe OTBETHI Ha BO-
MPOCHI.

KTo MoxeT cTaTh HOBBIM BIaJeNblieM 00BEKTa (KaKHue pa3pelieHus
TSI TOTO HYKHBI)?

Kax cMeHUTH BiIanensia 00bexra?

[Ipennoxute U BBIIOJHUTE JKCIEPUMEHT, WIIIOCTPUPYIOLUIMM BO3-
MOXXHOCTH BIaJeibla (aiiia, OTINIAIONINE €T0 OT APYTHX II0JIb30BaTEIeH.

6. YmpaBisiTh pa3pelieHusIMH Ha (aiiiibl U MaKd MOXKHO HE TOJBKO
u3 rpaduueckoro unrepdeiica Windows, Ho u u3 xomaHHOM cTpoku. JIjist
3TOr0 PEKOMEHAYETCS MCIIOJIL30BaTh YTHIMTY icacls.exe (raxke miist coB-
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MECTHMOCTH TMOJJepKuBaeTcsi yTuiurta cacls.exe). C BO3MOKHOCTAMU
3TOM YTUIUTHI MOKHO O3HAKOMHTRCS 110 CripaBke wiin u3 cratbu TechNet.
http://technet.microsoft.com/ru-ru/library/cc753525.aspx.
C noMOIIbI0 YTHINTHI BHIITOIHAUTE IIEPEUNCICHHBIC HIKE JCHCTBHSL.

- coxpanute tekymmii ACL BpiOpanHOro Bamu (paiijja B TEKCTOBBIH
Gaiim;

- mpemoctaBbTe moib3oBarenmo Student paspemnienue Ha H3MEHEHHE
nannoro ¢aitaa (modify);

- TIpoBepbTe paboTy CHETAHHBIX HACTPOCK;

- BoccraHoBuTe ucxomHbeiii ACL u3 xomwH, cIejlaHHON B Hayaje BbI-
TIOJTHEHUS 3aJaHHS.

7. Ilpn xommpoBanuu u nepeMemiennu ¢aitmoB Ha NTFS nago yum-
TBIBaTh CICAYIONICe:

- ACL ¢aiina nnm nanku (M COOTBETCTBEHHO, BCE pa3pellieHus) Co-
XpaHsIeTCs MpH TepeMelIeHur 00beKTa B Mpeieiax OJHOTO TOMa
NTFS;

- TpU MPOYHX Omepanusx (TepeMenieHrne MEeXITy TOMaMH HIH KOIIH-
poBanme B JroObIX BapuaHtax) ACL 3aMeHsieTcsl Ha yHacleIOBaH-
HBIN OT HOBOTO POAMTENHCKOTO KOHTEHHEpA.

[pemnoxkute U peanu3yiTe IKCIEPUMEHT, MTO3BOJISIOIINI POBEPUTH
BBITIOJIHEHHUE 3TUX MPABUIL

5.2. YIIPABJEHME JOCTYIIOM B CYBJI SQL SERVER

ean paboThl.

IpuobpereHre MPaKTHUECKUX HABBIKOB HACTPOUKH paspelicHUi Ha
noctyn kK obowektam 0a3 manubix B cpexe CYBJIT Microsoft SQL Server
2008/2012.

Hcnosib3yeMble POrpaMMHBIE CPEICTBA.

KommneroTep mim BupTyanpHas MamuHa ¢ ycTaHoBieHHOH OC ce-
meticta Windows u CYBJIT SQL Server. TIpu pa6ote B CeTH BO3MOXHO
COBMECTHOE HCHOJIb30BaHHE OMHOTro 3Kk3eMmiusipa SQL Server. B stom
Cllydae Ha OCTAIbHBIX KOMIIBIOTEPAX ODKHBI OBITh YCTAHOBJICHBI TOJBKO
KkiareHTckue kommoHeHTsl 1 SQL Server Management Studio. Jlnst Beimoa-
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HeHUs paboThl HEOOXOAKUMBI IIPaBa, MO3BOJIIONINE CO3aBaTh HOBYIO 0a3y
JAHHBIX Ha 3K3eMIuisipe SQL Server.

TeopeTnyeckne CBeJIeHUA.

VYnpasneHue paspemeHusMHA Ha O0BEKTH PESIIMOHHONW 0asbl MaH-
HBIX HECKOJBKO OTJIMYAeTCS OT AHAJIOTWYHBIX ONepaluidi B OTHOIICHHU
00BeKTOB (aiinoBoii cucrembl. B nanHo# naboparopHoil paboTe Ha mpH-
mepe CYBJ] SQL Server sti otnnuns OyayT HOKa3aHBL

[Ipu padote ¢ paszpemenusmu B SQL Server ucroyb3yercs MOHATHE
yuactHukoB (principals), koTopeie MoryT 3ampammBarh pecypcsl SQL
Server, ¥ KOTOpbIM MOTYT MPEAOCTABIISITHCS pa3peleHus] Ha UCII0JIb30Ba-
HHE TaKUX PecypcoB. BIIEsroTCs ciieayronye rpynibl y9acTHUKOB!

- yuacTHuKH ypoBHst WiNndOWS, K KOTOPBIM OTHOCSTCS JIOKAJIbHBIC U
JOMEHHEIC YUETHBIC 3aIIHCH ITOJT30BATENEH U TPYIIIIHL;

- yuacTHUKH ypoBHSI SQL Server, xk KOTOpsIM OTHOCSTCSI Y4ETHBIC
3amucu SQL Server u posn ypoBHsI cepBepa,

- YYaCTHUKH yPOBHs 0a3bl JaHHBIX — IMOJIH30BATENN 0a3bl TAaHHBIX U
pOIH ypOBHS 0a3bl JAHHBIX U TPUIIOKCHHS.

Heobxomumo otmetuth, uto SQL Server pazmenser moHsATHE y4eT-
woii 3ammcu (login) u mosp3oBatens (User). CepBep MOXeT ObITH CKOH(H-
TYpHPOBaH Ha MCIONB30BaHUE TOJbKO ayreHTubukammun Windows (awnen.
Windows Authentication Mode, ucrmons3yercss Mo yMOMYaHHIO) HIH HA
HCIIOJIb30BaHKMe CMEMIAHHOTO peXxxnMa ayTeHTudukanuu (aner. SQL Server
and Windows Authentication mode), cm. puc. 5.3. B mepsom cirydae login
MOKHO CO3JaTh TOJIBKO IS moJib3oBarests wiu rpynmnsl Windows. Bo Bro-
POM cllydae TakKe BO3MOXKHO HCIOJIb30BaTh COOCTBEHHbIE YUETHBIE 3aIlH-
cu SQL Server — morun u mapois xpansarcst camoit CYB/], u ee ke cpen-
CTBaMH BBIIOJHSIETCS NMPOBEPKA MOUIMHHOCTH. [Ipy MCIOIB30BaHIH CMe-
IIaHHON ayTEeHTU(UKAI[MH CTAHOBUTCS JOCTYIHOM aJIMHUHHCTPaTHBHAS
yUeTHasl 3aIUCh Sa, KOTOPYI0 PEKOMECHIYETCs MEpeMMEHOBATh M Ha3Ha-
YUTH €l HAJEKHBIA Mapoib. YUETHAs 3aIliCh aBTOPU3YETCS HA BBHIMMOIHE-
HHE OJTHON M3 CEPBEPHBIX poJiei (Tabu. 5.1).
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Connections

%7 Database Settings
2R Advanced

% Pemmissions

‘Conneclion

Server.
llocal)

Connection:
HOME\sergey

Progress
Ready

M7 View connection propetties

e g v S |

B scipt + Help

erver

® Windows Adthentication mode
) SQL Server and Windows Authentication mode

Login audting
© MNone

@ Failed logins orly

© Successiul logins orly

@) Both failed and successful logins

erver provy account

Enable server proy account

Py accourt I
Baseverd = ]

Options
Enable Common Citeria compliance
Enable C2 audit tracing

Cross database ownership chaining

ﬂ

Puc. 5.3. OKHO pegakTHpOBaHUS HACTPOEK
6e3omacHocTH dK3eMIuIpa SQL Server

Tabnunma 5.1
Poun ypoBHs cepBepa

Poanb OnucaHue BO3MOKHOCTE#
sysadmin Pa3zpelieHo BHIMONHSITE Jit0ObIE ISWCTBUSI Ha cepBepe.
dbcreator Pa3zperieno co3aaBaTh 0a3pl JAHHBIX.
bulkadmin MoryT BbimonHATh HHCTpYKIIO BULK INSERT.
diskadmin TTo3BoJIsIeT yIpaBiIaTh (haiimaMu Ha TUCKE.

processadmin

ITo3BonsieT ympaBiaTh MOAKIIOYEHUSMH, 3aMyCKaTh U
MIPUOCTaHABIMBATh dK3eMIiisip SQL Server.

securityadmin

Cozaanne u ympapjieHHE YYSTHBIMHU 3aIlHCSIMH, PaBO
«COpOCUTBY TapONb YYCTHOM 3amuCH. YIIPaBICHHE
paspelIeHHsMA Ha YPOBHE CepBepa M Ha YpOBHE 0a3bl
JaHHbIX (OpH HATHYKH JOCTyINA K 0a3e JaHHbIX).

serveradmin Brxirouaer  BosmokHocTH — ponedr  diskadmin  wu
processadmin, 1o3BONsET M3MEHATH [apaMeTpbl KOH-
¢urypaiu Ha ypoBHE cepBepa M BBIKIIIOUATh CepBep.

setupadmin JlobaBneHue U yaaaeHue CBI3aHHBIX CEPBEPOB.

public Kaxnass yderHas 3amuch NPHUHAICKHT 3TOH POy,

weHCTBO B pouint Public H3MeHUTD Henb3sl.
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Ha ypoBHe 0a3pl JaHHBIX YYETHOM 3aIllUCH COIIOCTABIISETCS MOJIB30-
Batespb (USer). JIist OJfHOM U TOM K€ yYeTHOM 3allUCU B Pa3IMYHBIX 0a3ax
JAHHBIX CEpBEpa MOT'YT CO3/1aBaThCs MOJIb30BATENH C Pa3HBIMH UMEHAMU.

[Tosib30BaTeNn MONTyYaroT pa3penieHus Ha paboTy ¢ 0ObeKkTaMu 6a3bl
JaHHBIX WIM HalpsAMYIO, WIM IIyTeM aBTOPHU3alMM I0Jb30BaTEs HA BbI-
MIOJTHEHUE OJHON W3 pojedl ypoBHs 0a3bl maHHBIX (puc. 5.4). [locnennuii
CIoco0 sBIseTCs OoJiee MPEAIOYTUTEIHLHBIM U TI03BOJIIET OPraHU30BaTh
yIpaBJIeHUE JOCTYIIOM B COOTBETCTBUHM C POJIEBOM MOJEIBIO, OIIMCAHHON B
MIEPBOH TJIaBe TOCOOUSI.

S seript + [F Help
Users mappeg to this login
L& Securables Map  Database User Defaut Schema B
& satus AdvertureWorks
AdventureWorksDW
AdvertureWorksDW2.
AdventureWorksLT
AdventureWorksLT20.
BD  dbo dbo &)
Book dbo dbo =
book_m
books
[F1 comp_m =2
[ Guest accourt enabled for: BD
Database role membership for: BD
db_accessadmin
Server. Ib_backupoperator
saiusgisrv b_datareader
Connection b_datawriter
SAllnesterow b_ddladmin
b_denydatareader
37 View connection properties b orvd
Ib_owner
P b_securityadmin
public
Ready
i

Puc. 5.4. YdeTHbIe 3aIIMICH U COOTBETCTBYIOIIUE UM
MOJIb30BATEIHN U POJIH B 0a3ax JTaHHBIX

Crucok pojieli ypoBHS cepBepa IpeaonpenesicH, H HOBbIE CO31aBaTh
Henb3s (Tabin. 5.1). Takxke ecTh mpemonpenesieHHbId Habop posiel ypOBHS
0a3bl JaHHBIX (Ta0I. 5.2), HO B 3TOM ClIy4ae UMEETCs] BO3MOXKHOCTh CO3/1a-
BaTh HOBBIE POJIH.

205



Tabnuna 5.2
Posu ypoBHS 62361 JAaHHBIX

Poab

Onucanue BO3MOKHOCTEM

db_owner

Brnanenen 6a3pl JaHHBIX, MOXKHO BBIIOJHITH BCE K-
CTBHSI IO HACTPOWKE M OOCIY)KHBaHHIO 0a3bl JaHHBIX, a
TaKXKe yJalsaTh 0a3y NaHHBIX.

db_securityadmin

VYupasienue coctaBoM podeii (kpome posa db_owner) u
CBSI3aHHBIMH C HUMH Pa3pelIeHHusIMH.

db_accessadmin

I[O63BJ'ICHI/I€ 1 y1aJICHUEC M0JIb30BaTENIeH 6a3bl JIAHHBIX.

db_backupoperator

Bo3moxHOCTE cO371aBaTh pe3epBHBIC KOMMH Oa3bl JaH-
HBIX.

db_ddladmin

Bemonuerne DDL-uHCTpYKTINit (co3aanue, HN3MEHEHHE,
ylajneHue 0ObeKTOB 0a3bl JaHHBIX, TAKUX KaK TaOJIMIBI,
MIPEJICTaBJICHUS U T. [1.).

db_datareader

Yrenne manusix (SELECT) u3 Becex MoJIb30BaTEIILCKUX
TaOJINII, IPEICTABICHUIN U QYHKITHH.

db_denydatareader

3anpet Ha uteHue naHHBIX (SELECT) u3 Bcex moib30-
BaTENbCKHUX TAOJHUI, IPEACTaBICHUHN U QYHKIHI.

db_datawriter

HpaBo ,HO6aBJ'I$ITL, YAaaATb WA U3MCEHATH JaHHBIC BO
BCCX ITOJIB30BATCIIBCKUX Ta6n1/1uax.

db_denydatawriter

3anpeT ,Z[068.BJ'I$[TB, HU3MCHATh WM YAAITH JAHHBIC B
ITOJIB30BATCIBCKUX Ta6m/1uax.

public

Ponp no ymosrdanuio, nMmerommasics B Kaxaoi 0ase naH-
HbIX. Kaxneni nmoms3oBarens b/l aBTOpu3oBaH Ha 3Ty
pOJIb.

Bonee mompobHyro uH(pOpManmio 00 OpraHu3alUU CHCTEMBI 0e3-

onacuoctu CYB/] SQL Server MoxHO MOJYYIUTh U3 CIIPABOUYHON CHCTEMBI
TechNet: http://technet.microsoft.com/ru-ru/library/bb510589.aspx.

Ilnan padoTsl.

1. Ucnonp3ys yka3zaHHYIO MperojiaBaTeseM JOMEHHYIO MU JIOKaNb-
Hylo ydetHyro 3amuck Windows, ¢ momompio SQL Server Management
Studio noakrourTeCh K HCHoONb3yeMoMy sk3eMiusipy SQL Server. Tlpo-

BephTE YCTAHOBIICHHEIH HAa CEPBEPE PEKUM ayTCHTU(HUKAIINH.

2. B oxne Object Explorer (mo ymomuanuio — JjeBas 4acTh OKHA

Management Studio) otkpoiite ciucok yderHbix 3amuceii (logins). Ha BbI-
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MOJIHEHUE KaKWX CEPBEPHBIX poJied aBTOPH30BaHA HUCIOJIb3yeMas BaMH
ydeTHas 3aich?

3. B kakux 0a3ax JaHHBIX CepBepa BallleH YUYETHOH 3amHCH COIO-
CTaBJICHBI TIOJIb30BaTeNM? Ha BBIMONIHEHNE KaKUX poJield OHW aBTOPH30Ba-
HEI?

4. B cpene Management Studio cospaiite HoByt0 6a3y maHHbIX. OT-
KpOiiTe CIHUCOK IMOJIb30BaTeNIel U poJiell. Y 0eauTech, YTO yYUeTHas 3alKch,
ITOJT KOTOPOH BBl paboTaeTre, COMOCTaBIIeHa MOJb30BaTeNlt0 dbo, aBTOpH-
30BaHHOMY Ha poiib db_owner.

5. Mcmonb3ys IpUBEICHHBIM HUXKE CKPHIIT, CO37aiTe B 0a3e TaHHBIX
Tabmuel. [lepen TeM Kak 3alyCTHTh CKPHUIT, yOepHTE CUMBOJIBI KOMMEH-
Tapus («——») U3 IEPBON CTPOKH M TOCIIE KIIFOUEBOTO CJIOBA USE YKaXHUTE
MM Bamiel 0a3nl JaHHBIX.

--use MyTestl
GO
CREATE TABLE dbo.Book (

book id int IDENTITY (1, 1) primary key,

Title varchar (50) NOT NULL, --Ha3BaHME KHUITU

Author varchar (50), -- aBTop

Publisher wvarchar (50), -- mB3marTeabLCcTBO

[Year] smallint) — ronm m3maHuUAa
GO
CREATE TABLE dbo.Status (

Status_id int IDENTITY (1, 1) primary key,
Status name varchar (50) NOT NULL

) —— cTaTyc: BbIOaHa, B OuOJIMOTEKe M T.I.
GO

CREATE SCHEMA libr

GO

CREATE TABLE libr.Book in lib (

lib id int primary key , --HOMEp 3K3eMILIApPa

book id int references dbo.Book ,

status_id int references dbo.[Status])

GO
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Ob6patuTe BHUMaHUE, YTO MPUBEACHHBIN CKPHUIT CO3IAET HE TOJIBKO
TpHu Tabmuipl, HO U cxemy libr. B SQL Server cxema siBisiercsi KOHTEH-
HEpOM JIOTHYECKOTO YPOBHS, K KOTOPOMY OTHOCSTCS OOBEKTHI Oa3bl JaH-
HeIX. Bo BHOBB co3nanHO# BJ] yxe Oynmer Heckonmbko cxeMm: dbo, sys,
information schema u T. 1. Cxema dbo — 3TO cxema MO ymoJj4a-
HUIO 11 HOBBIX IIOJIb30BAaTE€NbCKUX OOBEKTOB, sys U infor-
mation schema HCHONB3yIOTCSA CHCTEMHBIMU 00beKkTaMu. OnepaTopom
CREATE SCHEMA B bJ] M0OXHO cO31aBaTh HOBBIC CXCMBI.

3amumaeMsIM 00BEKTOM, Ha JEHCTBHS C KOTOPBIM IIOJIB30BATENIO
IPENOCTABIIIOTCS Pa3pelleHns, MOXKeT ObITh 0a3a JaHHBIX, CXeMa HIIH
00BbeKT 0a3bl NaHHBIX. ONpeneNeHHOe I CXEMbI pa3pelleHne HESBHBIM
00pa3oM pacnpocTpaHseTcs Ha Bce 0OOBEKThI CXEMBI, pa3pelieHue s 0a-
3Bl JAHHBIX — Ha BCE CXEMbI U OOBEKTHI ITHX CXEM.

6. Jlnsg ykaszaHHOW mpemnojaBaTteneM yderHou 3amucu SQL Server
(Ipu caMOCTOSATETPHOM BBIITOMTHEHUH PabOTHl CO3JalTe YUETHYIO 3aIHCh
Windows u yuérhyro 3ammch SQL Server mist Hee) co3nmaiite moib30BaTes
B Bamlel 0a3e JaHHBIX, B KAUECTBE CXEMbI II0 YMOIUYaHHUIO BbIOepuTte dbo.
B Management Studio sto moxxHO cienath u3 rpaduueckoro uHTEpdetica
(koHTeKCTHOE MEHIO y3ma Security mms BeiOpannoit BJI, Tam New...->
User) wmu BeimonHuB omeparop CREATE USER. Hampumep (ecnu cxema
He yKa3aHa, mojipazymenaercst dbo):

USE MyTestl
go
CREATE USER ns FOR LOGIN [HOME\ns]

Ho6aBbTe 5TOrO mosb3oBarens B ponb db datareader. 910
MOJKHO cJiesIaTh WM 4epe3 Ipaduueckuil uHTepdeiic Ui ¢ HOMOILIbIO CHU-
CTEMHOH XpaHMMOH npoueaypbl sp addrolemember, nepBbIM Iapa-
METPOM KOTOPO# OyAET UMl POJIH, @ BTOPBIM — MM TIOJIb30BATEIS.

EXEC sp addrolemember 'db datareader', 'ns'

BBeaunTe B TaOiMIIBI TECTOBBIM HAOOP JaHHBIX.
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[MoaxiounTeCh K CEpBEPY C YUCTHOM 3aIIUCHIO APYroro MoJIb30BaTe-
7. YOeauTech, 9T0 MOXKHO TONYIUTh TOCTYII K 0a3e JaHHBIX M YUTATh 3a-
ITUCH U3 BCEX TAOIHIL, a JOOABISATH WM U3MCHATH TAaHHBIC HEITb3S.

7. Co3ganuM HOBYIO pOJIb YPOBHS 0a3bl NaHHBIX U J00aBHM €d pas-
pemenne Ha ynanenue (DELETE), usmenenne (UPDATE) u noGasienue
nauubix (INSERT) B 00bekTax cxembl 1ibr. Jo6aBUM HAIETO MOIb30Ba-
TEJSl K ATOW pON. YKa3aHHbIC ACHCTBUS HAJO BBHIMIONHATH C TIPaBamMH aj-
MUHHCTPaTOpa WIN Biaaenbna 0a3el JaHHBIX. Kak u B mpeapimynieM ciry-
yae, BCE 3TO MOXKHO CJIeNiaTh B TpaduueckoM HHTepdeiice Wi 3amyCcKoM

CKpHUIITA.

CREATE ROLE libr writer

GO

GRANT INSERT, UPDATE, DELETE ON SCHEMA :: libr TO
libr writer

Go

EXEC sp addrolemember 'libr writer', 'ns'

HUcnonb3yemslil B npuBeeHHOM ckpunte onepatop GRANT mo3so-
JsieT TpenocTaBuTh paspemenus. Omeparop DENY mo3Bomser 3ampeTutsb
BBITIOJTHCHHE KaKWX-TO jeicTBuid, a onepatop REVOKE oTtmenser ycra-
HoBieHHbIe omneparopoM GRANT mmum DENY nactpoiiku pasperueHuid.
Takum 00pa3oM, y paspemieHusi MOXeT OBITh TPU COCTOSIHHUS: «pa3pelie-
HO», «3allpelieHo», «He 3aJaHo». JleficTBIe MOKHO BBINOJIHUTH, TOJIBKO
€CIIM OHO pa3pelnIeHo HEeMOCPEACTBEHHO MOJIb30BATEI0 WM OIHOHN U3 po-
Jeid, Ha KOTOpBIE OH aBTOPH30BaH. 3ampernieHne 0ojee IpUOPUTETHO, YEM
pa3pelIeHue. ecan MOJIb30BAaTEIb aBTOPHU30BAaH Ha BBHIMOJIHEHHUE IBYX PO-
Jed, OIMHOM M3 HUX JAEHCTBUE pa3pelieHo, a APYroil — 3amlpenieHo, To
[OJIH30BATENb DTO JEHCTBHE BBHIIONHUTEL He cMoxeT. B SQL Server Man-
agement Studio mokHO TpocMOTpeTh 3()(HEKTUBHBIC pasperIeHus s
moas3oBarests (puc. 5.5).

KonkpeTHbIit HA00p BO3MOXKHBIX pa3pelleHui 3aBUCHUT OT THIA 00b-
€KTa, C TIOJIHBIM CITUCKOM pa3peleHuil peKOMEH IyeTcs 03HAKOMHTBCS IO
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CIIpaBKe WM IIpUBeACHHON HIke cTaTthe TechNet:
http://technet.microsoft.com/ru-ru/library/ms191291.aspx.

— _
{J Databiase User - ns IR [EEE=)
Selectapage
Soipt v [ Hel
2 Gieneral Ssowt - [ Hep
2 Securables
47 Extended Properties Userpame: s
Securabies
Schema Name Type
3 do Book Table
dbo Book1 View
= deo Status Table
=0 Book_in_ib Table
I
ilc Pemissions for libr.Bookc_in_ib: Column Pemmissions
M Server Bplicit | Efective
focal) Pemission Column a
Connection: DELETE
HOMB\sergey INSERT =
30 View connection properties SELECT
SELECT book_id
Progress SELECT fib_id
Ready SELECT status_id
11IPNATE 2
4 nr »
_

Puc. 5.5. D dexruBHbIC pa3penieHus MoJIb30BaTeNs

BrinonnuTe onuMcaHHbIe ASHCTBHS. Y OeqUTECh, YTO IOJIB30BATEIb C

OrpaHNUYCHHBIMU IIpaBaMU MOXCET U3MCHATH [JaHHBIC B Ta6J'II/IIIe

Book in lib, oTHocsmieics K cxeme libr.
8. MlHorna HyXHO IIPENOCTaBUTh IOJIb30BATENIO NPaBa Ha U3MEHE-
HME OTAeNbHBIX cTonONoB. Kak ormeuaercs B nokymentauuu SQL Server,

Ha CTOJOEI] MOTYT OBITH IpenocTaBieHbl ToMbKo paspemenus SELECT,
REFERENCES u UPDATE. Hanpumep:

GRANT UPDATE ON dbo.Book(Title) TO libr writer
BoinonHuTe aHanoOrW4yHbIE JCUCTBUS B CBOEW 0a3e NaHHBIX, MPO-
BEpBTE, UTO MOJIB30BATENb MOTYUNIT YKa3aHHbIE pa3pelICHUsI.
9. CaMOCTOSATENFHO IO CHpaBKE 03HAKOMBTECH C (popMaToM ormepa-
topa CREATE VIEW, ocoboe BHEMaHme oOpaTHTe Ha 3agaBacMbie JO-
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NOJHUTENbHBIC HapaMmeTpbl. Co3faiiTe mpeacTaBieHHe, BhIOMparoliee U3
tabaunel BOOK kuuru, usmanusle He panee 2000 roma. IIpemocraBbre
TOJTH30BATENIO C OTPAHUYCHHBIMU TPaBaMH BO3MOXKHOCTh U3MEHSITh H J0-
0aBJIATH MOJOOHBIC KHUTH. BO3MOXKHOCTH M3MEHSITH MPOYHUE 3alUCU Tab-
JIULBI U J00aBIsATh KHUTH, n3ganabie 10 2000 roga, OH KMETh HE TOJKEH.

5.3. BBISIBJIEHUE YSA3BUMOCTEM C TIOMOIIbIO
MICROSOFT BASELINE SECURITY ANALYZER

eas padoThl.

[puobpereHne MPaKTUYECKUX HABHIKOB BBISBICHUS YSI3BUMOCTEH B
IO mpowusBoacTBa KoMmanuu Microsoft ¢ momoIeio crienuaTu3upOBaHHO-
ro nmporpammHOro cpeactea Baseline Security analyzer (BSA).

Hcnosib3yeMble IPOrpaMMHBIE CPEICTBA.

Kommnprorep w/umu BupryansHas mammaa ¢ OC Microsoft u ycra-
HOBJICHHOW mporpammoit BSA. J{ns BeinoHeHuUs paboThl TPeOyIOTCs mpa-
Ba JIOKAJILHOTO aJIMHHUCTPATOPA.

TeopeTnyeckne CBeJICHUSA.

Microsoft Baseline Security analyzer — mporpamma, 1mo3BoJIsroas
HPOBEPUTHh YPOBEHb OC30IIACHOCTH YCTAHOBJICHHOW KOH(Urypauuu ore-
parionHoi#t cicremsr Windows, Haunnas ¢ Bepcun Windows 2000. Taxoke
MpOBEPSIETCS U Psi APYTHX MpuiokeHuil paspaborku Microsoft. Jannoe
CPEIICTBO MOXHO OTHECTH K pa3psly CHCTEM aHajHM3a 3allUIIeHHOCTH.
OnHo 6e3B03Me3IHO pacipocTpanseTcs depe3 Web-cepsepa Microsoft.

B mpomecce pabotet BSA mpoBepsier Hanumuue OOHOBIEHHH Oe3-
OMACHOCTH OTEpaIlMOHHOM cucTeMbl, oducHoro makera Microsoft Office
(mst Bepeuit XP u Gonee mMo3qHKX), CEPBEPHBIX MPUIOKEHUHN, TAKUX Kak
SQL Server, Exchange Server, Internet Information Server u T. 1. Kpome
TOTO, TIPOBEPSIETCSI Ps/I HACTPOEK, KACAIOLIUXCS OE30MACHOCTH, HAPHMED,
JelicTByomIas MOJUTHKa naposieil. bosiee moapodHyo nHpopMaLno MOXK-
HO monyuuTh w3 crareid  TechNet, mMOCBSIIEHHBIX  MPOAYKTY:
http://technet.microsoft.com/ru-ru/security/cc184923.
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Onucanue padoThl.

[lepeiineM K 3HAKOMCTBY € MpOrpaMMHBIM IpoaykroM. Hamo otme-
TUTh, YTO TP ITOATOTOBKE OINHMCAHHS JAaHHOW JabopaTopHOW pabOoTHI HC-
noib30oBanack Bepcusi BSA 2.1, npu ncnonp30BaHUU APYTHX BEPCUH MOJIb-
30BaTeNbCKHIA HHTEP(DEHC MOKET OTIUIATHCS.

IIpu 3amycke OTKpPBIBAETCSI OKHO, MO3BOJISIOIIEE BHIOPATH OOBEKT
MIPOBEPKH — OJUH KOMITBIOTED (BBIOMpACTCS 1O MMEHH WU ip-aapecy),
HECKOJBKO (3a1aBaeMbIX JAUATIa30HOM ip-aIpecoB WIH JOMEHHBIM HMEHEM)
WA IPOCMOTPETD paHee CACTaHHBIe OTYETHl CKaHUPOBAHUS cUcTeMEl. [Ipn
BBIOOpE CKAHUPOBAHUS OTACIHHOTO KOMIBIOTEPA 110 YMOTYAHUIO MTOJICTAB-
JSIeTCS. UMs JIOKIBHON CTaHIMM, HO MOXKHO yKa3aTh MMs WIH ip-ajapec
JIPYroro KOMIblOTepa.

crosoft Baseline Security Analyzer 2.1 (Beta 2)

[€]8] w Microsoft Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its 1P address.

Computer name: HOME|MYNEOOK. [ (this computer)
e o

Security report name [rep - e Ty ]

D% = domain, %C% = computer, %T% = date and kime, %IP% = IP address
Options:

Check.for Windows admiristrative vinerabiities
Check for weak passwords
Check for I15 administrative wnerabilities
Check for SQL administrative vulnerabiliies
Check for sgcurity updates
[ Configure computers for Microsoft Update and scanning prerequisites
[ Advanced Update Services options:
Sean using assigned Update Services servers only

Scan using Microsoft pdate orly B

Learn mare about Seanring Options =

Puc. 5.6. Hactpoiika mapaMeTpoB MpOBEPKU

MoxHO 3ajaTh HepedeHb NpoBepseMbIX NapameTpoB. Ha puc. 5.6
IIPEACTABIEH BEIOOP BApHAHTOB IIPOBEPKH:

- mpoBepka Ha Hanuuue ys3Bumocteil Windows, BbI3BaHHBIX HEKOP-
PEKTHBIM aJIMHUHUACTPUPOBAHUEM;
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- TIpOBepKa Ha «cyabble» Mapoiu (IyCThle MapoJid, OTCYTCTBUE OTpa-

HUYEHUH Ha CPOK JEHCTBUS MapoJied u T. 1.);

- MpoBepKa Ha Haum4yue ysa3BUMocTell web-cepsepa IIS, BEIZBaHHBIX

HEKOPPEKTHBIM aIMUHUCTPHPOBAHUEM;

- ananoruyvHas nposepka B otHomennn CYBJ] MS SQL Server;
- TPOBEpKa Ha HAJIM4KE OOHOBJICHUH OE30IaCHOCTH.

Iepen  wawamom  paboTel  mporpamMMa  oOpamaercs  Ha
cepsep Microsoft mms momydenus nepeunst obHoBnenuit a1 OC u onmca-
HHUH W3BECTHBIX ySI3BUMOCTEH.

g ycneniHo# mpoBepKHU JIOKAIBHOW CUCTEMbI HE00XO0MMO, YTOOBI
nporpaMma BBITIOJIHSJIACH OT UMEHH YYETHOMW 3alMCy ¢ TMpaBaMM JIOKallb-
HOTO agMHHUCTparopa. Haue mpoBepka HE MOXKET OBITH IPOBEICHA, O
geM OyJeT BBIAAHO COOTBETCTBYIOIIEe coobienue (ra aner. YOu do not
have sufficient permissions to perform this command. Make sure that you
are running as the local administrator or have opened the command prompt
using the 'Run as administrator' option).

[o pe3ynmpTaTam CKaHHPOBaHUS (POPMHUPYETCS OTUET, BHAYATE KOTO-
poro nmaetcs oOIiasi OIleHKa ypOBHS 0€30MacHOCTH KOH(MUTYpALlUU TpOBe-
pseMoro KommbloTepa. B mpuBeseHHOM Ha puc. 5.7 mpuMmepe ypOBEHb
PHCKa OIIEHUBACTCS KaK «BBICOKHI (anen. Severe risk).

& Microsoft Baseline Security Analyzer 2.1 (Beta 2) [BE=11E3]

<E) !‘ Microsoft Baseline Security Analyzer

>

Report Details for HOME - MYNBOOK (2007-09-21 15:23:12)

Security assessment:
Severe Risk (One or more critical checks failed.)

Computer name: HOMEIMYHEOOK

IP address: 91.122,93.178

Security report name: HOME - MYNBOOK (21.09.2007 15-23)

Scan date: 21.09.2007 15:23

Scanned with MBSA version: 2.1.2030.0

Catalog synchronization date: |

S Brint this report

B rrevious security report et security report

Puc. 5.7. 3aronoBok oTueTa ¢ ykazaHWEM YPOBHS pHCKa
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[Hanee mpuBoanTCs mepedeHb 0OHApY>KCHHBIX YA3BHUMOCTEH, pa3ou-

THI Ha TPYNIBL PE3YJbTAThl IPOBEPKU YCTAHOBKM OOHOBIIEHUH, pe3yiib-

tarel poBepku Windows u 1. 1. Hamo otMetuts, uTo Bbimyckaembie Mi-

Crosoft o6HOBIIEHHsI OBIBAIOT PA3TUYHBIX THIIOB:

- Security updates — coOcTBeHHO OOHOBJIEHHs O€30MACHOCTH, Kak

NPABWJIO, TOCBAIIEHHBIE HMCHPABICHUIO OJHOW YA3BUMOCTH IpO-
IPaMMHOTO HPOAYKTa;

Update rollups — nabop wucmpaBiaeHnii 0e30MaCHOCTH, KOTOPBIH
MO3BOJISIET OJHOBPEMEHHO HCIIPABUTh HECKOJIBKO YSA3BUMOCTEH. DTO
yIpomaeT OoOCIyXHBAaHUE IIpoliecca OOHOBICHHS NPOrPaAaMMHOTO
obecreueHus;

Service packs — Habop uchpaBiieHnH, KaK CBSI3aHHBIX, TAK U HECBS-
3aHHBIX C 0E30MacHOCThIO. YCTaHOBKa Service pack, kak mpaBwuiio,
UCTIPaBIISICT BCE YSI3BUMOCTH, OOHApy)KEHHBIE C MOMEHTa BBIXOZA
npenpiayiiero Service pack, takum 06pa3oM yCTaHaBIHBATH IMPO-
MEXyTOYHBIE OOHOBJIEHHS YK€ HE HaJ0.

B oxHe ¢ onmcaHneM pesyJsibTaTa MPOBEPKH MOXKHO BBIOPATh CCBUIKY

Result details u momyunuts 60s1ee MOAPOOHYIO HHPOPMAIIUIO O HAWICHHBIX

npobaemax (puc. 5.8, 5.9).
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)| ¥ Microsoft Baseline Security Analyzer

5|
Sort Order: | Scare (worst first) [
Security Update Scan Results B
Score  Issue Result
Gffice Security 9 security updates are missing. 1 service packs or update rollups are missing,
Updates What was scanned  Result details  How to correct this
5 SDK 1 security updates are missing
Components  whatwas starned  Resultdetsls  How to correct this
Security
Updates
] Visual Studio 2 security updates are missing, 1 service packs or update rollups are missing,
Security hat was scanned  Result details  How to correct this |
& e his report B oy o clpbosrd i Previous security report Next security report. (B

Puc. 5.8. [lepeueHp OTCYTCTBYFOIIMX OOHOBIICHHI
(mo rpynmnam)



& Microsoft Baseline Security Analyzer 2.1 (Beta 2)

Security Updates

Items marksd with @ are confirmed missing. Ttems marked with W are confirmed missing and are not approved by your system administratar,

Maximum
Severity

ME07-0dd4  Security Update For Excel 2005 (KB340602) Important
M507-042  Security Updste For Office 2003 (KBI36045] Important
M506-058 Security Update for PowerPoint 2003 (KB923091) Irmportant
MS06-039  Security Update For Office 2003 (kBS14455] Important
MS07-025  Security Undste For Office 2003 (KB334180) Important
MS07-003  Security Undate For Outloak 2003 (KE924085) Important
M507-024  Security Undate For Word 2003 (KE934181) Important
ME0E-054  Security Update For Publisher 200 (KR&34542) Important
ME07-013  Security Update For Office 2003 (KB920515) Important

Score ID Description Download

L
9
L
9
9
9
9
9
9

O O~ O+ O+ O+ 0 0+ 0~ -

Update Rollups and Service Packs

Items marked with @ are confirmed missing.

Score 1D Description Download
@ 92315 Cffice X0 Service Pack 3 (3P3) &

Current Update Compliance

Trems marked with g represent the most current updates protecting vour computer, 1F you have installed a recent update, it may incorporate
previous updates that will o longer appear in this lst, but are stl providing protection.

Maximum

Score ID Description Severity

Puc. 5.9. IlongpoGHOE omrcaHKe OTCYTCTBYIOIIUX OOHOBJICHUI
Microsoft Office

[Ipu Hanwunu noakrOYeHHs! K cetu VIHTEepHET, mepeis o mpuBo-
JUMOU B OTYETE CCHUIKE, MOKHO MOJy4YUTh WH(POPMAIUI0 00 OTCYTCTBY-
I0IIeM OOHOBJIEHUH O€30MaCHOCTHU U CKadaTh €ro.

HyXHO OTMETUTH, UTO yCTaHOBKAa OOHOBJIEHUI IUIS CHCTEM C BBICO-
KUMH TpeOOBaHUSAMH B 00JIACTH HETPEPHIBHOCTH pabOTHI TpeOyeT mpeBa-
PUTEIBHOM TIHIATENbHOW NPOBEPKH COBMECTUMOCTH OOHOBICHMH € HC-
MOJIB3YIOMIMMUCS PUIIOKEeHUsAMU. [To10O0Has mpoBepka 0OBIYHO MPOU3BO-
JIUTCSI HA TECTOBBIX CHUCTeMax ¢ Onu3koi koHpurypammer I10. B To xe
BpeMs Uil HeOONBIINX OPraHM3alliid W IIOJE30BaTelel JTOMAIIHAX KOM-
MBIOTEPOB TaKas IPOBEpKa 3adacTyio HeocymiecTBuma. [losromy Hamo
OBITH TOTOBBIM K TOMY, YTOOBI BOCCTAHOBUTH CHCTEMY IIOCIIE HEYJaqyHOTO
obuosnenuns. st OC cemeiictea Windows, eciu mocie yCTaHOBKH 00-
HOBJICHHH 3arpy3ka B HOPMAaJbHOM PEKUME CTajla HEBO3MOXKHA, MOXKHO
WCTIOJIB30BaTh CIEHUANBHBIC PEKUMBI 3arpy3KH — O€30IacHBIN PexiM
WJIM PEKUM 3arpy3Kd TOCTIeIHEH yIauHoi KOH(UTYpaIny.

Taxke Hao OTMETUTH elle 0JIHy 0cOOeHHOCTh. Ha naHHBI MOMEHT
Baseline Security analyzer e cyriecTByeT B JIOKaIM30BaHHON PYCCKO-
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S3BIYHON Bepcuu. W cojeprxaimecs: TaM CChUIKM Ha MaKeThl 0OHOBICHHIMA
MOTYT YKa3bIBaTh Ha WHEIC S3BIKOBBIC BEPCHH, YTO MOXKET CO3JaTh IMpO-
OyeMBI Tpu OOHOBJICHHUH JIOKAJIH30BAaHHBIX IIPOTYKTOB.

s ynoOcTBa paboOThI ¢ OTYETOM €ro MaTrepHalibl MOXKHO pacrieda-
TaTh WIH CKONUPOBaTh B Oydep oOMeHa U depe3 HEero MOMECTUTh OTYET,
Hanpumep, B gjokyment Word.

Kpome Bepcuu mporpamMmsel ¢ rpadudeckuM UHTEpdercoM, cylie-
CTBYET TaKXKe YTHJINTa ¢ mHTep¢eiicoM KOMaHTHOH cTpoku. HaspBaercs
oHa mbsacli.exe W HAXOOUTCSA B TOM K€ Karajuore, Kyla yCTaHABIIH-
Basicst Baseline Security analyzer, nanpumep, «C:\Program Files\Microsoft
Baseline Security Analyzer 2». YV yTunuTsl €CTh JOCTaTOYHO MHOTO Iapa-
METpOB, TONYYUTh WHPOPMALNUIO O HUX MOXXHO IIPH 3aIycKe C KO-
4yoM “/ 27

3amyck 0e3 KiIoYel MpHUBEAET K CKAHUPOBAHHIO JIOKAITEHOTO KOM-
MBIOTEpa C BEIBOAOM PE3YNIBTATOB Ha KOHCOJb. UTOOBI COXpaHHUTh PEe3yihb-
TaThl CKAaHWPOBAHMS, MOXKHO IEPEHANpPAaBUTh BBIBOA B KaKoW-nmubo caii.
Hampumep: mbsacli > mylog.txt.

Kirod /xmlout mpUBOIUT K 3aITyCKy YTHIUTHL B PEXKUME MPOBEPKHU
OOHOBJICHUII: TPOBEPKaA Ha YSI3BUMOCTH, SIBUBLIMECS PE3yJIbTaTOM Heyaad-
HOTO aJIMUHHUCTPUPOBAHMUS, POBOIUTHCS He OyaeT. Otder popMupyercs B
¢dopmare xml. Hanpumep:
mbsacli /xmlout > c:\myxmlog.xml.

3agaHus.

BeimonauTe npoBepky Baiero koMmbiotepa ¢ momornsio Microsoft
Baseline Security analyzer. B otuere 0 BbIOJHEHHH 1ab0paTOpHOi pabo-
TBI YKaXKHUTE:

- Kak ObUI OLICHEH YPOBEHb YSI3BUMOCTH KOMITBIOTEPA;
- Kakue MpOBEpPKH MPOBOJAWINCH, B Kakoi o0yacTu OOHapyXKeHO

HanOOJIbIIIee KOIUIECTBO yI3BIMOCTEH;

- ONUIINTE HauOoJIee CEepPhEe3HBIC YSI3BUMOCTH KAKIOTO THIIA, BEBIIB-

JICHHbIE Ha KOMITbIOTEPE.
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[IpoBenuTe anamu3 pe3yibTAaTOB. KaKHe YSI3BUMOCTH MOKHO yCTpa-
HUTH, KaKHe — HENb3s u3-3a ocobeHHocTed koHpurypanum [10 wm uc-
10JIb30BaHUSI KOMITbIOTEPA.

BoinonHute yaaneHHy0 MPOBEPKY COCEAHEr0 KOMIIBIOTEPA U3 CETH
mabopartopun (MM APYroil BUPTyaabHOM Maimuubl). OnuimmTe Hanbosee
CEpPBE3HBIC YSI3BUMOCTH.

BrinonHUTE MPOBEPKY HECKONBKUX KOMIIBIOTEPOB C MOMOILBIO YTH-
mutel mbsacli. s 3Toro, mpeaBapuTENbHO CO3MaiiTe TEKCTOBEIN (aiin
C IepevyHeM UMEH KOMIIBIOTEPOB WIIH ip-aJpecoB U 3amyckaiite mbsacli
¢ xmouoM /listfile, mocae KOTOPOro yKaspIBaeTcs MMs (paiima ¢ me-
peUHEeM KOMIBIOTEPOB. B pe3ynbTaTre JOMKHO OBITh MOIYYEHO COOOLIeHNE

NPUMEPHO CICAYIOIIErO COACPKAHU:
Computer Name, IP Address, Assessment, Report Name

HOME\MYNBOOK, 127.0.0.1, Severe Risk, HOME - MYNBOOK
(06.10.2013 13-51)

Jnst Toro 9to0bl yBUAETH HOAPOOHBIE Pe3yabTaThl MPOBEPKH, HAMIO
MOBTOPHO 3amycTUTh mbsacli ¢ kmouoM /1d, mocie KOTOPOro yKasbl-
BaeTCs UMs oT4eTa. BBIBOI MOXKHO TIepeHANpPaBUTh B TEKCTOBBIHM (aii ais
JanbHene oopadorku. Hanpumep:
mbsacli /1ld "HOME - MYNBOOK (06.10.2013 13-51) " >
c:\test\reportl.txt

[Tocrne BBIMONIHEHUS 33/1aHUS TPOAHATIM3UPYUTE Pe3yNIbTaThl, KPaTKO
OIHIITUTE WX B OTYETE IO JTAOOPaTOpHOU pabdoTe.

5.4. ICIIOJIb30BAHUE CKAHEPOB BE3OITACHOCTH
JJIA HOJYYEHUA THO®OPMAIIMU O XOCTAX B CETH

Heab padoThl.

[IproOpereHre MPaKTUISCKUX HABBIKOB OMpEACICHHS padoTaroNHX
CCTCBBIX HpI/IJIO)KeHI/Iﬁ C IIOMOMIBIO CETEBOI'0 CKaHEPaA 0e30IMacHOCTH.

HC]’[OJ’[lﬂyeMble nmporpaMMHbI€ CpeE/ICTBA.

KOMHLI-OTepHaSI CC€Th yqe6H0ro KjlacCa U BUPTYAJIbHbIE MAIlIUHBI C
OC Windows Server. CereBoii ckanep map.
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TeopeTnyeckue cBeJeHus .

CeteBble ckaHephl 0€30IaCHOCTH — IMPOrpaMMHBIE CPEICTBA, M03-
BOJISIFOILIME TIPOBEPUTH YPOBEHb YS3BUMOCTH ceTeidl. OHU UMHUTHPYIOT pas-
JTMYHBIE OOPAIIEHUS K CETEBBIM y3JIaM, BBISBIISIA ONEPAI[HOHHBIE CHCTEMBI
KOMITBIOTEPOB, 3aIlyIICHHBIE CEPBHUCHI, UMCIONIHECS YA3BUMOCTH. B Heko-
TOPBIX CIIy4yasiX CKaHepbl OC30MaCHOCTU TAKXKE MUMUTHUPYIOT pEaH3aluio
PA3IMYHBIX aTakK, YTOOBI MPOBEPUTH YPOBEHB MOJIBEPIKECHHOCTH UM KOM-
MBIOTEPOB 3aIIUIIAEMOMN CETH.

[Ipu mpoBeneHnn aHanM3a PUCKOB CKaHEPHl OE30IIACHOCTH MOTYT
HCIIOJIB30BAThCSl KaK B MPOLIECCE MHBEHTAPU3ALUHM PECYpCOB, Tak WM JUIs
OLICHKH YPOBHSI ySI3BUMOCTH Y3JIOB CETH.

B nannoii maboparoproii padore ucmonszyercs [10 NMAP, kotopoe
cBOOOIHO IOCTYITHO Ha caitre http://nmap.org/.

CKaHI/IpOBaHI/Ie MOXHO MPOBOAWTH NPH IMOMOINU YTUJIWTBI KOMaHI-
HOH CTPOKHM Nmap WJIH ¢ MOMOIIBI0 rpaduuecKkoi 000N0UKH Il Hee —
Zenmap GUL.

Ilo pykoBOACTBY MOIb30BATENs, JOCTYNHOMY IIO  CCBLIKE
http://nmap.org/man/ru/, usyuure BOMPOCHI, CBSI3aHHBIE C OIMpPEACICHHEM
eI CKaHUPOBAHMWS, CHOCOOAMHM CKAaHWPOBAHHS IOPTOB, OIPEICIICHHUS
BepcHUil OmepanMOHHONW CHCTEMBI M HCIONb3yeMbIX clyxk0. Kparko omu-
LIUTE 3TO B OTYETE.

Ilnan padoTsI.

IpoBeaute wuccienoBaHUe Uil BUPTyanbHbIX MammH ¢ Windows
Server, paboTaromux Ha BamieM M COCEJIHUX KommbloTepax. CHavasa BbI-
IMOJIHUTC CKaHUPOBAHUE MMPU BKIIIOYEHHOM MCKCETECBOM 3KpaHE BUPTYyajlb-
HOU MaIlIHMHBI, TIOTOM — [PU OTKJIIOYEHHOM (HacTpoiika aemaercs B Ila-
Helnb yrnpasieHus ->Cuctema u 6e30nacHocTb -> bpanamaysp Windows).

OnummTe U NpoaHaTM3UPYHTE MONTydeHHbIe pe3yabTaThl. Kakue ce-
TEBBIC CITY>KOBI 3aITyIIEHBI Ha HCCIIEAYeMbIX BUPTYaJIbHBIX MamuHax? [Ipu
OMKMCAaHUU MOXKHO HCIIOJIb30BaTh MaTepUalbl TEXHUUECKON cTaTbu «CIyxK-
Obl U cereBble moptel B Microsoft Windowsy moctymHo# mo ccbuike
http://support.microsoft.com/?kbid=832017.
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YcTaHOBHTE BUPTYAIBHYIO MAIIuHy poiib «Web-cepBep» U MpoBeph-
Te 3ammyck web-cepsepa IIS ¢ caiitoM 10 yMoI4aHHIO.

IToBTOpHO IPOBEOUTE CKAHMPOBAHWE INAHHOM BUPTYaJIbHOW MAllM-
Hbl. UTO mokazan ckanep?

5.5. BCTPOEHHBIV MEKCETEBOM DKPAH (FIREWALL)
WINDOWS SERVER 2008

ean paboThl.

[IproOpereHre MPaKTUYCCKUX HABBIKOB HACTPOMKU MEKCETEBOTO
JKpaHa.

Hcnoab3yeMble MPOrpaMMHBIE CPENCTBA.

KommproTepHas ceTh yu4eOHOro Kiacca M BUPTYAIBHBIC MAIIHHBI C
OC Windows Server.

TeopeTuueckue cBeJeHN .

IlepcoHasIbHBIM MEKCETEBON HKpaH MOSBUICS B ONEPAllMOHHBIX CU-
cremax cemeiictea Windows, naunnas ¢ Windows XP / Windows Server
2003. B Windows Server 2008 BO3MOKHOCTH 3TOr0 KOMIIOHEHTa CyIIle-
CTBEHHO paCIIUPEHBI, YTO MO3BOJIAET OoJice THOKO MPOU3BOIUTH HACTPOW-
KH.

Onucanue padoThl.

Tekymue HACTPOWKH MOXKHO MOCMOTpETh, 3amycTuB u3 [lanenm
ynpasnenus (Control Panel) Windows Firewall u Bei6paB B 0TKpbIBIIIEMCS
okHe cceutky Change Settings.

[TosiBUBIIEECS OKHO YITPABICHHUS TapaMeTpaMy MEXCETEBOTO dKpaHa
conepxut 3 Bkiaaku (puc. 5.10, a, 6, 6). [lepBas U3 HUX MO3BONISIET BKIIIO-
YUTh WM OTKJIFOYUTH MEXKCETEBOU dKpaH. Bo BKIIIOYEHHOM COCTOSIHUU OH
MOXKET paspeliaTh ONpeAciiCHHBIC BXOJAIIME MOIAKITIOUCHUS WM 3arpe-
math Bce Bxosamue moakaoueHus (¢maxok Block all incoming connec-
tions).

Hcknrouenus 13 00IEro «OJOKUPYIOIIEro» MPaBHiIa OMPEACIISIIOTCS
Ha Bkiagke Exceptions. Tam ects psi MpeaonpeaeeHHbIX PaBUII, TaKXKe
MOJIb30BaTEIb MOXET J00aBJIATH CBOW. ECIIM Hy)KHO, YTOOBI KakKoe-TO
MPHUIIOKEHUE MPU BKIIOYCHHOM MEKCETEBOM JKpaHe OOCIY>KHWBajIO BXO-
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JSIIIHUE TIOAKIFOYSHUS, U1l HEro JOJDKHO OBITh onmcaHo npasmio. Chenarb
3TO MOKHO Jn00 yKaszaB mporpammy (kuorka Add program), gu6o omnrcas
pasperuaeMblii mopt u npotokon (kxomka Add Port). TIpumep dhopmuposa-
HUS T000HOT0 NpaBwmiia npeacrasieH Ha puc. 5.10, o. Tam maercs paspe-
menne 1 noakimodenns Ha TCP-nopt 8080. Ecnu Hamo orpaHuyuTh Te-
peUCHB ip-aapecoB, ¢ KOTOPBIX MPOU3BOIAMTCS MOKIIIOUYECHHE, 3TO MOKHO
crnenarhb, HaxkaB KHONKy Change Scope (1o yMoauaHuio, pa3pelieHbl mo/-
KITFOUEHMSI ¢ JTF000TO ajipeca).

Puc. 5.10. OkHo yripaBieHuUs MapaMeTpaMu MEKCETEBOr0 dKpaHa



Veranoska ¢naxka «Notify me when Windows Firewall blocks a
New programy» NpUBOIUT K TOMY, YTO IPHU MOMNBITKE HOBOI'O MPHIIOKEHUS
MPUHAMATh BXOJIINE TOIKIIOYEHUs, TOIb30BATENI0 OYAET BBIIAHO CO-
obmenue. Ecnu monb3oBaTens pa3penIuT Takol mporpamMMe padortaTs, is
Hee OynieT cpopMHUPOBAHO pa3pelIalolee IPaBHIIo.

Bximaaka Advanced (puc. 5.10, 6) m0o3BoIsIET BKIIOYHUTE HIIH OTKITIO-
YUTH MEKCETEBOI 9KpaH IS OTJAEIBHBIX CETEBBIX HHTEP(EHCOB.

3ananue 1.

1. OTkpoiiTe OKHO YIpaBICHHS MEKCETEBBIM HKPAHOM.

2. OnnmuTe NeHCTBYIONINE HACTPOIKH.

3. Co3zpaiiTe HOBOE pa3peliarolee MpaBHIIo.

do ewa = (o]
Fle Acton View Hep
es | Fml=d
Inbound Rules
- Outbound Rules ; p Outbound Rules .
4 Connection Security Rules fctive A 4 oRe hin o & NewRue...
& %, Monitoring € Active Directory Domain Controler - Echo Request (ICMPV6-Out)  Active Directory Dom: -
B Frewal (@ Active Directory Domain Controller (TCP-Out) Active Directory Domain Services W Fiter by Profie v
Connection Security Rules | @ Active Directory Domain Controller (UDP-Out) Active Directory Domain Services T Filter by State »
= & Seauity Assodations @ 6175 Peercaching (Content-Out) BITS Peercaching '
Main Mode @ 6irs Peercaching (WSD-Out) BITS Peercaching Y Fiiter by Group 5
| Quick Mode (@ certification Authority Enrollment and Management Protocol (C... Certification Authority View »
(@ Core Networking - DNS (UDP-Out) Core Networking =
(@ Core Networking - Dynamic Host Configuration Protocol (DHCP-... Core Networking 163 ‘Refresh
(@ core Networking - Group Policy (LSASS-Out) Core Networking [ Exportlist...
Core Networking - Group Policy (NP-Out) Core Networking o
@ Core Networking - Group Policy (TCP-Out) Core Networking [ -
@core ing - Internet Group Protocol (IGMP.... Core ;| Active Directory Domai... o
@ core Networking - Pv6 (Pv6-Out) Core Networking i I'@® DisableRule
@ core Networking - Mulficast Listener Done (ICMPV6-Out) Core Networking B
(@ core Networking - Multicast Listener Query (ICMPv6-Out) Core Networking i | R Dekete
(@ core Networking - Multicast Listener Report (ICMPv6-Out) Core Networking J Properties
(@ Core Networking - Multicast Listener Report v2 (ICMPv6-Out) Core Networking f
(@ Core Networking - Neighbor Discovery Advertisement (ICMPV... Core Networking i Help
(@ Core Networking - Neighbor Discovery Solicitation (ICMPv6-Out) ~ Core Networking '
© core Networking - Packet Too Big (IGMPV6-Out) Core Networking ’
@ core Networking - Parameter Problem (ICMPV6-Out) Core Networking '
@ core Networking - Router Advertisement (ICMPv6-Out) Core Networking )
Core Networkina - Router Solicitation (TCMPy6-Out) Care Networkina 2
T — s § ol
| I

Puc. 5.11. Oxno ocuactku Windows Firewall with Advanced Security

IMoka uTo paboTa ¢ MEXCETEBBIM KPAHOM TPAKTHYCCKH HE OTIIHYA-
1ack ot Toro, uyro 6s10 B Windows Server 2003. HoBble BO3MOXHOCTH MBI
yBUAUM, eciad U3 MeHto Administrative Tools 3anycruts ocnactky Win-
dows Firewall with Advanced Security (puc.5.11). B okHe ocHacTKu
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MOXHO YBHJETh HACTPOMKH IS pasHBIX Npoduiell U BBIIOJIHUTH Oojee
TOHKYIO HACTPOWKY MPaBHII (PHIBTPALIUH.

[paBmna ¢unbTpanuu pa3felcHbl Ha JBE TPYIIBI — BXOASAIIHNE
MpaBWJia U UCXOAasIue mpaswia. B mpuBenenHom Ha puc. 5.11 npumepe
HACTPONKHU BBITIONHSIOTCS HAa KOHTpoJuIepe AoMeHa. U it KOHTpoIepoB
ompeneseHo MpaBuio, paspeuraromee otnpasky |ICMP-makeros echo re-
quest (oHU, B YaCTHOCTH, OTIPABISIOTCS, €CIIM HAJO MPOBEPUTH JOCTYII-
HOCTP yJIaJICHHOTO y3JIa C MTOMOIIbI0 KOMaH/IBI ping).

Sagaumue 2.

1. Haiimure npaBuiio, paspematomee orchuiky ICMP-makeroB echo
request. IIpoBepbTe ero paboty i Kakoro-HUOyAb y37a U3 JOKaJIbHOU
VI BHEIIHEH CEeTH, UCIIONIB3Ys €To ip-aapec (HampuMep, KOMaHIoW ping
192.168.1.10 MOXHO IPOBEPUTH AOCTYIIHOCTh KOMIIBIOTEPA C YyKa3-
HBIM asipecoM). Ecim oTBeT mpuien, MOKHO TTEPEXOAUTh KO BTOPON 4acTH
3amanus. Ecmu oTBeta HeT, mMompoOyiTe HAaWTH TaKOH y3el, KOTOPBIH

MIPUILIET OTBET.

* Windows Firewall with Advanced Security = =101x|
Fle Action View Help
“o =l |
[ G el Windows Firewall with Advanced Security on Local Computer Actions
E23 Inbound Rules R e
EZY Outbound Rules : 5 =
!"5 Connection Securit Wiadove Hecaeh whis devasiced oty &) Import Polcy...
£y Manitoring ' inbound that o not match a fle are blocked. 12| €l Bworteoicy...
@ Outbound connections that do not match a rule are allowed. Restore Defauits
Private Profile View ¥
© Windows Firewallis on. |G Refresh
® Inbound connections that do not match a nule are blocked. Properties
@ Outbound connections that do not match a e are allowed. H rep

Public Profile

@ Windows Firewallis on.

®  inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a e are allowed.

B} Yilindowss Firewall Properiies

‘Gen:'llgshrted s |L‘
dor) -
B} Diagnostics and troubleshooting H
B3 Documentation overview

< | Introduction to server and domain isolation =

Puc. 5.12. T'naBroe oxuo ocHactku Windows Firewall
with Advanced Security
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2. BribpaB xnomky New Rule, cozmaiiTe mpaBmio, 3ampeniaroriee
ornpaBky |CMP-makeroB Ha nanHsiid y3ein. [IpoBepsTe ero pabory.
Teneps paccMOTPUM HACTPOIKY, CBA3aHHYIO C BEJEHUEM XKYpPHAJIOB

MEXKCETEBOro dKkpaHa. [lo ymMonyaHuUIO XypHanupoBaHue oTKiIroueHo. Ho

€CJIM1 BOBHUKAET NOAO3PEHUE, YTO MEXKCETCBOM 9KpaH MEUIACT YCTaHOBJIC-

HHIO KaKOI'0-TO THUIIa CECTCBBIX COCI[I/IHCHI/II\;I, MOXHO BKJIFOYHTBH OTY ONIHUIO

U MPOAHATN3UPOBATH KyPHATL.
Ha pwuc. 5.12 npezacraBineHo TTaBHOE OKHO OCHAcTKH. BwiOepem
nyHkt Firewall Properties u akruBupyeM BefeHne )KypHaia OTOPOIIEHHBIX
naketoB (puc. 5.13). Jlns sroro B rpymme Logging B okHe puc. 5.13, a
HaJ0 HaxaTh KHOMKY CUStOMizZe W BBIONHUTH HACTPOMKY, MPEACTABIICH-

HyIo Ha puc. 5.13, 6.

Windows Firewall with Advanced Security on Local Compuster

Domain Profle | Pavate Profie | Pubic Profle | IPsec Settings |
Specify behavior for when a computer is connected to ts corporate
domain.

[ State.

‘ Frewall state: f e
Inbound connections: Block (defaut) ¥

Outbound connections: [Alow (defaut) =

x| Customize Logging Settings for the Domain Profile X

Name: |:\system32\LogFiles \Firewall\pfirewall log Browse...
Size lmit (KB): 40%6=]
Log dropped packes:
Log successful connections: No (default) o
Note: f you are configuring the log file name on Group Policy object, ensure.
that the Windows i <

contairing the log file.

Default for

OK I Cancel

OK | Cancel | hpoh

Puc. 5.13. Hactpoiika mapameTpoB KypHana COOBITHI

3ananue 3.

1. AxTuBupYyiiTe BeneHNe XXypHaa.
2. BemmonHuTe KOMaHIy ping I MPOBEPKH JOCTYIHOCTH Y3Ja,

JUTSL KOTOPOTO CO37aBaJIOCh OJIOKHUPYIOIIEE MPABIIIO.
3. [IpoBepbTe comepkumoe ¢aita xypHana (IyTh K HEMY OMHCaH B
OKHE, aHAJIOTMYHOM MpeCTaBIeHHOMY Ha puc. 5.13, 6). Haiinute 3amucy,

cootBercTBytomue copomendbM (aner. drop) ICMP-nakeram.
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5.6. UCIIOJIb30BAHUE HU®POBbLIX CEPTUPHUKATOB

ean padoThl.

O3HaKOMIJIEHHE C TTOPSIKOM HCIIOJIB30BAaHUS MUPPOBBIX cepTH(UKa-
toB X.509 B mpoTokosax 3ammre! gaHHbx SSL/TLS u S/IMIME.

Hcnoab3yeMble MPOrpaMMHBIE CPEICTBA.

Kommprorep ¢ moakimrouenneM K cetu MuTepHeT, Opaysep, Microsoft
Outlook mmu apyroit mouToBsIi KiueHT, noaaepxusatormii S/IMIME.

Onucanue padoThl.

B xoxe nanHoi 1abopaTopHOl paboThl OyIyT pacCCMOTPEHBI HEKOTO-
pBIE BOIIPOCHI HCIOIB30BaHUS IU(PPOBEIX CEPTHHUKATOB.

Haunewm c¢ ux ucmons3zoBanus nporokoioM SSL/TLS (uwa camom nene
3TO JIBa pa3HBIX MPOTOKOJIA, HO Tak Kak TLS paspaboran Ha 6aze SSL,
IPUHIIMII UCIIOJIB30BAHMUS CEPTH(PHUKATOB OJTUH U TOT K€). DTOT MPOTOKOJI
IIMPOKO MPUMEHSETCS B ceT MHTepHeT A 3aluThl JaHHBIX TepenaBac-
Mbix Mexay Web-cepsepom u Opayszepom kiuenra. [y ayreHTHGUKAIIMN
cepBepa B HeM Ucnojb3yercs ceprudukar X.509.

lela| = T
- = p oo
()@ hitos://mailrambleru £ - @ ¢ @ Paubnep-Nowrs <[ v &

Website Identification

thawte has identified this site as: «Pambnep-Mo4ra» — 3to:

mail.rambler.ru — CospemeHHsIil uHTepdeic

W BLICOKAR CKOPOCTE 3arpy3kn

This connection to the server is encrypted.
— MpoCTO, GLICTPLIA W HaaeHLii Be6-
AocTyn K nioBomy
13 BALUMX MIOUTOBLIX AULMKOE:

Should Itrust this site?

View certificates

@rambler.ru -

— Hecronsko pexmos pabots!
€O CTIMCKOM NHCEM, BOIMOKHOCTE
asipars 2ug oTobpaXeHUA
1 COPTUPOBKY KOPPECTIOHAGHLIN.

Napons:

M 3ancunms mern A s36un napons

ot sepes

Frrrrrry

Puc. 5.14. 3amnuiieHHoe coeIMHEHNE C CAUTOM

Jl1st mpumepa obpartuMces Ha caidt PamGnep-tioutst (mail.rambler.ru).
s obecnieueHns 6€30MaCHOCTH ITePeIaBaeMBbIX TAaHHBIX YCTaHABINBACTCS
3amMIieHHoe coequHenue (puc. 5.14), Ha 9To ykaspIBaeT mpedukc https B
CTpOKE ajzpeca M n300paKeHHe 3aKphITOro 3aMKa (B cirydae Opaysepa In-
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ternet Explorer). Eciu menkHyTh MBIIIBIO 110 M300PAXKECHHIO 3aMKa, TO
YBHIMM TIpeICTaBlIeHHOE Ha puc. 5.14 cooOmieHne o TOM, YTO MOIJIMH-
HOCTH y3Jla C MOMOIIBIO CepTHU(HKATA TOATBEPIKAAET yJOCTOBEPSIONINI
uentp Thawte. DTo 3Ha4nT, 4TO MBI HA CaMOM Jel€ OOpaTHINCh HA MOA-
JIMHHBIN caiiT PamGiep-1mouTsl (a He MOAe aHHbIi HAPYIIUTEISIMH) U MO-
eM 0e301acHO BBOAUTH JIOTHH U apOoJb.

Haxap Ha ccbuiky «IIpocmotp ceptudukatay (anen. View certifi-
cates) MOKHO y3HaTh HOAPOOHOCTH O MOJydarelie M U3jaTelie, Npyrue mna-
pametpsl ceprudukara (puc. 5.15).

———
8 - - -g

[(General | Detals | Cerafication Path |

Field Value
[ signature algerithm shalRSA

2] signature hash algorithm shal H

Thawte S5L CA, Thawte, Inc.,...

5 cexTsbps 2013, 4:00:00

6 ocrabps 2014 r. 3:53:59
* rambler.ru, IT Department, ... f
RSA (2048 Bits)

Name DNS Name=* ramhler ri

-
| Certificate

ICN = *.rambler.ru

lOU = IT Department

0 = Rambler Internet Holdings, LLC
L = Moscow

Edit Properties... | | Copy toFike...

Learn more about certificate details

Lo ]|

Puc. 5.15. TTapameTpsl cepTrdukara

3aganue.

[IpocMoTpuTe MapaMeTphl cepTudrKaTa KaKoro-audo 3anfuieHHOro
caiita, HanpuMmep «J/lmuHoro kabunera corpyauuka CIIOI'TIV»
https://staff.spbstu.ru unu C6epbank Omnmaita https://online.sberbank.ru.
Omnummwre, KeM Ha KaKOU CPOK, TSI KAKOTO CYOBEKTa CepTU(HKAT OBLT BEHI-
JaH.

Tenepb paccMOTpPUM APYTrod BapuaHT — MbI MOJKII0Yaemcst mo SSL
k Web-cepBepy, a Gpaysep He MOXET MPOBEPUTH €r0 TMOUTUHHOCTH HITH
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COOOIIAET, YTO MCIONIBb3YyeTCs cepTuduKar, BeIIaHHBINA a5 apyroro Web-
cepBepa. Hanpumep, mogo0Hast CUTyanus MPOU30UICT TP MOIKITIOUCHHN
B paznen MHTepHeT-00CTy )KuBaHus orneparopa MoOwibHOM cBsizu Tele2 mo
ceoutke https://www.selfcare.tele2.ru/work.html (ua puc. 5.16).

(= [ [

r B
-
el . K =
ee B https//wwwselfcaretele2ru/workhtml O ~ @ || @ Certificate Error: Navigation.. X TS soter
P —  co—

@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website’s address. f

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Puc. 5.16. Bpaysep coobmaet o mpobieme ¢ cepTHHHKATOM

Ecnu Haxath cchUiky «IIpomommkuth oTkphiTHE 3TOro Web-y3max»
(anan. Continue to this website), MmoxHO OymeT IPOCMOTPETh cepTH(HKAT.

3aganue.

Paz6eputecs, B ueM npobiiemMa ¢ yKka3aHHBIM CepTH(PHUKATOM (Ha BCS-
KUH CiTydaii B KOHIIE OMMCAHUS J1a00paTOpHOM pabOThI IPUBE/IECH OTBET).

Temepb paccMOTpHUM, Kak XpaHATcs cepTH(uKaTsl. OmepanuoHHas
cuctema Windows mopaaep)kuBaeT 3allMIICHHbIC XpaHWIUINA KIOYeH U
ceptudukaroB. PaboraTs ¢ XpaHWIHMIEM MOXHO, HCIOJIB3Ys HACTPOIHKY
KkoHcounb yrpasieHuss MMC «CeptugukaTsi».

N3 meHto Ty ck-> BHIIOJIHMTE 3aIyCTUTE KOHCOJb KOMaHI01 mmc.
B MenH0 KoHcogb BBI66pI/ITe JIoBaBuUTh MM yIaJIUTh OCHACTKY,
a B CITUCKE OCHACTOK Bbibepute Ceprudbmrare (anen Certificates). Ec-
i Oy;eT TpeIUIokKEeH BBIOOP (a2 ATO MPOM30MAET, ecliu BhI paboTaere ¢
MpaBaMy aJMUHUCTPATOPA), BEIOEPUTE MYHKT «MOCi yIETHOM 3amiucm.

C mOMOIIBI0 OCHACTKH MOXHO MPOCMATPUBATh CePTU(UKATHI TEKY-
mIero moik3oBarelsl. Eciom panee cepTH(HUKATH HE 3alpalliBajich, TO B
pazmene «JlmgHble cepTHUKATED JIEMEHTOB HE OYIeT.
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B paznene «/loBepeHHbIE KOpHEBBIE IIEHTPHI cepTuduKanmm» (are.
Trusted Root Certification Authorities) npeacrasnen goctatouHo oOIUp-
HBIA CIOHMCOK [EHTPOB, YbH CEPTH(UKATHI NOCTABIISIOTCS BMECTE C Olepa-
IMOHHOK cucTemoil. Haiimute B HeM cepTH(HKATBI YIOCTOBEPSIOIIETO
rentpa Thawte. brarogapst ToMy, 4TO OHH yKe ObLTH YCTaHOBIICHBI, B pac-
CMOTPEHHOM B Hauaje paboThl MPUMEPE C MOAKIOUEHUEM K MOYTOBOMY
cepBepy Pambiiep Opay3sep MOT MOATBEPAUTE MOUTHHHOCTD y3JIa.

Iepeiinem k pasgen «CepTuduKraTbl, K KOTOPHIM HET JOBEPUSD»
(anen.Untrusted Certificates). Tam HaxomaTCss OTO3BaHHBIC CEPTH()HUKATEI,
B YaCTHOCTH, JIBa CepTU(UKATA, KOTOPhIC HEU3BECTHBIC MOIYYHIIA OT UME-
Hu Koproparmu Microsoft B uentpe ceprudukarmu VeriSign 8 2001 roxy.
Koraa 310 BhIsICHUIIOCH, cepTu(HKaThl 0TO3BaNu (puc. 5.17).

ECnnmlel - [Console Root\Certificates - Current User\Untrusted Certificates\Certificates] s S [
(i ke Action g Ve Favaites gy Windom s elp: [-[=]x
e sEA L EEHE
(=] Console Root Issued To = Issued By Expiration Date  Intended Purposes ||| Actions
4 (¥ Certficates - Current User 5 IDigiNotar Cyber CA GTE CyberTrust Global Root 27092011 <Al | Certiicates = |
4 (8 Personal [5IDigiNotar PKloverheid CA Orga... Steat der Nederlanden Organisati... 23032020 <All> More... b
.= E‘;::‘Q:Z‘fémmmm Authorities 5 DigiNotar PKloverheid CA Over... Staat der Nederlanden Overheid CA  23.06.2010 <Alls =
) Certficates [DigiNotar PKloverheid CA Over... Staat der Nederlanden Overheid CA  27.07.2015 <All> ml
s I Enterprse Trust IDigiNotar Root CA DigiNotar Root CA 3103.205 <All> More... »
» £ Intermedliate Certification Authorites iDigiNotar Root CA Entrust.net Secure Server Certfica... 26082013 Server Authenticati.
» (=) Active Directory User Object iDigiNotar Root CA Entrust.net Secure Server Certfica... 15082013 Server Authenticati.
7 Trusted Publishers lDigiNotar Root CA G2 DigiNotar Root CA 62 03.07.2029 <Al
4 [ Untrusted Certificates: IDigiNotar Services 1024 CA Entrust.net Secure Server Certfica... 26082013 Server Authenticati.
B Catitictes GlDigisign Server D - (Enrich) Entrust.net Certfication Authority.. 16072015 Server Authenticati.
5 [ Third-Party Root Certification Authorities IDigisign Server ID (Enrich) GTE CyberTrust Global Root 17.01.2012 <Al |
5 [ Trusted People Gilglobal trustee UTN-USERFirst-Hardware 15.03.2014 Server Authenticati...
5 [ Other Peaple Gllogin.ive.com UTN-USERFirst-Hardware 15.03.2014 Server Authenticati.. |_ Il
p [5 Certificate Enrollment Requests Gllogin.skype.com UTN-USERFirst-Hardware 15.03.2014 Server Authenticati.. | | I
b [ Smart Card Trusted Roots lloginyahoo.com UTN-USERFirst-Hardware 15.03.2014 Server Authenticati..
lloginyahoo.com UTN-USERFirst-Hardware 15.02.2014 Server Authenticati...
lloginyahoo.com UTN-USERFirst-Hardware 15.02.2014 Server Authenticati...
lmail.google.com UTN-USERFirst-Hardware 15.02.2014 Server Authenticati..

== Microscft Corporation VeriSign Commercial Software Pu... 01.02.2002

[EIMicrosoft Corparation VeriSign Commercial Software Pu... 31.01.2002 <All>

[EIMicrosoft Enforced Licensing In... Microsoft Root Authority 26022010 Code Signing, Key ..
[EIMicrosoft Enforced Licensing In... Microsoft Root Authority 25102016 Code Signing, Key ..
[IMicrosoft Enforced Licensing R... Microsoft Root Certificate Authori... 09.02.2017 <All>
lwww.google.com UTN-USERFirst-Hardware 15032014 Server Authentieati... ||
< i | o] |

Puc. 5.17. Oro3BanHbIe cepTHHUKATHI

Tenepsr paccMoTpuM mporecc 3ampoca ceprudukara. Hekortopsie
YIOCTOBEPSIOIINE IICHTPHI MO3BOJISIIOT MOJYYUTh «IIEPCOHAIBHBINY Cep-
TUGHUKAT IS 3al[UThl DJICKTPOHHOW MOYTHI C TMOMOIIBIO IPOTOKOIA
S/MIME (kak pasbupanock B pasaene 3.1 JaHHOTO TOCOOus, Ui pacipe-
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nenennsi kmouer B SIMIME  myxen ceprudukar ¢opmara X.509).
Hanpumep, ux npegocrapmuser yaoctosepstonmuit iearp COMODO
http://www.comodo.com/home/email-security/free-email-certificate.php.

UToObI NOMY4YUTh cepTU(HKAT, TOHATOOUTCS 3aIOJTHUTH HEOOIBITYIO
aHKETy, yKa3zaB UM, (haMuiInro, ajipec SJIEKTPOHHON MOUYTHI (A0KEH OBITh
JCHCTBYIONINM), TIAPOJb JJIsl BOCCTaHOBIeHMs. Korja Bce 3amoiHeHO, Ha
YKa3aHHBIA aJpec MOYThl OyIeT OTIPABICHO MHUCHMO CO CCBUIKOH, MO KO-
TOPOH HAZO MPOUTH IUTA 3aBEPIICHUS MPOIEIYPHI MMOMYUICHUS CepTUDHIKA-
ta. [TomyueHHBIN TUPPOBOI cepTUhUKAT OyICT MOMEIIECH B XPaHHUJIHIIE, B
YeM MOXKHO YOEIUTBCS C MOMOIIbI0 OCHACTKH «CepTH(UKATHD).

Ecmu ucnonb3oBath cepTH(UKAT IS 3alIUTHI MOYTHI, JajbHEHIIAN
HACTPOWKa 3aBHCUT OT MOYTOBOro kiueHTa. Ecnu ato Microsoft Outlook
2010, Tpebyemas HacTpoiika aenaeTcst B MeHIO ®aiii-> [lapaMeTpr ->
IeHTp ynpaBJeHMsa Oe30INaCHOCTHI0 -> 3amyMTa 3JIEKTPOHHOM
nouTs. TaM MOXXHO BBIOpPATh WCHONB3YEMBIH CEpTH(UKAT U ANTOPHTMBI
mudposanus (puc. 5.18).

— )

Ungposmean snccrpora novTa

qi LpoBaTs copepmmoe w eroxenmn wexogms coobueri
RoBaEARTS N8ROBE NOANMCE K WOKORAM COOBENIIM
R TR ——

o onasane: | cramosen SMME 5 ne.cove i [=] [ napmerpne |

(o] [Lomen ]

Puc. 5.18. Hacrpotika S/IMIME s Outlook

Yro6sl Ucnonb30Barh Bo3dMoxkHocTH S/MIME B Outlook 2010, B
OKHE coo0OlIeHus TmepelianTe Ha BKIaAKy «IlapaMeTpbl» u BbhIOEpHTE
«[omnucare» u/wan «IlIudpoBaTey.
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HaCTpOﬁKa JAPYTHUX MOYTOBBIX KIMEHTOB BBIIIOJHACTCA BO MHOI'OM
AHAJIOTHYHO.

3aganue.

3anpocure UPPOBOK CepTUPUKAT U HACTPOUTE MOYTOBBIA KIMEHT
it ucrnonb3oBarust S/MIME. OTnpaBbTe MUCEMO € 3JIEKTPOHHOM TIO/ITH-
CBIO.

OtBer Ha 3a1aHHe PO cepTUdUKAT Ha caliTe Tele2.

[IpoGiemMa OblTa B TOM, YTO CEepTH(HKAT OBLI BBUIAH JUIS y3Jia
https://my.tele2.ru. Mpr ke BOCHOJB30BAINCH CCHUIKOH C HMEHEM
https://www.selfcare.tele2.ru u moayunnu ceprudukar, GopMagLHO HE CO-
OTBETCTBYIOIIUI aapecy y3ia.

JloBepATs WK HET TAKOMY CEPTUPHKATY — 3aBHCUT OT KOHKPETHO-
O CIydJasl.

5.7. CO3JJAHUE IEHTPA CEPTU®UKALINN
(VAOCTOBEPSIIOIIETO IEHTPA) B WINDOWS SERVER 2008

ean paboThl.

IprobpeTeHne MPaKTHUECKNX HABBLIKOB Pa3BEPTHIBAHUS W HACTPOW-
Kd LEHTpa CepTH(HKAIMH BCTpOeHHBIMU cpexctBamu Windows Server
2008.

Hcnosib3yeMblie IPOrpaMMHBIE CPEICTBA.

Kowmmsrotep wiu BupryansHas mamuaa ¢ OC Windows Server 2008
M YCTaHOBJCHHOW M HacTpoeHHOW poibio Active Directory Domain Ser-
vices (KOHTpoJIIEp JOMEHA).

Onucanue padoThI.

IMpenpinymmas naboparopHas paboTa ObLIa MOCBSIICHA BOMPOCAM
HCTIONB30BaHus MU(PPOBHIX cepTH(GUKaTOB X.509 KOHEUHBIMHU MOJIH30Ba-
TenssMA. B maHHO#M nmaGoparopHoil paboTe paccMaTpHBAIOTCS BO3MOXKHO-
ctu, kKoTopsie mpenocraeiser Windows Server 2008 mo co3ganuio cob-
CTBeHHO HeHTpa ceprudukanun (anen. Certification Authority, CA) B op-
ranuzanun. COOTBETCTBYIOIIUE CIyKObl MPUCYTCTBOBAIM B CEPBEPHBIX
oIepalMoHHBIX cucreMax cemetictea Windows, nauunas ¢ Windows 2000
Server.
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B Windows Server 2008 st Toro, 4ToOBI cepBep CMOT paboTaTh Kak
LeHTp ceprudukanuu, Tpedyercs: cHadana 100aBUTh cepBepy poib Active
Directory Certificate Services. Jleiaercst 3T0 ¢ IOMOIIBIO OCHACTKH Server
Manager, KoTopyo MOXXHO 3amycTuTh u3 pasmena Administrative Tools B
CTapTOBOM MEHIO.

B Server Manager packpoem CIMCOK poJieil 1 BeIOepeM no0aBiieHne
ponu (Add Roles), cum. puc. 5.19.

E. Server Manager

fe Acton

o Az ol 7]

e, o |
3 Roles S

o

Active Directory Domain Se

&, DNS Server i} View the health of the roles installed on your server and add or remove roles and features.
& Features

) Diagnostics

if} Configuration

@ ?
i el (%) Roles Summary Roles Summary Help.
(2) Roles: 20f 16 installed 52 AddRoles
53 Remove Roles
i, Active Directory Domain Services
(@ DNS Server
(~) Active Directory Domain Services AD DS Help
Stores directory data and manages communication between users and domains, induding user logon
processes, authentication, and directory searches.
(A) Role Status Gok_)Aﬁw:ﬁ!dmyDomx'\

Messages: None
System Services: 8 Running, 2 Stopped

A\ Events: 1 warning, 8 informational in the last 24
hours.

Rl 5] |53 LastRefresh: 27.01.2009 23:50:06 Configure refresh

Puc. 5.19. JTo6aBnenue posu

B Hamem mpumepe posib 100aBISIETCS CEPBEPY, ABISIOLIEMYCS ie-
nom momeHa Windows. Tak kak 3to mepBbiit CA B 1oMeHe, OH B Halleh
ceTH OyJeT UrpaTh poiib KOpHEBOTO (arer. Root). PaccmoTpuM 1o maram
MIPOLIEyPY YCTaHOBKH.

B crucke mocTymHBIX poiieit BeIOMpaeM TpeOyrornyrocst Ham Active
Directory Certificate Services u Haxxumaem Next (puc. 5.20). ITocne 3Toro
3aIyCcKaeTcst MacTep, KOTOPBIA COIMPOBOKAALT IPOIECC YCTAHOBKH.

B nomonnenne k obs3arenbHON ciyxOe «Certification Authority»
MOT'YT OBITh YCTAHOBIICHBI JIOTIOJIHUTEIILHBIC CPEICTBA, MPEIOCTABIISIIONINE
Web-unrepdeiic amst pabots mosnb3osareneii ¢ CA (puc. 5.21). D10 Mmoxer
HOHaZlO6I/ITI)C$[, Hanpumep, i BblAa4dn CepTI/I(bI/IKaTOB YAQICHHBIM HJIA
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BHEIIHUM I10JIb30BATENISIM, HE 3aperMCTPUPOBAHHBIM B JOMeHe. [l BEI-
MIOJTHEHHMS TaHHOHU JTabopaTopHO paboTHI 3Ta ciryk0a He MOHaT00UTCS.

M) Active Directory Certificate Services
Active Directory Domain Services (Installed)

Active Directory Federation Services

Active Directory Lightweight Directory Services

Active Directory Rights Management Services

Application Server

= T

Puc. 5.20. Beibop mobasisieMoit posiu

Puc. 5.21. BeiGop ycTaHaBIMBAaEMBIX KOMIIOHEHT
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Crepyrommii niar — omnpeJieNieHns THIa HeHTpa ceprudukanun. OH
MOXeT OBbITh KOPIOPAaTHBHBIM (aHer. ENterprise) wim otaensHo CTOSIIMM
(anen. Standalone), cm. puc. 5.22. Pasnuna 3akiodaercst B ToM, uto Enter-
prise CA MOKeT ObITh YCTAHOBJIEH TOJBKO HA CEPBEP, SBISFOLIMNACS Yile-
HOM JIOM€Ha, TaK Kak JJjIs ero paboThl Tpedyercs ciy:kba karamora Active
Directory. Standalone CA moxer paboraTh BHE JOMEHa, HanpuMep, oopa-
OaThIBas 3ampoChl MOJb30BaTeNel, moayueHusie yepes Web-unrepdeiic.
Jns BeImonHEHUS 1abopaTOpHOM paboTH HYKHO BHIOpaTh Bepcuto Enter-
prise.

Add Roles Wizard

Puc. 5.22. Beibop Tuna neHTpa ceprudukannm

Crnenyromee OKHO MacTepa HO3BOJIAET ONPENEINTh, CO3aeTcsl KOp-
HeBoit (amen. Root) wnm momumHenusiit (awen. Subordinate) CA, cwm.
puc. 5.23. B namem npumepe pa3BéproiBaeMblii CA sIBISIeTCS TEPBBIM U
eIMHCTBEHHBIM, TI03TOMY BBIONpaeM BapraHT ROOt.
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Puc. 5.23. Beibop Tumna nieHTpa ceprrdukarim (poaoKeHue)

Add zard

ﬁ Configure Cryptography for CA

[t sovor ey suamerovier =] e

Puc. 5.24. Beibop kpunrorpaduueckoro nposaiiaepa
U aJrOpUTMa XELINPOBaHUs

Co3naBaeMblii LEHTp cepTH(UKALUYU JIOJDKEH OyAeT HCIOJIb30BaTh
pu paboTe Kak MUHUMYM OJIHY KJIFOUEBYIO APy — OTKPBITHIH U CEKpeT-
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HBIN KIIt0Y (MHAYE OH HE CMOXKET MOIKCHIBATh BBITyCKaeMble cepTU(UKa-
ThI). [To3TOMY IS MPOJOIKEHUST YCTAHOBKH MAacTep 3arpaninBaeT, HyKHO
J¥ CO3JaTh HOBBIH CEKPETHBIN KIFOY, MM OyIET UCIIONB30BaThCS YKE CY-
IIeCTBYIONIMIA (TOTIa Hajgo OyeT yKa3aTh, KAKOH KII0Y HMCIIOJIb30BaTh). B
Hamiel nmaboparopHoil paboTe HaI0 co37aTh HOBBIA Kitod. [Ipu aTOM m0-
TpeOyeTcs BBIOpaTh «KpUNTOTrpaduUecKuil mpoBaiimep» (TPOrpaMMHBIN
MOJyJb, PEATU3YIOIIUI KPUITOAITOPUTMBI) M AITOPHUTM XCITHPOBAHUSL.
CorracuMcst ¢ HACTPOMKAMH 10 YMOTYaHuUIo (puc. 5.24).

Janee morpebyercs ykazarb umsi CA, pazmerneHue 06a3pl cepTudu-
KaToB W (hailyioB KypHala, TMOATBEPAUTHh ClelaHHble HacTpohku. [locne
3TOTO0, poJib OYAET YCTaHOBJICHA.

3aganue 1.

Ha yueGHOM cepBepe WM BHUPTYaJbHOW MAallMHE YCTAHOBHTE POJIb
Active Directory Certificate Services ¢ HacTpoiikamu, aHATOTHYHBIMH pac-
CMOTPEHHBIM BBIIIC.

Vopasmsate paboroit CA moxHo wu3 ocnactku  Certification
Authority, koropas momkHa mosiBUThCs B pasgesie Administrative Tools
(puc. 5.25).

F# certsrv - [Certification Authority (Local)\test-SERVER1-CA\Issued Certificates] - 5 [ =] _)5[
File Acton View Help
e |z|a=]

T Certification Authority (Local) o) Name _| Binary Certificate | Certificate Template | Serial Number | Certificate
B el test-SERVER1-CA 2 TEST\SERVER1$  —BEGIN CERTL... Domain Controller (...  610329ea000... 29.01.200'
[Z] Revoked Certificates |55 TEST\SERVER1$  —BEGIN CERTL... CA Exchange (CAEx... 610d18e8000... 29.01.200!

(] Tssued Certificates
(] Pending Requests
] Failed Requests

[ Certificate Templates

I — L]
[ [

Puc. 5.25. Ynpasienue nieHTpoM cepTaduKayuu
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Kax BujgnO Ha puc. 5.25, Tonsko uto ycraHoBineHHbIl Enterprise CA
y’Ke BBIIYCTHI HEKOTOPOE KOJIWYECTBO CEPTH(HUKATOB IS CITYKEOHBIX
Lenel, B 4aCTHOCTH, CepTU(HKATHI U KOHTPOJUIEpOB J0MeHa. B cBoii-
CTBax AaHHOTO cepBepa (IMyHKT Properties KOHTEKCTHOrO MEHIO) MOXKHO
IIOCMOTPETH ClelanHble HacTpoiiku. Ecim BeiOpars 3akmanky Policy Mod-
ule u Tam HaXkaTh KHOTIKY Properties, MOXKHO YBUIETh TEKYIIYIO HACTPOM-
Ky, OMPEACISIONIYIO MOPSIOK BbIauH cepTrdukaros (puc. 5.26).

Request Handing |

‘The Windows defauit policy module cortrols how this CA shouid handie
cartficate requests by defaut.

Do the following when a certificate request is received:

" Set the certfiicate request status to pending. The administrator must
explicity issue the certificate.

& Follow the seftings in the certficate tempiate. if applicable. |

T =

Puc. 5.26. Hactpoiiku, onpeaensomnipe
MOPSIZIOK BBIMYCKa CepTU(HUKATOB

B BeIOpanHOM Ha puc. 5.26 cioyyae, mocne 3ampoca cepTudukar BbI-
JIaeTCs B COOTBETCTBUM C HAcTpoiikamu mabioHa ceptudukaTa (Wi aB-
TOMAaTHYECKH, €CJIM HACTPOEK HeT). Bo3MoxkeH BapHuaHT, KOra 3ampoc mo-
MelaeTcs B o4Yepe/b OKHIAMIIMX, U CepTH(UKAT BBITYCKACTCS TOJBKO
MOCJIE YTBEPKICHUS aIMUHUCTPATOPOM.

3aganue 2.

O3HaKOMBTECH C TEKYIIMHU HACTPOMKAMH IIEHTPA CePTUDHUKAIIHH.

Omnuiure, kakue 1rabnonsl ceprudukaros (awen. Certificate Tem-

plates) ormpeaeneHsl, U sl KAKUX LENEH CITyKUT Kaxblil TUI cepTHduKa-
TOB.
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[MocmoTtpurte, kakue ceptudurarel BeimymeHs! (axen. I1ssued Certifi-
cates), ectsb 1 0T03BaHHbIe ceprudukath (anen. Revoked Certificates).

Temepb paccMOTPUM MpOIIECC MONYyYCHHS II(PPOBOTO CEpTU(HKATA.
Caenath 3TO MOXKHO ¢ rmoMoIieio ocHacTku Certificates, ¢ koTopoit Mer mo-
3HAKOMHJIKCH B Ipejipiayiieit padore. Eciu oHa He ycTaHOBIEHA, 3aIyCTH-
Te KOHCOJb MMC U J00aBbTE 3Ty OCHACTKY IS TEKYILEH YIETHOH 3amucH.

3amycTiM OCHACTKY, OTKPOEM pa3zie, MOCBAIICHHBIN cepTr(ruKaTam
mone3oBarenst (awen. Personal) u 3ampocum ceprudmukar (puc. 5.27). U3
TepeyHs MPeIIOKEHHBIX MAaOIOHOB cepTH(HUKaToB BhIOepem User. Jlan-
HBIA TUT CEPTUPUKATOB MOXKET UCTIOIB30BATHCA I IUPpOoBaHUs (aiioB
¢ momomipio EFS (Encrypted File System — mudpyromas daiinosas cu-
cTema), 3aIlUThI JIEKTPOHHOM MOYTHI M ayTeHTH()UKALIUH OJIb30BaATEIICH.

= Certificates - [Console Root\Certificates - Current User\Personal\Certificates]

& Fle Acton View Favorites Window Help | =181
es [ zmolc=dE |
[ Console Root IssuedTo 4 [ 1ssued By [ Expiration . [ Actions

El G Certificates - Current User Administrator Administrator 19.01.2012 [leqrpeniae 0

More Actions  »
Refresh
st wooe

Rl i s I i |
mammmﬁmammmmmnmm

“stort| | G B @ | Z ServerManager | T certsy - [certi.. [T certi T \Yu-ad&ole?&:t]JEN‘ @(}31&41

Puc. 5.27. 3anpoc ceprudukara

Just monp3oBartens OyfeT creHeprpoBaHa KIIOYeBas rmapa, U Ha Oc-
HOBE JaHHBIX, B3ATHIX M3 0a3sl cay:k0b1 Active Directory u nrabiona, 0y-
JIeT BBIMYIICH CepPTU(HUKAT, yIOCTOBEPSIIOIINHA OTKPHITHIN KIII0Y. JTOT cep-
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tudukar oyner BuaeH u B ocHactke Certification Authority B criucke BbI-
IYIIEHHBIX JaHHBIM CEPBEPOM.

3amanmue 3.

1. 3ampocuTe cepTuduKAT IS OJTHOTO U3 MOJIH30BATENCH.

2. Iocne nonmy4eHns: H3y4nuTe COCTaB cepTH(HKATA, €ro Ha3HaYCHHE.

3. BemonnauTe 9Kcnopt ceprudukara (B ocHactke Certificates Boime-
auTe cepTudUKAT U B KOHTeKCTHOM MeHto Beioepute All Tasks -> Export).
OGparure BHHMaHHE, YTO MOXKHO DKCIOPTHPOBATH TOJNBKO CEPTH(HKAT
nn cepTuuKaT BMECTE C CEKPETHBIM Kirouom (private key). Bropoii Ba-
PHAHT HaJI0 MCIOJIL30BaTh aKKypaTHO, YTOOBI KTO-HUOYIb HE y3HAJl Balll
CEeKpeTHBIH KiIto4 muppoBanus. Takoil THI SKCHOpTa HY)KEH, €CIH BBl XO-
THTE COXPAHUTh PE3ePBHYIO KOIHUIO KIIIOUEBOM Maphl U cepTHdHUKATA.

5.8. LIM®POBAHMUE JAHHBbIX [NTPU XPAHEHUU —
®ANTOBASI CHCTEMA EFS

ean padoThl.

[IpuoOpereHre NMpaKTHYECKUX HABBIKOB 3aIMUTHI JAHHBIX IPH Xpa-
HEHHH C T[OMOIIBI0 [U(pPOBaHUS BCTPOEHHBIMU cpeactBamu  OC
Windows.

Hcnonb3yeMble IporpaMMHBIe CPeICTBA.

Kowmmbrotep wiu BupryansHas mamuaa ¢ OC Windows Server 2008
u ycranoBneHHbiMu posismu Active Directory Domain Services (kounTposn-
nep nomena) u Active Directory Certificate Services (tientp cepruduka-
un). XKenarenbHO HaMUYKE APYrOro KOMITbIOTEpA MM BUPTYaJbHOU Ma-
IIMHBI, BXOJAAIICH B TOT ke JOMEH, Ha KOTOPOi OyJeT BBIMOIHATHCS pabo-
Ta.

TeopeTnueckne CBeJIeHU.

MIudpyromas daiinosast cucrema (anen. Encrypting File System,
EFS) nosiBujiach B ONEpalMOHHBIX cucTeMax cemerictBa Windows, Haum-
Hast ¢ Windows 2000. Ona mo3Bonsier mupoBaTh OTIACIbHBIC MATKA H
¢aitmer Ha TOMax ¢ ¢aitmoBoit cuctemoit NTFS. PaccmorpuMm 3TOT Mexa-
HHU3M TOJIpoOHEe.
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CHauana HECKOJBKO CJIOB O PHCKaxX, KOTOPbIE MOXHO CHHU3UTD,
BHEJPUB JaHHBIH MexaHu3M. [loBblieHHe MOOWIBHOCTH TIOJIB30BaTENeH
MIPUBOIMT K TOMY, YTO OOJIBIIOE KOJTMYECTBO KOH(PHUICHIIMAIBHBIX JaHHBIX
OKa3bIBAeTCs Ha AUCKAaX HOYTOYKOB M CHEMHBIX HOCHTENSAX. BeposTHOCTH
TOTO, YTO MOJOOHOE yCTPOICTBO OyAET YKPaICHO MM BPEMEHHO IOMAJCT
B UyXHe PYKH, CYIIECTBEHHO BBIIIE YeM, HallpUMeED, JUIS KECTKOTO JHCKa
KOPHOPaTHBHOTO MEPCOHAIBHOTO KOMITBIOTEpa (XOTS W B 3TOM Clydyae,
BO3MOXKHBI KPayKH MM KOIHMPOBAHHME COACPKUMOTO Hakomureneit). Ecim
JaHHBIC XPAaHUTH B 3aIIM(POBAHHOM BHUJE, TO Ia)Ke €CIIM HOCHTENb YKpa-
JieH, KOH(UIEeHIIMAIbHOCTh AaHHBIX HapylieHa He Oyaer. B sTtom u 3a-
KJII0OYaeTcd 1eiib ucroiab3oBanus EFS.

CrienyeTr y4uThIBaTh, UTO IUIA TEpEHaddl IO CETH, 3amn(pOBAHHEIN
EFS oaitn Oynmer pacmmdpoBan, U A 3aIIUATH JaHHBIX B 3THX CIydasx
HaJI0 CIHOJIb30BATh JOIOIHUTEILHBIC MEXaHU3MBI.

Onucanue padoThl.

Paccmotpum paboty EFS. Ilycts umeercs cepsep ¢ OC Windows
Server 2008, BXOIIIUil B JOMEH, M TPU yUYCTHBIC 3aIUCH, 00JIAJAI0NIHe
aJIMUHHUCTPAaTHBHBEIMH IIpaBaMH Ha cepBepe (0IHA M3 HUX — BCTPOCHHAS
aJIMUHHCTpaTUBHAs 3amuch Administrator).

IMonw3oBarens Userl xoueT 3aliUTUTh KOH(PUICHIUAIBHBIC (hailibl.
Tyt Hagmo oTMeTUTH, 4TO XOTS MMppPoBaTh ¢ ToMoInsio EFS MoxxHO 1 0T1-
nenbHble (palinbl, PeKOMEHIYeTCsl MPUMEHSTh MHU(POBAaHUE HETUKOM K
TIaTKe.

Userl ¢ momorpio ocuactku Certificates sanpammsaer ceptudukar
(moxHO BBIOpaTh mabmon User wmu Basic EFS). Terneps y Hero mosBisier-
Csl KITIoueBast apa M cepTH(UKAT OTKPHITOTO KJIF0Ya, U MOYKHO IPHUCTYIATh
K I pOBaHUIO.

Urobsl 3ammdpoBaTh manky, B ee CBOHCTBax Ha BKiagke General
HaknMaeM KHomky Advanced u moiydyaem AOCTyI K aTpulyTy, yKas3biBa-
IolIeMy Ha mudpoBaHue Qaiina.

Pabora EFS opranusoBana Tak, 4TO OJHOBPEMEHHO CXKaTHE W IIH]-
poBanue (HaiJIOB W TAMOK OCYIIECTBIATHCS HE MOXeT. [loaTomMy Hemb3s
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pazoMm ycTaHoBUTH aTpuOyThl «Compress contents to save disk» u «En-
crypt contents to secure data» (puc. 5.28).

Advanced Attributes

Puc. 5.28. B cBoiicTBax nmanku
yCTaHABIIUBAEM MIA(POBAHHE

[Ipu HacTpoiiKax 1Mo yMONYaHHUIO 3auIi(poBaHHAas MalKa BBIICIACT-
csl B IPOBOJHUKE 3eleHBIM 1BeToM. [[nst 3ammudposasiero ¢aiin noas3o-
BaTeNs HOPAAOK pabOTH C HUIM HE H3MEHHTCH.

Tenepsb BBINONHUM «IEPEKIIOUEHHUE» MOJIb30BATENEH U 3aii1eM B cH-
cTeMy HOJ Ipyroi y4eTHOH 3aIuchio, 0bIagaronieil aIMIHUCTPaTHBHBIMU
[IpaBaMu, HO HE SABJISIONIEICA BCTPOESHHOH aJMHUHHCTPATUBHOM 3alUCHIO.
[ycts 310 Oyner User2.

A Access to E:\ENCR_F~1\BIG_SE~LRTF was denied.

Puc. 5.29. [Ipyroii nons3oBarens
pOYHTaTh (aiin He CMOXKeT
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Hecmotps Ha TO, uto User2 uMeeT Takue >ke pa3peleHus Ha J0CTyIl
K (aiiiny, uro u Userl, nmpounTars oH ero He cMoxker (puc. 5.29).

Taxoke User2 He cMOXeT CKONHMPOBaTH (pailil, Tak Kak A 3TOTO
HaJo ero pacmudposats. [Ipu 3TOM HEOOXOIUMO YUUTHIBATh, uTO User2
MOJKET TIEpEMMEHOBATh WJIM BOOOIIEe yAamuTh ¢ailn wim manky (y Hero
€CTb Ha 3TO pa3pelieHus).

3aganue 1.

1. PaGoTas moja mepBOd yYETHOH 3alKChIO, 3alPOCHUTE CEPTHQUKAT
(ecmu oH He OBUT TOJTyYeH paHee), IMOCHe Yero 3allu(pyiTe Mmanky ¢ Te-
CTOBBIM (hailioM, KOTOPBIH He Kamko moTepsth. [IpoBephTe, uTo OyneT
MPOUCXOUTH TPH:

- mo0aBIeHUN (PaiJIOB B MAIKY;

- IEPEUMECHOBAHNH TIAITKH;

- KOTIMPOBAHUY TAINK{ Ha ApYroil nuck c ¢ainoBoit cucremoit NFTS
Ha TOM K€ KOMIIBIOTEPE;

- KOTIMPOBAHUY TANKKU Ha ceTeBoi auck min quck ¢ FAT.

2. Ybenutech, 4TO APYTOH IOJB30BATENb HE CMOXKET MPOYUTAThH 3a-
MUGPOBaHHBIN (aii.

3. CHoBa 3aitmuTe Mo MepBoil yueTHOH 3anuchio. B ocxactke Certif-
icates ymanute cepTudHKAT MOIb30BaTENSI (HECMOTPS Ha BBLIABACMBIC CH-
CTEMOMH MpeaynpexIeHHUs). 3aBepIIUTE CECCUI0 MOIb30BATENS B CUCTEME U
BoiauTe 3aHOBO. [10oTIpoOyHTE OTKPHITH 3amPOBAHHBIN (aii.

Kak Bpl yOemmnmce, ecnm cepTH(UKAT M COOTBETCTBYIOIIAS €My
KJIIOueBasi mapa yJJaJeHbl, I0JIb30BaTeIbh HE CMOXKET MIPOUUTATh 3amudpo-
BaHHBIC UM ke AaHHbIe. B yactHocTn mostomy B EFS BBeneHa ponb arenra
BoccTaHoBiIeHUs. OH MOXeT pacmu(poBaTh 3aMH(POBAHHBIC IPYTUMHE
MTOJIF30BATEIIMU TAaHHEIE.

Peanmsyercst 310 cnenyromum obpasom. Daitn mudpyercst ¢ momo-
IO CHMMETPUYHOTO KPUIITOAITOPUTMA HA CTCHEPHUPOBAHHOM CHCTEMOU
ciryuaifHoM kimtode (HazoseM ero K1). Kirou K1 mudpyercst Ha oTkpbeITOM
KITIOYEe TMOJh30BATENs, B3ATOM U3 cepTH(UKaTa, U XPaHHUTCS BMECTE C 3a-
mudpoBanHeM (aiiimom. Taxke xpanutcs K1, 3ammdppoBaHHBI Ha OT-

240



KPBITOM KJFOUE areHTa BOCCTAHOBICHHs. Termepb OO MONB30BATENb,
OCYILECTBISIBLINIT MIM(pOBaHUE, TMOO areHT BOCCTAHOBJICHUS MOTYT (haiin
pacmdpoBars.

Ipu HacTpoiiKe MO YMOJIYaHHIO, POJIb ar€HTa BOCCTAHOBJICHHS UIPa-
eT BCTPOCHHAsl yYeTHasl 3aliCh aIMHHUCTPATOpPa IOMEHa.

3amanue 2.

3afiquTe B CHCTEMy IMOJ BCTPOCHHOH YYETHOW 3alMChI0 aJMHHH-
CTpaTopa M pacmupynTe mamnky.

To, Kakoii MOJIb30BATEINb SIBISIETCSI AT€HTOM BOCCTAHOBJICHHSI, 3a/1a-
€TCsI C TIOMOIIIBIO TPYIIIOBBIX MOJUTHK. 3amycTuM ocHacTky Group Policy
Management. B nonutuke momena Haiimem rpymmy Public Key Policies u
tam Encrypting File System, rae ykasan ceptugukar areHta BOCCTAHOBIIE-
uus (puc. 5.30). Pemaktupyst moautuky (myHKT Edit B KOHTEKCTHOM MEHIO,
nanee Policies->Windows Settings-> Security Settings -> Public Key Poli-
cies -> Encrypting File System), Mo>HO 0TKa3aThCsl OT IPHCYTCTBUS arcH-
TOB BOCCTAHOBJICHHSI B CHCTEME HJIH HA00OpOT, yka3aTh 0ojee OIHOro
arenta (puc. 5.31).

. Group Policy Management (O] x|
.z Fle Acton Vew Window Help (ISETE
= SIE s |
[F3 ;&wv Polcy Mot Default Domain Policy
B £\ Forest: test.domain : :
5 g Dornans Scope | Detals  Settings | Delegation |
BH 5,5""““" :l::;nﬁc sectrty: Force logoff when logon Disabled |
Domain Controllers =
Group Policy Objects \ Public Key Policies/Encrypting File System
WMI Fiters e
[ Starter GPOs !
@ Sites Issued To Issued By Expiration Date Intended Purposes
§i Group Policy Modeling Administrator Administrator 19.01201221:1224  File Recovery

[ Group Policy Results
For addtional information about individual settings, launch Group Policy Object Edtr.

| Public Key Policies/Trusted Root Certification Authorities

Properties
Policy Setting |
Allow users to select new root certification Enabled |
authorities (CAs) to trust
Client computers can trust the following Third-Party Root Certification Authorties and
certificate stores Enterprise Root Certification Authorities

To perfom certficate-based authentication of  Registered in Active Directory only
users and computers, CAs must meet the
following crteria

Puc. 5.30. AreHT BoccTaHOBIIEHHS
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B Group Policy Management Editor

Fle Acton View Help
¢ 7RIS REOE [HE |
Z] Default Domain Policy [server 1.test.domain] Policy 2] i

] % Computer Configuration
B 5] Polices

Local Policies

Wired Network (IEEE 802.3) Policies

| Windows Firewall with Advanced Sec.,
Network List Manager Policies

Eafl Wireless Network (IEEE 802. 11) Polici
& [ Public Key Polices

[ Enarypting File System

=] Automatic Certificate Request Sef™
[] Trusted Root Certification Authori
[ Enterprise Trust

[Z] Intermediate Certification Authori
[ Trusted Publishers

=] Untrusted Certificates

(] Trusted People

1 (] Software Restriction Policies il
« o I 2l
[ I

Puc. 5.31. M3smeneHue arenra BOCCTAaHOBICHHUS

3amanmue 3.

1. OrpenaxkTupyiiTe NOJUTUKY TAaKUM 00pa3oM, YTOObI yOpaTh U3 CH-
CTEMBI areHTa BOCCTAHOBJICHUS (yIAIHTE B MOJIMTUKE cepTH(HKAT). Boi-
MOJHMB KoMaHIy «gpupdate /force» (mento Start->run-> gpupdate /force)
OPUMEHUTE MTOJTUTHKY .

2. TloBTOpHB NEHCTBUS U3 MPEABLAYINUX 3aJaHUl, YOSTUTECh, YTO
TETeph TOIBKO TOT ITOJIE30BATENb, KOTOPBIN 3amudpoBai (aiir, MOXKeT ero
pacuridpoBars.

3. Teneps BepHEM B CHCTEMY areHTa BOCCTaHOBJICHHUSI, HO OyxeM uc-
MIOJIb30BATh HOBEIHM cepTu(duUKaT. B pemakTope MONMUTHK HAXOIUM IOIHUTH-
ky Encrypting File System u B kouTexcTHOM MeHto BriOUpacm Create Data
Recovery Agent. DTo mpuBeneT K TOMy, 4TO moJb3oBarens Administrator
MTONYYHUT HOBBIA CEPTH(HKAT U C ITOTO MOMEHTA CMOKET BOCCTAaHABIMBATD
mudppyemMple Qarib.

Teneps paccMOTpUM, KaK MOXHO MPEIOCTaBUTh JOCTYI K 3amudpo-
BaHHOMY (haimy Oojee ueM OJHOMY IMOJb30BaTeNto. Takas HacTpoika
BO3MOXKHA, HO JIEJIAETCSI OHA JUIA KaxIoro (aiia B OTAEIEHOCTH.
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B cBoifctBax 3ammdpoBanHOro (haiia oTKpoem

OKHO C JIOIOJIHH-

TENLHBIMHU TTapaMeTpaMy, aHAJOTHYHOE IPEICTaBICHHOMY Ha puc. 5.28

quis nanku. Ecnu Haxkats kHonky Details, 6yayT BbiBeqeHbI MOIpOOHOCTH

OTHOCHUTEIILHO TOTO, KTO MOXET MOJYyYuTh ocTyn K (aiiny. Ha puc. 5.32

BHHO, YTO B JAaHHBI MOMEHT 3TO Ioab3oBarenb Userl M areHT BoccTa-

nosienus Administrator. Haxxas xkHonky Add MoxHO ykasath cepTuhuKa-

ThI APYTUX HOHL3OBaTeHeI>JI, KOTOPBIM NPEAOCTABIIACTCA JOCTYII K (bafmy.

User Access to E:\Secrets\big_secret.rtf ™ x|
Users who can access this file:
User [ Centficate Thum... |
User1(User1@test.domain) 3ADS DA4D 81...
Benove | |
Recovery ce this file y recovery policy:
Recovery Certificate. | Certificate Thum... ]
Administrator(Administrator@test.domain) 4235 DA18 64C...
SRS

Puc. 5.32. JlaHHbIC 0 MOJIL30BATEIAX,
KOTOpBIE MOTYT pacmmppoBaTs Gani

3aganue 4.

Sammdpyiite ¢ain. [IpenocraBeTe Ipyromy IMojbp30BaTellio, HE SB-

JHAIOOIEMYCAd aréHTOM BOCCTAHOBJICHHSA, BO3MOXKHOCTH paCHII/I(l)pOBaTL

nIaHHBIA (aiin. [IpoBepbTe pabOTy BBHIIOJHEHHBIX HACTPOECK.

5.9. HICIIOJIb3OBAHUME MICROSOFT SECURITY

ASSESSMENT TOOL

Leab padoThl.

[puobpereHne MPaKTHUSCKUX HABBIKOB OLCHKU
MU, CBSI3aHHBIX ¢ MH(POPMAIIMOHHON 0€30TacHOCTHIO,
1O Microsoft Security Assessment Tool (MSAT).

PHCKOB OpraHmsa-
C UCIOJIb30BAaHUEM
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Hcmoab3yeMble MPorpaMMHbBIE CPeCTBA.

Kowmrmprotep win BuptyansHas mamuaa ¢ OC Windows, nporpamma
MSAT, noaxirodeHue Kk cetn MHTepHET.

Onucanue padoThl.

B xone manHoii mabopaTopHOW pabOTHI MBI ITO3HAKOMUMCS C pa3pa-
6otannoit Microsoft mporpammoit 111 caMOCTOSITEIBHOM OILEHKHA PUCKOB,
cBs3aHHBIX ¢ OesomacHocThio — Microsoft Security Assessment Tool
(MSAT). Ona moctymHa Ha caiite Microsoft mo cceiike

http://www.microsoft.com/ru-ru/download/details.aspx?id=12273.

Kak otmeuaroT pa3paboT4MKH, NPUIOKCHHUE MPEIHA3HAYACTCS IS
OpraHM3alui ¢ YucioM coTpynHukoB MeHee 1000 uenoBek, yToOBI comeii-
CTBOBATh JIy4IIeMy TOHUMAaHUIO MOTEHIHANBEHBIX IpobieM B cdepe Oe3-
ormacHOCTH. B xo1e paboThl 0IBp30BaTENh, BHITIONHSIONINN PO aHAUTH-
Ka, OTBETCTBEHHOTO 33 BOMPOCHI 0E30MaCHOCTH, OTBEYACT HA JBE TPYIIIIBI
BOIIPOCOB.

[epBas w3 HUX TOCBsIIEHA OU3HEC-MOJICTH KOMITAHHUHU, W MIPH3BaHA
OILICHUTH PHCK JJIsl OM3HECA, ¢ KOTOPHIM KOMITAHUSI CTAKUBACTCS B JAHHOU
OTpaciy M B YCIOBHUIX BBHIOpaHHOW Om3Hec-mMonmenu. Co3maercs Tak Hasbl-
BaeMblii mpoduis pucka ais o6uszneca (ITPB).

1

R e —
& [ Hassarve comnarn:

A\ Beonacrocrs wibpacrmTYDH adbenpa "Cuctemrit anans |

[ |0 MCTOIE2YeMsIX HACTOMEHBIX 1 NIEPRHOCHSIX KOMIBIOTEPOB & KOMNaHW:

©Mesiee 50
Os0-149

0150 - 299
0300-399
©400 - 500
OBonee 500

[0 Umcno wcnonssyensix cepsepos 5 Komnatu;
00 cepsepon
®1-5
06 - 10
O11-25

Puc. 5.33. Madopmarus 0 koMImraHuu
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Bomnpocsr 3Toro stana pa3outsl Ha 6 rpymn. IlepBas kacaercst oOmmx
cBeAeHMi 0 Kommanuu (puc. 5.33): Ha3BaHWe, YUCIO KOMIIBIOTEPOB, cep-
BepoB H T. 1. Bropas rpynma BompocoB o3arnaBieHa «bezomacHocTs MH-
¢pactpykryps». [IpumMepsl BompocoB: «Vcmomp3yer au KOMOAaHUS HOA-
KIIoueHne K MaTepHeT?», «Pa3smenarTcs 1 Ciry>X0Bbl, HCIIOIb3yeMbIe KaK
BHCIIHUMH, TaK U BHYTPEHHUMHU KIMECHTAMH, B OJTHOM U TOM € CETMCH-
Te?». OcranpHble Tpynmsl — «be3omacHOCTh TpuIokKeHui», «be3omac-
HOCTH oreparuit», «besomacHocTs iepconana», «Cpenay.

Korna mpoBeneH mepBEIi dTam OIEHKH, MOIy4YeHHass WH(GOpMAanus
oOpabateiBaercs (a7 3TOr0 Tpedyercs moakitoueHne k HTepHeT), mocie
4Yero HauMHaeTCs BTOPOH dTam aHanmu3a. [ TEXHUYEeCKHX CIIEeHaInCTOB
oH Oyner OoJiee MHTEPECEH, TaK KaK KacaeTcsl UCTOIb3YEMBIX B KOMITAHHUH
MTOJIUTHK, CPEICTB M MEXaHU3MOB 3amuTHI (prc. 5.34).

© Cpencrao T e—
onin _copmc___copam

“ S'é‘é(ﬁ’i‘ity Assessment Tool

mpodAne 1+ Hoa

A Wdpacroyrypa
Vndpactpykrypa
o 3awmra no nepuMeTpy
P ——
A Ynpasnesme u xonTpons.

A Npwoxeras Wer M B Baweit Ha rpaH1uaX ceTn IKPaHbI
W ZIpyriie 3nemMeHTb! yNpasfienys 0CTYNIOM Ha CETEBOM YPOBHE U1l 3allMTbi
KOPMOPATUBHbIX PECYPCOB?

Ofa
OHer
OHe swaro

3TV InieMeHTb

Wit i st OT00 1 rpeIROEE.

Puc. 5.34. Ananmn3 ucnoap3yeMbIX MEXaHU3MOB 3aIlIATHI

Bonpockl opranm3oBaHBI B COOTBETCTBHH C KOHIICIIITHECH MHOTO-
ypOBHEBOM 3amuThl. CHagaia pacCMaTPUBACTCS 3alIATa HHPPACTPYKTYPEI
(3ammra mepumMerpa, ayTeHTU(DUKALHKA...), 3aTEM BOMPOCH 3alIUTHl Ha
YpOBHE MPUIIOKEHUH, Jajiee TPOBOAUTCS aHAINU3 0e30MacHOCTH OTepannit
(ompeneneHa U MOMUTHKA OE30IIACHOCTH, TTOJIUTHKA PE3EPBHOTO KOIHPO-
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BaHMA...), TIOCJIEAHAS TPYyIIa BOIPOCOB KacaeTcsi pabOThl C MEPCOHAIOM
(oOyuenue, mpoBepKa MpH NpueMe Ha padoTy U T. 1.).

Bo mMHOrOM TeMaTuka BOIIPOCOB COOTBETCTBYET pasiesiaM CTaHJIap-
ToB ISO 17799 1 27001, paccMOTpeHHBIX B pazzeine 4.3 qaHHOTO OCOoOusI.

Ilocne orBera Ha BCe BOMPOCH! MpoOrpaMMa BHOBB oOpamiaetcsi K
yAaJeHHOMY CepBepy W TeHepupyeT ordeThl. Hanbonbmuii uHTEpeC Ass
TEXHUYECKUX CIIEIHATNCTOB mpeactaBisieT «[lomHplii oTueT». B dacTHO-
CTH, OH COJCPKHUT IpEUIaraeMblii CIHCOK TNPHOPUTETHBIX ICHCTBHA.
®dparMeHT crvcka npejcrasiceH B Tabm. 5.3.

Tabnuma 5.3
Cnucok npeajaraeMpix B oTuere MSAT neiicTBuii

CnnCcoK NPUOPUTETHBIX AeCcTBUA

lpedmem aHanuza PexomeHdayus

Bbicokuii npuoputer

Hanvuve noantvku ucnpaeneHnii n obHosne-
HWI ANA OMepaLMOHHbIX CUCTEM ABIAETCA MO-
Nle3HbIM HayaJlbHbIM LLIAroM, OAHaKO Heobxoau-
MO pa3paboTaTb TaKyto Xe NoANTUKY U AN
NPUNOXKEHWIA.

Pa3paboTaiiTe Takyto NOAUTUKY, MONb3YACH CBE-
AEHUAMM, JOCTYMHBIMW B pa3jene, MOCBALLEeH-
HOM NepesoBbIM METOAMKAM.

Onepaunn > YnpasieHne cpej-
CTBaMK VCrpaBaeHna 1 obHose-
HUA > YnpasieHne cpeacTBamu Uc-

npasjieHns
CHauania yCTaHOBWTE UCMPAaBIEHUA AN BHELL-
HVX MPUAOXKEHWUI N NpWaoXeHWn VIHTepHeTa,
3aTeM /19 BaXKHbIX BHYTPEHHUX MPUNOXKEHWUN W,
HaKoHeLl, 417 He 0COBO0 BaXKHbIX NMPUIOXKEHWA.
3ananmue.

[onpoOHO ommmmTe peassHO CYMIECTBYIONIEE WIH BBIMBIIUICHHOE
MaJioe TpeArpusiTHe: chepy NesSTETBHOCTH, COCTaB U CTPYKTYpy HHOOp-
MAaI[MOHHOW CHCTEMBbI, 0OCOOEHHOCTH OpPTaHM3AlMU MPOIIEeCCa 3alUThl UH-
(hopmanuu, mpuMeHIEMBIE METOIBI ¥ CPEICTBA.

C nmomompio mporpammbel MSAT mpoBeawuTe OIEHKY PHUCKOB JIS

IPENIPUITHS.
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5.10. JABOPATOPHBIN TIPAKTUKYM
«KASPERSKY SECURITY CENTER»

Lenpio mpencTaBmsieMoro aabOpaTOpHOrO IPAKTHKyMa SIBISIETCS
W3y4YEeHHUE CPEACTB YIpaBJIeHUS aHTUBUPYCHOMN 3al[UTON YPOBHS MPEANpH-
ST Ha IPUMepe MporpaMMHOro npoaykra «Jlaboparopun Kacriepckoro»
(manmee — JIK) Kaspersky Security Center. JlanHbIl MPOAYKT ITO3BOJISET
OCYIIECTBUTh LEHTPATM30BaHHOE pa3BEPTHIBAHUE W YIPABICHHE Cpel-
CTBaMM aHTUBUPYCHOM 3alllUThl KOPIIOPATUBHOM CETH.

Bonee moapoGuo o Security Center MokHO y3HaTh Ha JOMAIHEN
cTpaHwuIle npoaykra mo ccbuike http://www.kaspersky.ru/security-center.

Jns BBIMONHEHHS Ja0OpaTOPHBEIX paboT HEOOXOAMMBI TpENBapH-
TeNbHbIE 3HaHUA 1Mo aaMmuHucTpupoBanuio Windows Server 2008 u Win-
dows 7, mocrarodHbIe IS OPTaHU3AMK JTabOpPaTOPHOTO CTEHIA M yCTa-
HOBKH Tpe0yeMOoro IMporpaMMHOT0 00ecTedeHH .

Taxoke JkenaTeIbHO 3HAKOMCTBO ¢ aHTUBUPYCHBIMU TIpogykTamu JIK,
TaKk KaK B XOJI¢ JJa0OPaTOPHOTO MPaKTHKyMa OCHOBHOE BHUMaHWE OyIeT
yIIEIEHO BOIIPOCAM MX IIEHTPAIM30BAHHOTO aIMHHUCTPHPOBAHMSL.

Hcnonb3yemble MporpaMMHBIe CPeICTBA.

Security Center MoseT ObITh YCTAHOBIICH Ha KOMITBIOTEP IO YIIPaB-
nennem 32 wmu 64-paspsaaoit OC cemetictea Windows. 9to MokeT OBITh
kak xmeHTckas OC, Tak u cepBepHas. MUHUMaIbHEIE TpeOOBaHUA K 000-
pynoBaHuio — npoieccop ¢ yactoroit 1 I'T, 512 M6 oneparuBHO# nams-
TH, 1 ['0 cBOOOAHOTO IPOCTPAHCTBA HA KECTKOM JUCKE.

B ommcanmsax mabopaTOpHBIX OYIYyT 3aeHCTBOBATHCS YETHIPE BUP-
TyaJbHbIC MAaIIWHBI, XapaKTEPUCTUKU KOTOPHIX MpPEACTaBICHH B Ta0i. 5.4.
AHanmorngasle pabOTHl MOKHO MPOBECTH M C HCIIOJIB30BaHUEM (r3nde-
CKUX KOMIIbIOTEpOB. KpoMme Toro, o0beMHNB HEKOTOPBIC POJH (HANpH-
Mep, KOHTpOJUIEp JOMEHa U CepBep aHTHBUPYCHOH 3aIlMTHI), MOKHO BBI-
MOJTHUTH PAabOTHI HA MEHBIIE YHCIC BUPTYaIbHBIX WM (DU3UUICCKUX Ma-
IIHH.

[Ipu TTaHPOBAHUM BEHIIONHEHHS J1a0OPAaTOPHBIX PadOT HA BUPTY-

QIBHBIX MAIMHAX Jydlle KOH(QUIypHUpOBaTh BHPTyaJbHBIC MAIIMHBI Ha
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ucnonezoBanue 1024 M6 O3V, unaye B npouecce yJaleHHOH yCTaHOBKH
IO Kaspersky Endpoint Security MoryT BO3HHKHYTH OIIHMOKH M3-32 HEIIO-
CTaTKa ITaMsITH.

HuctpubytuB  Security Center MOXHO 3arpy3uTh IO CCBHUIKE
http://www.kaspersky.ru/downloads-security-center. Ilo 3Toil ke CCBIIKe
JOCTYITHA U TOKYMEHTAIHSI TTO0 IPOIYKTY.

TabGnuna 5.4
OnucaHue UCNOJIb3yeMbIX BUPTYAJIbHBIX MAIIUH
HMms BUPTYaIbHOM MALIUHBI Onncanue
Serv.labs.local Omneparonnas cucrema Windows Server

2008 R2. Cepsep, BBITOIHAIOUIAN POIH KOH-
Tposzepa nomena «labs.localy, dns-cepsepa, a
taxxe dhcp-cepeepa Bo BHyTpeHHE# BUPTY-
anmbHOM ceTH (pa3maet ip-aapeca U3 quanaso-
Ha 192.168.15.10/24 — 192.168.15.254/254).
OnuH ceTeBoit MHTEpPEIC.

Cratuueckuit IP-agpec 192.168.15.1/24.

AVServ.labs.local Omnepanuonnas cucrema Windows Server
2008 R2.

Cepsep — uien nomena labs.local — 6yaer
KOH()UTYPHUPOBATBCA KaK CEPBEP YIPABICHUS
AHTUBHUPYCHOM 3alUTON.

JlBa ceTeBBIX HHTEpdeiica.

Buytpennwmii: cratnueckuii |P-agpec
192.168.15.2/24.

Uepes «BHEUTHUI HHTEPQEHC cepBep moa-
KJIfoYeH K MHTepHer (TpebyeTcst s moiyye-
HUST OOHOBJICHHH ).

Stationl.labs.local Oneparonnas cuctema Windows 7 Profes-
sional.

Kowmmerorep — unen gomena labs.local.
OnuH cereBoii uHTEpdeiic, HaCTPOUKH IOTy-

HarTCAa TMHAMHUYCCKU.
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Oxonuanue tadi. 5.4

Hms BUpTYaIbHOI MAIIHHBI Onncanue

NB1.labs.local Omeparonnas cucrema Windows 7 Profes-
sional.

Kommerorep — uiien gomena labs.local; cuun-
TaeM, 9TO 3TO HOYTOYK, HCIIONIB3YeMbIH KaKk
BHYTPH KOPIIOPaTHBHOW CETH, TaK U 3a ee
npeaensaMu, 94To norpedyeT ocodoi HacTpoii-
KM TIOJIMTUK aHTUBUPYCHOMU 3alUTHI.

OpnuH ceTeBoit nHTEpdElic, HACTPONKH MOTY-
qaroTcs TMHaMuaecku. JlommkHa OBITE Ipery-
CMOTpEHa BO3MOXHOCTh KOH(HUTI'YPUPOBAHHUS
nHTepdelica WM Ha NOAKIIIOYEHUE K «BHYT-
pEHHEI ceTH (KOMITBIOTEp B KOPIIOPAaTUBHOM

CeTH), WM Ha MOAKIIIoueHue K IHTepHeT

(xoMIBIOTEP BHE KOPIIOPATUBHOMN CETH).

Jns opranm3anuy moHO(DYHKIIMOHATHHON aHTHBHPYCHOH 3aIUTHI
MMOHAZO0STCS JUIEH3UOHHBIE KITIOUYH ISl aHTUBUPYCOB UM MOKHO BOC-
TI0JTB30BAThCS TIPOOHBIMU BEPCHSMH ITPOTYKTOB.

Kpome Toro, mis MTIOCTpalMU MOpSAAKA YIAJCHHOM YCTaHOBKHU
npoxykTtoB JIK mpn Hanuymyu Ha KOMIBIOTEPE HECOBMECTHMEBIX IIPHIIOKE-
HUH TpenjaraeTcsi Ha BUpTyaibHy0 MarmHy NB1.labs.local yctaHoBHTH
AHTUBHMPYCHBII NMPOLYKT Apyroro mpoussoauress. Hanpumep, 310 MoxeT
6eiTh ipoaykT Microsoft Security Essentials.

B xome maGoparopHbIX paboT Takke IOHAJOOMTCS IporpaMma-
apXuBaTop, Hampumep, cBOOOIHO pacmpoctpansemsiit 7zip (http://www.7-
zip.org/). A mis TecTupoBaHHs PabOTOCIOCOOHOCTH aHTHBUPYCHOM 3all[u-
ThI OyJIeT UCIIOIB30BAThCS TECTOBBIN (aii eicar.com, JTOCTYITHBINA Ha caii-
te http://www.eicar.org B pazmene «Download Anti-Malware Testfile.
3101 HcnonuseMslit Gaiin DOS He sABisSeTcs BUPycOM (BCe, YTO OH JeaeT
— BeiBoUT cTpouky "EICAR-STANDARD-ANTIVIRUS-TEST-FILE!"),
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HO JUIs IeNIel TeCTUPOBaHUS €ro CUTHATypa BHECeHa B 0a3bl aHTHBUPYC-
HBIX NIPOrPaMM.

5.10.1. Ycranoska Kaspersky Security Center

eas paboThl.

Hannas nabGoparopHas paboTa TIOCBSIIEHa YCTAaHOBKE CepBepa
yIpaBICHIs aHTUBHPYCHOH 3amutoit Security Center.

IIpenBapureabHbIe CBEACHHS.

Jo Toro, Kak NPUCTYIHUTh K YCTaHOBKE, HAJO OINpPEIEIHUThCA C 00-
OIMM CIICHAPHEM pPa3BEePTHIBAHUS aHTUBUPYCHOW 3amIUTHL. JIBa OCHOBHBIX
CIIeHapusI, peyIaraeMeix paspadborankamu Security Center:

- pa3BepTHIBAaHNE AHTUBUPYCHOM 3aINTHl BHYTPU OpPTraHU3aIUH;

- pa3BepTHIBAaHWE AaHTHBHPYCHOW 3aIUTHl CETH OpTaHM3alMH-
KJIMEeHTA (MCIOJIb3YeTCS OPraHU3alisIMH, BEICTYTIAIOIIUME B POJIA CEPBHUC-
MpoBaiiepoB). JTa K€ CXeMa MOXET HCIOJIb30BaThCS BHYTPH OpraHM3a-
UM, UMEIOIIEH HECKOJBKO yNAIEHHBIX MOApa3JelieHuH, KOMIBIOTEPHEIE
CEeTH KOTOPBIX aJMHUHUCTPUPYIOTCS HE3aBHCUMO OT CETH TOJIOBHOTO OdH-
ca.

B mamHBIX Ma60paTOpHBIX paboTax OyAeT peaan30BBIBATHCS TMEPBBIN
cueHapuil. Eciy mmaHupyeTcs MCHIONIb30BaTh BTOPOW, TO JOMOJHUTEIBHO
noTpebyercst yCTaHOBKa W HacTpoiika kommonenta Web-Console. U 3xech
HY)KHO cKa3ath 00 apxurektype Security Center. On BkiroyaeT B ce0Os
CIIeTyIOIINe KOMITOHSHTHI:

1. Cepsep aomunucmpuposanus, KOTOPBIA OCYIIECTBISAET (PYHKITHH
LEHTPATN30BaHHOTO XpaHeHUsI MH(POPMAIUU 00 YCTaHOBICHHBIX B CETH
opranuzanuu nporpammax JIK u ynpasnenus nmu.

2. Aeenm  aOmuHuCmpuposanusi OCYIIECTBISIET B3aUMOJICHCTBUE
Mexay CepBepoM aMUHHCTPUpOBaHUs U nporpammamiu JIK, ycranoBneH-
HBIMH Ha KommbioTepe. ECTh Bepcuu AreHTa U pa3HBIX OIEpaIliOHHBIX
cucrem — Windows, Novell i Unix.

3. Konconv aomunucmpupoganuss IpeaoCTaBIsIET MOJIb30BATEIBCKHUHI
unTepdeiic mus ynpasneHust CepBepoM. KoHCOmb aIMHUHHCTPUPOBAHHUS
BBIIIOJIHEHA B BWJIe KOMIOHEHTa pacimupenus k Microsoft Management
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Console (MMC). Ona no3BonseT noakmoyarsesi k CepBepy aaMUHUCTPH-
pPOBaHUS KakK JIOKAJIbHO, TaK W YAAICHHO, IO JOKAJIBHOM CETH WU Yepes3
HuTepHer.

4. Kaspersky Security Center Web-Console nmpenrasnadena ajst KOH-
TPOJIL COCTOSHHS AHTUBHUPYCHOM 3aIllUTHl CETH OpPraHM3aI[MH-KIHCHTA,
Haxostielicst mon ynpasieruem Kaspersky Security Center. Hcmosb3oBa-
HHUE JTOr0 KOMIIOHEHTa B paMKax JIAaHHOTO JIAOOPAaTOPHOTO MPAaKTUKyMa
HU3y4aTbcs He Oyier.

PaccmoTpum Temeppr peKOMEHIYEMBIM TOPSIIOK ACHCTBUN MO pas-
BCPTBIBAHUIO B CCTU OpraHu3alvu CHUCTEMbIL aHTHBHPYCHOﬁ 3alIuThI, OC-
HOBaHHOMH Ha npoaykrax JIK. OH BkirouaeT B ce0s CleIyIONIUe T

1. YcranoBka u Hactpoiika CepBepa u KoHconm amMUHHCTpUpPOBa-
HUSL.

2. Co3panue Tpyni aAMUHUCTPUPOBAHHS U pacHpeAeeHue 0 HUM
KJIMEHTCKHX KOMITBIOTEPOB.

3. YaneHHass yCTaHOBKA Ha KIMEHTCKHE KOMITBIOTEPHI ATCHTa al-
MUHHUCTPUPOBAHHS U aHTUBHPYCHBIX mporpamm JIK.

4. OOHOBIIEHHE CHUTHATYpHBIX 0a3 mporpamm JIK Ha KIMEHTCKHX
KOMIIBIOTEpPax.

5. Hactpoiika yBeJOMIICHUI O COOBITUSIX aHTUBUPYCHOW 3aIIUTHI.

6. 3amyck 3amayM MPOBEPKH MO TPEOOBAHUIO M TPOBEpKa PabOTHI
YBEIOMJICHHH 0 COOBITHSX Ha KITMEHTCKUX KOMITHIOTEPaX.

7. AHaNM3 OTYETOB.

8. Hactpoiika aBTOMaTHYECKOW YCTAHOBKH aHTHUBUPYCHBIX IPO-
T'paMM Ha HOBBIC KOMIIBIOTEPHI B CECTU.

B nmamno#t maboparopHoii pabore OyIeT pacCMOTPEHO BBHIIOIHEHHE
nepBoro dtama. Ha puc. 5.35 npencraBnena cxema 1adopaTOpHOTO CTEHIIA,
UMHUTHPYIOIIETO 3allIMIaeMyI0 CeTh (OH Takke OBII OmWcaH paHee B
tabin. 5.4). llenp 31Ol nMaboparopHOi pabOTBI — YCTAHOBUTH CEPBEp H
KOHCOJIb afiMUHUCTpUpoBanus Security Center ua cepsep AVServ.
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Serv.labs.Local
IP-azpec
192.168.15.1/24.
KOHTPOINED TOMEHA

Labs.local, DNS H
DHCP cepsep

.

X

S

V%ﬁf

(&

NBI labs.local
Mo HET KOMIIBIOTEp,

Station.labs.local MOKET NOITIOUATECS KAK K

Pabovas CTAHIHA CETH IPEMPHSTHA,

Vnreprer

TAK ¥ K

Puc. 5.35. Cxema cetn

AVServ.labs.Local
Buyrpenmnii 1P-axpec
192.168.15.2/24
Byzner KoHdHTypHpoBaThCA
KaK cepBep YIpaBIeHHsS
anTHBHpYCHOH 3aHTO

Tabnuna 5.5
Pazauuus B Bepcusix qpuctpudyrusa Kaspersky Security Center 9.0
Komnonenr Hoanan Lite-
Bepcus Bepcus
Juctpudbyrus CepBepa aJMUHUCTPHPOBAHHS na na
Huctpubytus Kaspersky Endpoint Security for na HET
Windows
JuctpuOyTnB AreHTa aJMUHUCTPHPOBAHUS na a
Microsoft SQL 2005 Server Express Edition na HET
Microsoft .NET Framework 2.0 SP1 na HET
Microsoft Data Access Component 2.8 Ia HET
Microsoft Windows Installer 3.1 na HET
Kaspersky Security Center System Health Validator Ja HET
Huctpubytu Security Center MoXHO 3arpy3uTh IO CCBUIKE

http://www.kaspersky.ru/downloads-security-center.

I[Ipu sTOM MOXHO

BBIOpaTh BEPCHIO CKayMBaeMoro aucTtpuOyTthBa — Lite wiu monnHyro. B

Tabi. 5.5 mepeunciensl pa3nuaus Bepcuil AucTpuOyTUBOB Ui Bepcuu 9.0,
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KOTOpasi MCIOJIb30BATACh MPHU MOJTOTOBKE ONMCAHUI JIADOPATOPHBIX pa-
00T. [l BBIIOTHEHUS J1a0OpaTOPHOH HyxKHA OyIeT IMOJHAs BEpPCHs, TaK
KaK BMECTE C YCTaHOBKOH cepBepa aJMHHUCTPHPOBAHUS OyAET yCTaHaB-
muBatbcss CYBJI MS SQL Server 2005 EXpress, koTopasi UCHOJb3yeTCs
IUTSL XpaHEHHs JAHHBIX O COCTOSIHUU aHTHBHPYCHOM 3aIUTHI.

Onucanue padoThbI.

[ocne 3aBepHieHMs MOATOTOBHUTENBHBIX ACUCTBHI 3amyCKacM Ha
cepBepe AVServ nporpammy mucTauminun Security Center. ITocime okma
MIPUBETCTBHS OYJIET 3ampolieH MyTh I cOXpaHeHus (aiaoB, HEOOXOaH-
MBbIX B IMMPOLECCEC MHCTAJUIAINHU, MMOABUTCA CIIC OAHO OKHO IPUBETCTBUA U
OKHO C JIUI[CH3MOHHBIM COTJIAIICHUEM, KOTOPOE HEOOXOUMO TIPUHSITE IS
TIPOIOIDKEHUS TIPOIEcca YCTAaHOBKH.

[Ipu BEIOOpE THIIA YCTAHOBKH OTMETHUM ITYHKT «BBIOOpOYHAs, UTO
MO3BOJIUT MOAPOOHO O3HAKOMHTHCS C MEPEUYHEM YCTaHABIMBAEMBIX KOM-
IMOHEHT U MPUMCHACMBIX HACTPOCK.

Ecmu BeIOpaTh BapmanT «CraHmapTHas», TO B pe3yibTare pabOTHI
Mactepa OyayT ycranoBieHsl CepBep aIMUHHCTPUPOBAHUS BMECTE C Cep-
BEpHOH Bepcuel AreHTa aJMUHUCTpHpPOBaHUs, KOHCONb aAMHHHCTPUPO-
BaHWS, IOCTYIIHBIEC B TUCTPUOYTHBE IJIATHHEI YIIPABICHUS IPOrpaMMaMHi 1
Microsoft SQL Server 2005 Express Edition (ecnu ou panee He Obu1 ycTa-
HOBJICH).

CrnenyrommM mraroM OyneT BBIOOp YCTaHABIMBACMBIX KOMIIOHEHT
cepBepa (puc. 5.36). Ham HyxHO ycTaHOBUTH CepBep aJMUHUCTPHUPOBA-
HUsA, 1 OTMETKY Ha 9TOM IIYHKTC OCTaBJISICM.

Texnomnorus Cisco NAC, mo3BoJstoiias npoBepsiTh 0E30MacHOCTh
MTOIKITFOYAIOIIETOCSI K CETH MOOHMJIBHOTO YCTPOWCTBA HJIM KOMIBIOTEpA, y
HAC UCIOJIB30BaThCs HE OYAET.

Taxke B paMkax 1ab0paTOpPHOTO MPaKTUKyMa HE IUIAHHPYETCs pas-
BEPTHIBAHHE AHTHUBHPYCHOHN 3aIMUTHl HA MOOMJIBHBIX YCTPOHCTBaX (TaKUX
KaK cMapT(OHBI), TOITOMY YKa3aHHBIC KOMITOHEHTHI ceiyac HE yCTaHaB-
JIMBaEM.
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Cepeep agMuHncT pupoBanna Kaspersky Security Center

BoibopouHan yCTaHOBKA )
BribepuTe KOMNOHEHTEI MPOrPaMMEl, KOTOPLIE HEOBX0AMMO YCTAHOBMTE.

D Cepeep nonuTik. TNabopaTopim Kamepakoro™ ana Cisco NAC
[ noaaepsxa moBunsHbix ycTpoiicTe

Cepeep npor "NabopaTopun Kacepacoro®, Ha
KOMMBIOTEPE € YCTEHOBNEHHEIM CEPEEPOM 3AMMHWCTPUPOBaHWA A0MKEH BiTh 3anyuleH
ft SQL Server.

rUul YCTEHOBKM KOMMOHEHTa Heobxoaumo 43. 7MB Ha MecTKoM AMa<eE.

PasmeleHie Boibpate... |
C:'Program Files (x86) Kaspersky Lab\Kaspersky Security Center,
360 "NatopanopHa Hacnepckoral, 2011

< Hasan | fanee > I OTMeHa |

Puc. 5.36. Beibop ycTaHaBITHBaeMBIX KOMIIOHEHT CepBepa

Hanee motpebyeTcst yka3aTh pa3Mmep 3amuiraeMou cetd. [ns BbI-
MOJTHEHHsI JTa0OpaTOpPHBIX PadOT Ham Oojiee BCEro MOIXOIWT BapHaHT
«menee 100 KOMITBIOTEPOBY.

Bri6upaemblit pa3Mep ceTH BIHSET HAa YCTAaHOBKY 3HAYEHHH psAa ma-
paMeTpoB, OIpPEACIAIOINX PabOTy aHTUBUPYCHOM 3aIIUTHI (OHU Mepeyuc-
JeHBI B Tabm. 5.6). JlaHHBIE HACTPOMKHM MOKHO MPH HEOOXOJMMOCTH HIOMe-
HSATh U TIOCJIE YCTAHOBKH CEpBEpA.

Taxke morpeOyercst yka3aTb YYETHYIO 3aIllUCh, OT UMEHH KOTOPOii
Oyzer 3amyckaTbCsl CepBep aAMHHHUCTPHPOBAHUS, WM COTJIACHUTBCS C CO-
3IaHreM HOBOM 3amwcu (puc. 5.37).

B npenpinymux Bepcusx OC Windows (rampumep, mpu ycTaHOBKE
una Windows Server 2003) B 95ToM OKHE MOXKET MPHCYTCTBOBATH BAPUAHT
«YdeTHas 3alMCh CHUCTEMbI». B moOoM ciydae, maHHas 3amuch JOJDKHA
o0JlaiaTh MpaBaMy aIMHHHUCTPATOPA, YTO MOTPeOyeTcs KaKk AJIS CO3TaHM
0a3bl JaHHBIX, TaK U JUIA TIOCTIeAYIOIel paboThI cepBepa.
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Tabmnuma 5.6
ITapameTpsl, ycTaHABJIMBaeMble B 3aBHCMMOCTH OT pa3Mepa ceTH

Mapamerp / yncyio Kom- 1-100 100-1000 | 1000-5000 | Bboaee

NbITEPOB 5000

OTtobpakeHne B IepeBe oTCyT- 0TCyT- MPUCYT- MIPUCYT-

KOHCOJIY y3/1a TOJYNHEH- | CTBYET CTBYET CTBYET CTBYET

HBIX ¥ BUpTyaibHBIX Cep-

BEPOB aIMHHUCTPUPOBAHHUS

U BCeX MapaMeTpoB, CBsi-

3aHHBIX C TOJYNHEHHBIMH

u BUpTyansHbIMU CepBe-

pamu

OroOpaxeHne pasaeinoB OTCYT- OTCYT- IpHUCYT- TIpUCYT-

Be3onacHocTh B OKHaX CTBYET CTBYET CTBYET CTBYET

cBoicTs CepBepa U rpymin

aIMAHHCTPUPOBAHUS

Co3znaHue TOJIMTUKA ATEH- | OTCYT- OTCYT- MIPUCYT- MIPUCYT-

Ta aIMUHUCTPUPOBAHUSA C | CTBYET CTBYET CTBYeT CTBYET

TIOMOIIIBIO MacTepa NepBo-

Ha4yaJIbHOW HACTPOUKH

Pacnpenenenue Bpemenu OTCYT- B MHTEP- B MHTEP- B MUHTEP-

3aIrycKa 3aJa4i OOHOBJIe- | CTBYET Bajue 5 Baje 10 Baje 10

HUSI Ha KIIMEHTCKAX KOM- MHHYT MHHYT MHHYT

MIBIOTEPax CIy4alHbIM 00-

pazom

Cepeep agmnnnct puposannsa Kaspersky Security Center o =] 3
YuerHan 3anuch
BoifepuTe yueTHYIO sanvcs Ans sanycka crysbe Cepsepa
BuifiepuTe y4eTHylo 3anncs Ans 3anyoa cywbsl Cepeep anMMHUCT PHPOBaHHS.
YUETHEA 38MACE AOMDRHE MpaBEMA AAMAHICTATOPA PECYPCa ANA
I Ci
%' KL-AK-EF1B471ACBIC31
" YueTHan sanuas nonksoBaTena
YYETHER sancs; Boifpate...
TEpoe;
GATEERHACHHE ERTIH)
340" MaGoparopya Hacnepckano!, 2011
< Hazan, | fanee > I Omena |

Puc. 5.37. Beibop yueTHOI 3amucu
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Crnenyroumii mar — BBIOOp HCIIOJIB3YEeMOTO cepBepa 0a3 JaHHBIX
(puc. 5.38). [l xpanenus manubix Security Center 9.0 MoxeT HUCMOJB30-
Bath Microsoft SQL Server (Bepcuu 2005, 2008, 2008 R2, B TOM uncie u
penakiuu Express 2005, 2008) wim MySQL Enterprise. Ha puc. 5.38, a
noka3aHo okHo BbiOopa tuna CYBJ/I. Ecnu BweIOpan cepBep MySQL, to
notpebyeTcst yka3aTh UMsI 1 HOMEp IOpTa JJIS MTOAKITIOYCHUS.

Ecmu ucnone3oBate cymectByromuil sx3zemmisip MS SQL Server,
oTpeOyeTCs yKa3aTh ero UMs U Ha3BaHHe 0a3bl JaHHBIX (TI0 YMOIIYaHHIO,
ona HasbiBaeTcs KAV). B Hammx aGopatopHbIX paboTax OyaeT HCIIONb-
30BaThCsl pEKOMEHIyeMass KOHPUTypalus, Moapa3yMeBarolas yCTaHOBKY
MS SQL Server 2005 Express Bmecte ¢ ycraHoBkoir Security Center
(puc. 5.38, 6).

Cepsep apmuancT puposanna Kaspersky Security Center E =10] %] Cepaep apmunnct puposanna Kaspersky Security Center E =100 x|
e I
Cepsep 6asbi flaHHBIX TapameT Pt NofWHoueHn
BuifepuTe TUn cepaepa Bassl AaHHEIX. HacTpoiiTe napameTps noakniouesis k Micosoft SQL Server.

BuibEpyTE KOMMbIOTED, Ha KOTOpOM YCTaHoBNeH SQL-CEpBEp 1 YicanvTe uns Bassl
RanHex SQL-cepsepa.

@ YcrarosuTs Microsoft SQL 2005 Express Edition (PexomerayeTcs)
" BuiSpate cywectsyoumi

BeibepuTe TN cepeepa Baskl AaHHEIX, K KOTOROMY NNGHUPYETCH NOAKIICYMTE
CepBep anMHUCTDVDOBAHAS.

Vi 50-cepe=na; BeitpaTe
& Micosoft SQL Server (SQL Express) i B B flr ——
© mysqQL
540 TaGopaTopA Gacmencrenc, 2011 S DeuicHin ) euus S ————
<Hazan | faree > | Omena <Hesan | fanee> | Omena

Puc. 5.38. Beibop cepBepa 6a3 qaHHBIX

[ocne Beibopa SQL Server B kagectBe ucmons3zyemoir CYBJl Hamo
yKa3aTh PeKUM ayTeHTH(UKAIMHU, KOTOPBIH OyIeT HCHONb30BAThCS HPHU
pabote ¢ HUM. 3/1eCh OCTaBIsieM HACTPOWKY MO YMOJYAHUIO — PEKHUM
ayrentudukanun Microsoft Windows (puc. 5.39).

Jns XpaHeHWs WHCTAUISIIMOHHBIX MAKETOB M PAcIpOCTPAHEHUS 00-
HOBJICHMH cepBep aJMUHHCTPUPOBaHHs OYIeT HCIOIb30BaTh IAIKY,
MPEAOCTABIsIeMY0 B OOIIUi g0cTyn. MOXKHO yKa3aTh CYIIECTBYIOIIYIO
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ManKy WA CO3AaTh HOBYHO. VMs 00Iero pecypca mo yMOTYaHHIO —
\\<umst_cepepa>\KLSHARE.

Cepeep agMuHncT pupoBakna Kaspersky Security Center - |E||1|

PexxnM SQL-ayTeHTHdHKA LN -~
BriGEpHTE PEXMM 3YTEHTHRMKALIAN,
BbISEpHTE PEXMM AYTEHTHHOWKALIW, KOTOPLI GYAET MOMONb30BATLCA ANA NOAKMHDYEHHRA

& Microsoft SQL Server. Mpu Beibope ayTeHTudkalym SOL-cepBepa BEEAWTE YHETHYIO
3aMKch, Naponb U NOATEEMRAEHUE Napons.

' Pestam ayTeHTMdMKaLIM Microsoft Windows

£ Pesam ayTermrdmkaLym SQL-cepeepa

FURTHEA FafHED I

el |

[EATEEEHAEHHE NARaNA: I

SA0 " Natopanopna KRammepekona!, 2011

[poEEEHTE CDEJJ.HHEHME' < Haszan | Nanee = OTMeHa |

Puc. 5.39. Beibop pexxnma ayTeHTH(DHUKAITIH
st MS SQL Server

Taxke TmpenoCcTaBIsAeTCsS BOZMOXKHOCTh YKa3aHUS HOMEPOB MOPTOB,
HCTOJIB3YEMBIX IS MOJKIIoUeHns K cepBepy Security Center. [To ymomga-
Huto ucnonp3yercs TCP-mopt 14000, a 1ist 3alIMIIEHHOTO C MOMOIIBIO
npotokona SSL coemmuenns — TCP-nopt 13000. Ecu mociie ycraHOBKH
K CepBepy aIMHUHHUCTPUPOBAHUS HE YIACTCS IMOAKIIOYHTECS, CTOUT IIPOBE-
pUTh, HE OJIOKUPYIOTCSI JTM 3TH TOPTHI MEXCETEBBIM 3KkpaHoM Windows.
Kpome ynomsiHyTBIX BBIIIE, A7 IIEpEAadd Ha cepBep WH(OPMAILUH O BHI-
KITIOYEHUH KOMIbIoTepoB ucnosb3yercss UDP-mopt 13000.

Hanee motpebyercsl ykazaTh CIIOCOO HICHTHU(HUKAIMU CepBepa ai-
MHHHUCTPHUPOBaHUSA. DTO MOXKET OBITh ip-aapec, nmeHa DNS wimm NetBIOS.
B ucnons3yemoit uist 1a60paTOpHOTO MPAaKTHUKyMa BHPTYaIbHOW CETH Op-
ranuszoBan gomed Windows u npucyrctByet DNS-cepBep, mostomy Gyaem
UCITIOJIb30BATh JOMEHHBIE nMeHa (puc. 5.40).
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Cepsep apmnnnct puposanna Kaspersky Security Center

Puc. 5.40. Beibop crioco0a uacHTH(DHUKAIIUE cepBepa

Crenyroliee OKHO MO3BOJISET BHIOpATh YCTAaHABJIMBAEMBIE ILIATHHEI
IUISL yIOpaBlIEHUS aHTHBUpycHBIMH mporpammamu JIK. 3aberas Bmepen,
MOXHO CKa3aTh, YTO pasBepThIBaThCs OyaeT mpoaykT Kaspersky Endpoint
Security 8 for Windows, IiarmH [uis KOTOPOrO HaM M IMOHAJOOHUTCS
(puc. 5.41).

Cepeep agMuHncT puposatnn Kaspersky Security Center

O Applcation control plugn for Novel
[ xaspersky Anti-virus 6.0 for Windows Workstations MP4 Console Plug-n

[ xaspersky Anti-virus 8.0 for Windows Servers Enterprise Edition Console Plug-in
[Jkaspersky Anti-Virus 8.1 for Linux File Server Console Plug-in
[ Kaspersky Endpoint Security & for Smartphone
[l Kaspersky Endpeint Security & for Windows Conscle Plug-n
Kaspersky Endpaint Security 8.0 for Linux Consale Plug-n

Puc. 5.41. Beibop ycTaHaBIMBaEMBIX IUTATHHOB
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INocne 3TOro BHIOpAaHHBIE NMPOrPaMMbl U KOMIIOHEHTHI OYAyT ycTa-
HOBJIEHBI Ha cepBep. [10 3aBepIIeHN yCTaHOBKH OyIeT 3aIyIieHa KOHCOb
aIMHUHUCTPHPOBAHUS WJIH, €CIIH BBl yOpaJIM «TraJouKy» B ITOCIEAHEM OKHE
MacTepa YCTaHOBKH, 3amyctutre ee u3 MeHio Ilyck -> Ilporpammbi->
Kaspersky Security Center.

3ananne 1.

B cooTBeTcTBUM C ONMCaHUEM BBINONHUTE YCTAHOBKY CepBepa ai-
MUHHCTPUPOBAHHS Ha BUPTYyabHYI0 MalluHy AV Serv.

[Ipu 3amycke KOHCONHM BBINONHSAETCSA HAa4yaabHAsl HACTPOKA cepBepa.
Ha nepBoM miare MO»XHO yKa3aTb KOJbl aKTHBALMH WK (aiibl JTULEH3H-
OHHBIX KJIIOYeH i aHTUBUpPYCHBIX mpoxaykroB JIK. Ecmu y Bac ects
«KOPIIOPATHBHBIM» KIIF0Y HA HECKOJIbKO KOMIIBIOTEPOB, MPU HACTPOMKax
[0 YMOJTYaHHIO KITF0Y OYZET aBTOMAaTHYECKH PacIpOCTPAHATHCS CEPBEPOM
Ha KJIIMCHTCKNUE KOMIBIOTEPHI.

[N MacTep nepeoHa4YanbHOI HACT POIKHA

Puc. 5.42. Hactpolika mapaMeTpoB OITOBEIICHUS
10 AJIEKTPOHHOMU OYTe
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Tarke MOMHO COIVIACHTHCS MM OTKa3aThCs OT HCIIOJIb30BAHUS
Kaspersky Security Network (KSN), ynanenHoro cepBurca 1o mnpeaocTas-
JeHUIo goctyna K 6ase 3HaHmil JlabopaTopun Kacmepckoro o permyrarum
(haiinoB, IHTepHET-pECypCOB M MIPOIPaMMHOTO 00ECIICYCHUSI.

Crnenyrommii mar — HacTpoWKa MapaMeTpoB Ui OTMOBEIIEHUs af-
MUHHCTPATOPa aHTUBHPYCHOH 3aIIUTHI MO IEKTPOHHOM nourte. Hamo yka-
3aTh MOYTOBBIA agpec, smtp-cepBep U, MPpHU HEOOXOAUMOCTH, apaMeTPhI
JUI aBTOpH3anuu Ha cepepe (puc. 5.42). Eciu B mabopaTopuu HET IMOJI-
XOISIIIET0 TIOYTOBOTO CepBEpa, MOXKHO ATOT IIar MPOIyCTUTh W CAETATh
HACTPOMKHU MO3XKE.

Ecmu moctyn B MHTepHET OCymIECTBISIETCS 4epe3 MPOKCH-CEpPBEp,
MMOHAZOOUTCS yKa3aTh ero mapamerpsl. [locie mpoXoXIeHus 3TOTro 3Tama
OyZeT BBHINONHEHO aBTOMATHYECKOE CO3JaHWE CTaHIAPTHBIX IOJUTHK,
TPYNIOBBIX 3a/la4 W 3aaa4 aaMuHUCTpupoBaHus. OHu OymyT Oosiee mo-
JPOOHO PaCCMOTPEHBI B CIEAYIONIMX JIA0OPATOPHBIX PadoTax.

14 Kaspersky Security Center

=I5

Oaiin  feicreve Bun  Crpaska

e

W Kaspersky Security Center

Kaspersky Security Center
Hauano pa6otbi

, 1.0
KomnbioTEpOS: 3

NMpocroTpeTs KoMNBIOTERN

el KASPLRSKY
p—
160pKu COBBITHI 1 KOMNBIOT!
&) 3ana“m Cepoepa anmHACTDH]
3anaun ANA HABOPO KOMMLKCT
@] Nporpamme u yassuwocT

pasBepTLIBatHe

8 ¥parvmua

O Ycranoswts Antnenpyc Kacnepckoro
Q Yrpasnsrs kniovarm

NocTesHian 3aunTa sermcyera

O Hacrponts 3awmTy pabounx cranumit
() YPEETS MDOrPaHaNH Ha KIHEKT (U KOMTEOTEpaX

ObnoBneHHe
BoinonHAeTCA 3ana-a nonyers obtosnerwit (sbinontero: 0 %)

HacrponTs ononnenne

O MamennTb napameTpo obroBneHms

© MNepeiin K yNpaBNIEMbIM KOMIbIOTEPaM
@ NpociaTpeTs Hepampeaenes L KomoTephI

Tonck srpycos

Armverpyc Kacnepasaro e yerarosnen

@ HacrpouTs nowck BupycoB Ans pabounx cranLmii

saper
cofioms

NpocuoTpeTs cobbiTnn

© nNocmotpets cocrognme saumTo!
[*}

2anpocs: ot
© MemennTb napameTpnl yBenoMmnenni

Puc. 5.43. OKHO KOHCOJIM aJMUHUCTPUPOBAHUS —
1 kpuTHYECKOE COOBITHE
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Crnenyrommii mar — aBTOMAaTHYECKUH 3allyCK 3arpy3Kd OOHOBIIC-
Huil. Ecnm 3arpy3ka Havanack YCIENTHO, MOKHO, HE JIOKUAAsCh €€ OKOH-
YaHUs, HAXaTh KHONKY «Jlamee» u mocie OKOHUaHHS pabOTHl MacTepa
HayaJIbHOW HACTPOWKHU NEPEeUTH B OCHOBHOE OKHO KoHcomu agmMuHUCTpH-
poBanus (puc. 5.43). Tam HOKHO OTOOPA3UTHCS, YTO B CETH €CTh OJMH
VIPaBIAEMBIH KOMIBIOTEP (BMECTE C CEPBEPOM aIMHHUCTPUPOBAHUS HA
KoMmmboTep AVServ ObII YCTAHOBIICH W areHT aJIMUHUCTPHUPOBAHHS), Ha
KOTOPOM OTCYTCTBYET AHTHBHUpPYCHas 3alllUTa. JTO PACIEHUBACTCS Kak
KPUTHYECKOE COOBITHE.

3aganue 2.

BeimonHnTe HaYaNbHYI0 HACTPOMKY cepBepa.

OTnensHO KOHCONB AJMHUHHCTPUPOBAHHUS MOXKHO YCTAaHOBUTH W3
nanku Console aucTpubyTHBHOTO ANCKA, 3alycTUB mporpammy Setup. Ec-
JIM UCHOJIB3YeTCs TUCTPUOYTHUB, CKadaHHBINA U3 IHTEpHET, TO HAl0 OTPHITh
YKa3aHHYIO B Hayajle YCTAHOBKH MAIIKy AJISI COXPaHEHUs TUCTPHOYTUBHBIX
¢aiinos. ITo ymomuanuro sto manka C:\KSC9\russian\Console.

e e ] KASPCRIKY \/"7 Gl
Kaspersky SecurityCenter

AVsery.labs.local

) e S —

» Beenerue B Kaspersky Security Center » Havano pabotsi
» OcoberHocTi uHTepdeiica ynpaeneHus » Cnpaska

Puc. 5.44. Boi6op ynajaeHHOTO cepBepa
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3aganue 3.

Ha BuptyansHyro mammHy Stationl.labs.local ycranoBuTe KoHCOIB
anmuHUCcTprpoBanus Security Center. IIpoBepbTe BO3MOXKHOCTB TOJIKITIO-
yeHust K cepepy AVServ.labs.local. Iy 3TOro B OKHEe KOHCOJIM HAJlO yKa-
3aTh €ro ajupec Wik uMs (puc. 5.44), a Takke COTJIaCUTHhCA Ha MOITYYCHUE
ceprudukara cepsepa (puc. 5.45).

[ ———

He yaanock nomxniountec k Cepeepy aiMWHWCTDMDOBEHWA NO YKaSaHHOMY
ampecy.
HesepHeii cepmpmnkat Cepsepa agMUHNCTDMPOBEHIA .

® Moaxmowmsca k Cepeepy L] Y
€10 CEpTMEMKAT
on o “
MCTIONL3YA CEPTHPMIKET:
| | | BriBpats... |

oK || Omena |

Puc. 5.45. Tlomy4yenue ceprudukara cepepa

=101

ll - ** Paspewennbie nporpammel

Towak 5 narenw ynpasness

| s nporpa pes Windows
U706t AOBABHT, MSHEHMT WM YAGIMTE PasPRLLIEHHSIE MPOrPEHMb! M MOPTEl, HEPKHITE KHOMKY MsMeHHTE
NapaMeTPBI",

PUO paspellienis CBS3M ANS NPOrPanMel. (5 VI=EHY T nepatE TRl

PaspelueHble MPOrpanMs! 1 KOMMOHEHTI:
Hassarme Hower | fowawnss u pabosas ... | MyBamrse |~
nKit

spersky Administration Kit

| spersky Adminisiration it
spersky Administration Kit
spersky Administration Kit
spersky Administration Kit
spersky Administration Kit
spersky Administration Kit
spersky Administration Kt
spersky Administration Kt
spercky Administration Kt
spersky Administration Kit
spersky Administration Kit

w1 it

HOOOOOOOd]m
L

&

IRO0O00O00000RE

jooooos
1
3

a
fm]

YnamTs
PaspewMTE APYTYiO nporpatmY. ..

_ o< | _cmea |

Puc. 5.46. Pazpemaromue HacTpoiiku Ha Opanamayspe Windows
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Ecnu noakiarounuThes HE ynanoch, MPOBEpPhTE, HE OJOKUPYIOTCS JIN
Ha cepBepe AVServ Moprhl, UCHOIB3yEMbIE JUIS MOAKIIOUEHUS K CEPBEPY
Security Center (cm. Bbie). HacTpoiiky MOKHO TpoBepuTh yepes [laHensb
yopasieHusa: CucreMa ¥ 0es30H0acHOCTb -> DBpaHamaysp
Windows -> PaspemmThs 3alyCkK IIPOTpPaMMEl uepe3s OpaHI-—
Maysp Windows. COOTBETCTBYIOIINE pa3peIIalONINe HACTPOUKHU JTOIK-
HBI TPUCYTCTBOBATh, CM. pHC. 5.406 (Ha3BaHHS TPABUI OCTAIHCh KaK B
npeabiayeit Bepcun npoaykra — Kaspersky Administration Kit).

5.10.2. Pa3BepThIBaHMe aHTHBHPYCHOI 3alIUTHI. YCTAHOBKA areHTOB
aAMUHMCTPHPOBAHNSI, IPOBEPKA COBMECTUMOCTH

eas padoThl.

JlabopaTtopHas paboTa MOCBAIIEHA BOIPOCaM aBTOMAaTH3UPOBAHHOTO
pa3BepTHIBAHUS CPEICTB AHTUBUPYCHOW 3aIUTHI B KOMITBIOTEPHOW CETH.
PaccmarpuBaroTcst 3a1a4 yCTAaHOBKY arcHTa aJMUHHCTPUPOBAHUS U MPO-
BEPKH KOMITBIOTEpoB Ha Haimmyue [10, HECOBMECTHMOTO € MPOAYKTaMH
«Jlaboparopuu Kacniepckoroy.

Onucanue padoThbI.

B xone BBITOSHEHWS TpPEABLAYIIEH JTa0OpaTOpPHON pabOTHI OBLTU
YCTaHOBJICHBI CEpPBEP aAMUHICTPUPOBAHMS M KOHCOJb yIpaBieHus. CBs3b
cepBepa aIMUHHUCTPUPOBAHHS C KIMEHTCKMMH KOMITHIOTEpaMH 00ecTIeyu-
BaCT arcHT aIMUHUCTPUPOBAHUA. HO3TOMy €ro HCO6XOILI/IMO YCTaHOBUTH
HAa KaXIbI KIUCHTCKUN KOMITBIOTEP, KOTOPBIA OyaeT MOIKIIOUEH K CH-
CTeMe IICHTPAJIM30BAaHHOTO YIIPaBJICHUS aHTUBUPYCHOH 3amuToii. Ha Tot
KOMIIBIOTEP, TIC YCTAaHOBJICH CEPBEP aIMHUHUCTPUPOBAHMUS, areHT OTHCIb-
HO YCTaHaBJIHMBaTh HE TPeOyeTCsl, TaK KaKk BMECTE C CEpBEpOM ObLIA aBTO-
MaTUYeCKd YCTaHOBJICHA CEpBEpHAsi BepCHs areHTa (ee O0COOEHHOCTH B
TOM, YTO areHT B3aWMOJICHCTBYET TOJIBKO C CEPBEPOM aJIMUHHCTPHUPOBA-
HUSI, yCTAaHOBJICHHBIM Ha TOM XK€ KOMIBIOTEPE).

3amycTuM BC€ BUPTYalIbHBIE MAIIMHBI, KOTOPHIE COCTABILSIOT HAIl
Ta0OpaTOpHBI CTEHA, W PACCMOTPUM IIPOLECC ABTOMATHU3UPOBAHHOTO
pa3BepThIBaHMS areHTOB aAMUHUCTpUpoBaHus. Ha cepeepe AVServ 3amy-
CTUM KOHcollb aaMmuHucTpupoBanusi Kaspersky Security Center (Taxke
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MOXXHO YIPaBJIATH CEpBepoM C pabouei cTanimu Stationl, Ha KOTOpyIO B
XOJie BBIMIOJIHEHUS TEepBOil paboTH OblTa YyCTAaHOBJICHA KOHCOJb aIMUHH-
cTpupoBaHus). [l Hauana 03HaKOMUMCS CO CIIUCKOM YIPABIISIEMBIX KOM-
MBIOTEPOB, TJIE€ YK€ €CTh areHT aJMUHHCTPHpPOBaHMA. PackpbiB y3en
Ynpasensemvie komnviomepel, TepeiiieM Ha BKIagKy Komnvromepbi
(puc. 5.47). B BBIBOOMMOM CIIUCKE OTOOPA)aeTcsl TOJIbKO OJMH KOMIIbO-
Tep — AVServ, Ha KOTOPOM YCTAHOBJIEHA CEpBEpHAsl BEpCUsl areHTa aj-
MHUHUCTpHPOBaHUS. CTaTyC «KPUTHYECKHI» YCTAHOBJIEH M3-3a TOTO, YTO

anTuBUpycHoe I1O Ha JTaHHOM KOMIIBIOTEPE MOKA YTO OTCYTCTBYET.

[ ooy secury comer il

©aiin  Aeficrove Bun  Crpasia

= - = o= — 7
Nz EEIENERE ol
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S e
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51p 324341 Cepacpa aamHCTRVROSaMA
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TIporpamei 1 yssEHOCTH

pynnst JonVTHKA KomnbioTepbl

Hauano paboTbi » YNnpaBnsembie KOMNbIOTEpbI

KnueHTcKMe KoMnbloTepbl
Q) [106aBHTb KOMNLIOTEPbI

] & Hepanpeaener o KoNbIOTEpH Q) HacTPONTB KpHTeDHM Onpenenens craTyca |
overs KOMBIOTEpOR
ctve Directory G Aobasme wnw yaans rpadel —_—
B &P P-avanazors: G Obromrms
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() parmmana Craryc: B8 [ s omnerorepa: Q
s o i 11 e
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Puc. 5.47. IIpocMOTp cHucKa yIpaBiasieMbIX KOMIIBIOTEPOB

[epBoe, 4TO HEOOXOAMMO ClIeNIaTh B IIPOIECCEe Pa3BEPTHIBAHUS areH-
Ta — BBIMIOJHUTH OOHAPYKEHHE KOMIIBIOTEPOB. B KOHCOIHM aJMUHUCTPH-
poBanus nepetizeM Ha y3en Hepacnpeoenennvie komnviomepwi (puc. 5.48).
[Tonck MOXXHO BBIIOJIHUTH ITyTEM OIIPOCa KOMIBIOTEPOB B ceTd Windows,
UCTIONB3Ys HHpOopManHio ciryk0bsl Active Directory wium mo amanasoHy ip-
anpecoB. KOHKpeTHBIH crocO0 3aBHCHUT OT OpraHU3alUK 3allUIIaeMoi ce-
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tu. Hampumep, eciii B CETH €CTh KOMIIBIOTEPHI, HE BKIIOUEHHBIC B JOMEH
Windows, TIOUCK B AMAama3oHE ip-aJpecoB MOXKET OBITh MPEIIOYTHTEIh-
Hee, 4eM morydeHune nadopmarmu u3 Active Directory.

B HameMm mpumepe MOJOHAYT BCE TPH BHINICHA3BaHHBIX CIOCO0A.
Bocmosbzyemcs mouckoM B cetn Windows — B COOTBETCTBYIOILEM pasjie-
Jie B OKHE KOHCOJIU aJIMUHHCTPUPOBAHUS HAXKMEM CCBUIKY Onpocums celi-
uac.

[ Kaspersioy Security Center E 0|
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FEIEEEI NG |
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) npasuna ® rpynn:
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Puc. 5.48. [Torck KOMITLIOTEPOB B CETH

[Tocne Toro, Kak ONMPoOC 3aKOHYHUTCS (ITPOIECC ero MPOXOXKICHHUS UJI-
JTIOCTPUPYETCS «IMHEWKOW COCTOSIHHSI»), PACKPBIBAEM y3€Jl, COOTBETCTBY-
IO HaiiieHHOMY JIoMeHy Labs, u BUAMM Bce OOHapYXEHHBIE KOMITbIO-
Tephl. BBIIEUM HX U HAKMEM CCBUIKY Ycemasums npoepammy (puc. 5.49).
3TO MPUBEIET K 3aIlyCKy MacTepa YAaIeHHONW YCTAHOBKH.

3nmech HEOOXOAMMO TMOSICHUTh HEKOTOPhIE OCOOCHHOCTH, CBSI3aHHBIE
¢ ynanennoi ycranoBkoii 10 cpencrBamu Security Center. Ilepen rem kak
HaYyaTh pa3BepThIBAHUE MPOTPAMMEI, HAJIO CO3/1aTh WHCTAJUISIIUOHHBIA TIa-
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ker. Jlemaercst 3T0 uepe3 yszen Xpauwunuwa->Hucmannsayuonusie naxkemaol
(puc. 5.49). Tam HanmO 3allyCTUTH MAacTep, KOTOPBIA 3alPOCHT HA3BaHHE
YCTaHOBOYHOT'O TTAKETa U IMyTh K JUCTPHOYTHBHEIM (haiinam.
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Puc. 5.49. OOHapyxeHHbIE KOMITBIOTEPHI

B namewm ciydae ycranoBka Kaspersky Security Center 9.0 mpous-
BOJIMJIACH W3 MOJHON BEPCHU AUCTPUOYTHBA M 00a YCTAHOBOYHBIX MAKETa
— O areHTa aIMUHHUCTPHUPOBAHMS M Ui aHTHBHPYCHOTO IIPOAYKTa
Kaspersky Endpoint Security 8 for Windows — Oblin aBTOMaTHYECKH
MOJrOTOBJICHBI. Tak 4TO B MEPBOM OKHE MAacTepa YCTAHOBKH IOHAIOOUTCS
TOJIBKO yKa3aTh HyxHbIH makeT (puc. 5.50).

Crnenyrommii 1mar — BbIOOp croco0a, KOTOPBIA OyAeT HCIOJIb30-
BaThCS JJISI YCTAaHOBKH PACIpPOCTPAHSIEMOTO MakeTa. B cBs3W C Tem, UTO
areHT aJIMHHHUCTPUPOBAHUS HA KIMEHTCKHE KOMIBIOTEPHI €Ille He ycTa-
HOBJIEH, ocTaBiisieM oTMeTku Cpedcmeamu Windows us nanku obwezo do-
cmyna u He ycmanasnusams npoepammy, eciu OHA Yoice YCMAHOBLEHA
(puc. 5.51).
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[N Macrep ynanenHof ycranosin

ﬁ Kaspersky Endpoint Security & for Windows (8. 1.0.646)

Puc. 5.50. Macrep ynaneHHO# ycTaHOBKH:
BBIOODP MHCTALTALMOHHOTO MTaKeTa

N Macrep ynanesHoi ycranosku

¢ 5

Puc. 5.51. Macrep ynaneHHOH ycTaHOBKH:
BEIOOp croco0a yCTaHOBKU

Jl1s toro uToObl ycraHoBKa cpencrBamu Windows mpomwuia mpa-
BWJIBHO, Ha KJIMEHTCKOM KOMIBIOTEpE HEOOXOJUMO OTKPHITH MmopTel TCP
139 u 445, UDP 137 u 138. [lo ymonyanuio 3Ta HacTpolKa clenaHa Ha
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BCEX KIMEHTCKHX KOMITBIOTEpaX, BKIIOYECHHBIX B JoMeH Windows (B ciy-
gae kiaueHTa ¢ Windows 7 ecTb HEKOTOpPBIE OCOOCHHOCTH, KOTOPHIE OIMH-
caHbl HIke). Ecii B ceTH MPHUCYTCTBYIOT KOMITBIOTEPHI, HE BKIIFOYCHHBIC B
JIOMEH, MOTBITKA aBTOMATHYECKOI YCTAHOBKH areHTa afMUHUCTPHPOBAHNUS
Ha HUX MOXKET 3aKOHUHUTHCS HEYJa4HO. B 3TOM ciyuae MOXKHO BOCIIOJIB30-
BaThCsl YTWJIMTOW IOATOTOBKH KOMITBIOTEpa K YIAJIICHHON YCTaHOBKE
riprep.exe, KOTopas celiaeT BCe He0OX0IUMbIE HACTPOUKH (CM. farnee).

IMocrne BBIOOpa MHCTAUIIMOHHBIX MAKETOB U CIOCO0A YCTaHOBKH
notpedyercs yka3aTh y4eTHYIO 3alliCh, OT HMEHH KOTOpPOH OyIeT mpoBo-
OUTHCS yCTaHOBKA. STOT 9Tall MOXHO IPOMYCTUTH, €CJIM Ha KOMIIBIOTEpAX
y)K€ YCTAHOBJICH areHT aJMHHUCTPUpPOBaHW:A. B Hammem ciaydae Hamao
Ha)kaTh KHOTIKY /[oOagumb W yKa3aTh 3aIlich, 00JANAIONIYIO IIpaBaMu aj-
MuHHUCTpaTopa (puc. 5.52). Eciii KoMITbloTephl He BKIIIOYCHBI B TOMEH, Ta-
KHX 3alUCcell MOYKET MMOHa00UTHCS HECKOIBKO.

M MacTep yaanennoii ycTanoBkn E x|

© oo vnanemot yerasonms

YueTHas samch

76} foSasue yueTmete 32, O6naAaCE NPaBAY SAMAHCTPSTOPS 12 BEpHLDX AMA
e T BT D TERTRIDA T (S terE | S Lrem
AMMHACTRPOBEHHR, 3TOT WAr NOAKHO NROMYCTHTS.

YatiaTe Gonbwe...

ATy — A

CenfitTss

(X e | U:

!

_omen_|

Puc. 5.52. Yka3anue y4eTHOH 3amucu

Crenyroliee OKHO OmpeJeNnsieT, Kak OyJaeT NMPOWU3BOJUTHCSA Iepe3a-
rpy3Ka KOMIIBIOTEpa, €CII OHa MOHAJ00UTCSA B Pe3yJIbTaTe YCTAaHOBKH Ia-
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keta. HacTpoiika mo yMoI4aHuio — 3alpoCUTh y TOJIB30BATENS paspelie-
HUE Ha Nepe3arpysKy.

Jns neneii Hamieit mabopaTopHO# Ooiee MPEeAOYTHTEIBHEIM OyaeT
BapuaHT [lepezacpyzums komnviomep. A nipu pazBepThiBaHuN HOBOrO 110
B JCUCTBYIOIIEH CETH NPENIPUATHUS, KOIZla YCTaHOBKA IPOMU3BOJIUTCS Ha
CEepBepBbl, CTOUT BBIOpaTh He nepesacpysicams KoMnviomep W BIIIOIHUTh
repes3arpy3Ky Bpy4YHYIO MO3Ke.

[anee coryiacumcsi ¢ mepeMeIeHUEM KOMIIbIOTEpOB, Ha KOTOpBIE
OyZeT yCTaHOBIIEH arcHT aJAMUHHCTPHUPOBAHUS, B TPYIIy Ynpasnsemvie
rxomnviomeput (puc. 5.53).

M MacTep yaaneunoii ycranoskn x|

P —

MNepemeuenne KoMNbiOTepos

YIEONTE, CEAYET M NIEPENENLATE KONMSIOTEPS! B MPYTITY AAMAHACTWPOSEHHS N0 3aBEpLUEHI
yeTaHosiu:

€ He nepemewaTs KoMnsioTEDEI

¥ MepemMecTiTE HepacTpeaeneHHLIE KOMMSOTEPE! B FPYTINY:

YIPaGNAEHIE KOMTSIOTEPE! Buibpars. .

[

Puc. 5.53. Tlepemenienrne KOMIIBIOTEPOB
B IpyHIy YIpaBisieMble KOMITBIOTEpHI

B crenyrommx okHax macrepa motpedyercss HECKOIbKO pa3 HaXaTh
KHOTIKY /[anee, 4TOOBI MOATBEPANTh CIACIAHHBIA BBHIOOP M 3aIyCTHThH CO-
3IaHHYIO 3a/lady Ha BhIoMHeHHe. [lepelins Ha y3en 3adauu 0ns Habopos
KOMNbIOmMepo8, MOKHO OTCIIETUTh NPOIECC YCTAHOBKU W OIIEHHUTH €ro pe-
3ynbTar. B mpuMmepe, npencraBaeHHOM Ha puC. 5.54, Ha OJTHOM KOMITBIOTE-
pe yCTaHOBKa MPOIILIA YCIIEIIHO, Ha IBYX — 3aBEPIINIACh HEeYyIaue.
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Puc. 5.54. YcranoBka areHTa afMHHUCTPUPOBAHHS

Ecnu B mpencraBieHHOM Ha puc. 5.54 okHe ¢ OTYETOM TEPEeUTH 1o
ccoiike [1o0pobree, TO MBI YBHIUM, YTO YAaYHO 3aBEPINMIACh YCTAaHOBKA
areHTa Ha cepBep Serv, a Ha kommbloTepsl NB1 m Stationl He ymamoch
YCTAaHOBHUTH MPOrpaMMy MO MPUYHHE TOTO, 4TO «BO3MOXHO KOMIIBIOTED
OTKIIIOYEH OT CETW». DTO MOXKET MPOU30MTH W3-3a TOTO, YTO KOMIIBIOTED
BBIKJIIOYCH, BO3HUKIM HEMONAIKA B CETEBOM WH(PACTPYKType WIH
HACTPOMKH MEXKCETEBOTO dKpaHa Ha KOMITBIOTEpE HE MO3BOJIAIOT CJIENIaTh
YAAJIEHHYIO YCTaHOBKY. B Halmem nmpumepe npuurHa HeyAauyud — HacToH-
KH MEKCETEBOr0 SKpaHa.

B momoOHBIX citydasx, IpH yCTaHOBKe aHTHBUpYyca Kacmepckoro Ha
koMITetoTepbl ¢ Windows 7, pekoMeHIyeTcs MpeaBapUuTSIIbHO HACTPOUTH
OOIIMIA TOCTYT K CETEBBIM TAIKaM.

B ciydae ecnu xomnbroTep ¢ Windows 7 BKIIIOYEH B JIOMEH, HaJ0
OTKPHBITH [lanens ynpagnenus -> Llenmp ynpaenenus cemsmu u 00wum 00o-
cmynom, anee BIOpaTh M3meHums OOnOIHUMENbHbIE NAPAMEMPbL 00U e-
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20 docmyna M B 610ke JJocmyn Kk obwum nankam BeIOpaTh Brarouums 06-
wutl docmyn, 4ymoobwvl cemegvie NOAL30BAMENU MOAU YUMAMG U 3ANUCHI-
eamv ¢haiinvl 6 obwux nankax (puc. 5.55). Takyro HacTpoiiKy Hajo cie-
nath Ha KommbioTepax NB1 u Stationl.

- % JlononHvTenbHbIE NapaneTpsl obiero gocryna oy ] 5

mv ﬂ = LgHT... = AononHd... - .I MOHCK B NaHENH YNpaEneHHA

AocTyn K oBLMmM nankam ;I

Ecnk BKNMoHEH OBWHA A0CTYN K oBLLKHR Nankam, NONB30SaTEN CETH MOrYT NOMY4aTE
A0CTy K harnam B TakHx nankax, HTo Takoe ofwan nanka?

& Bk TS 06WHA A0CTYN, UTORB CETEBbIE NONBSOBTENA MOFMM YHTATE H
3anMcbIBaTh diafine & bl Nankax

) OTRnounTs oBwi A0CTYN [NONE30BATENN, BEINONHKELLWE EXO04 Ha 3TOT
KOMMBHTER, Gy AyT MMETE AOCTYN K OBWAM Nankan)

MoTokoean Nepegaqa MyaLTUMe a3

ECAM NOTOKOESA NepeAaqa Gafnos MyNeTHHEAMA BKIKIYEHA, NONES0EATENH H
YCTPOACTEA B CETH MOMYT MONY4aTh AOCTYN K HI0BDEKEHHAM, MY3bIKE H BHASD HA 3TOM
KOMMBHITEPE, KPOME TOMD, 3TOT KOMMSHITER MOMET HaX0aHTE hafnsl MyNbTHHEAHE B
CETH.

MoToKOESA NEPeAAYS MY NETHME AHA OTENKIYEHS,
BiiBEpHTE NapaHET Pkl NOTORDEDH NEPELEH MYNETHHEANE, .. LI

@Cuxpaﬁwb HEHEHEHHA | OTHEHS |

Puc. 5.55. Hactpoiika oOmiero mocrymna
K nankaM B Windows 7

El)’mma B K YA 10 Y E=RE=] M
& [ Oremouure NPOCTORN DELWWH 00CTYN K Sainar
V¥ 3anycmam cyx6y Server

¥ Omepeims nopTsi

Q
€]
© [T [oGasnme yseym sannce
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Puc. 5.56. 3amyck yTunuTs! riprep
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B Gonee obmem cinydae npobaemy ¢ HacTpoiikaMu Windows MOKHO
PEIIUTh C ITOMOIIBIO 3allycka Ha KOMIBIOTEpax YTWIIMTHI riprep.exe. Ha
cepBepe AVServ oHa HaXOAWTCS B IMANKe, KyJa YCTaHABIHBAICA Security
Center: C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security Center.
MOXHO CKOIMPOBaTh YTUIUTY B MaNKy OOILIETro AOCTYIa M 3alyCTHThH OT-
TyJa Ha MallllHaX, 1€ YCTaHOBKA HE MpouuIa. 3alyCTUB YTHIUTY, HAJ0
OTMETHTh HeoOXomuMmble m3MeHeHus (puc. 5.56), a mocie Wx BHECEHUs
MOJKET IMOHAI00MTHCS Iepe3arpyska. s 00JbIoN ceTr MoA00Hy0 3a1a-
9y MOXHO aBTOMaTH3HPOBATh C IOMOIIBIO aAMUHUCTPATUBHBIX CKPHIITOB.

ITocne mnpou3BenNEHHBIX M3MEHEHUN IIOBTOPHO 3aIlyCTUM 3ajady
YCTAHOBKM areHTOB aJMHHUCTpUpoBaHus (puc. 5.54, kHomka 3anycmumuo
BHHU3Y crpaBa). Temepp yCTaHOBKA JOJKHA MMPONTH YCIETTHO.

3aganue 1.

BrimonHuTe pasBepThIBAHWE areHTOB aJIMUHUCTPUPOBAHUS Security
Center Ha BUPTYaJIbHBIX MaIlIMHAX JJADOPAaTOPHOTO CTEHIA.

[Mocne BBINONHEHHON YCTAHOBKM arcHTOB aIMHHUCTPHPOBAHUS B
rpynmne Ynpaensiemvie komnviomepsl JOIKHBL 0Ka3aTbCsl Bce 4 BUPTyallb-
HBIE MaIIMHBI JabopaTtopHOoro creHna. Ecnm oTobpaskaercss TOIBKO OIHMH
cepBep AVServ, BO3MOXHO 3TO TPOCTO CTapble JAaHHBIC, U HAIO BHITIOJ-
HUTb KOMaHAy O6H06umb N3 KOHTEKCTHOTO MEHIO.

Crenytomias 3a1a4a Npy NOATOTOBKE K pPa3BEePThIBAHUIO aHTUBUPYC-
HOro [1O — TOHMCK YCTaHOBIIEHHBIX Ha KOMITBIOTEpaxX MPOTpPaMM, HECOB-
mecTuMbIX ¢ anTtuBupycamu JIK. Takue mporpaMMbl TpUAETCS IEWHCTAN-
JUPOBATE.

[IpoBecTn ynaneHHYI0 OEMHCTAUIALMIO MPOTPAaMM C KIMEHTCKUX
KOMIIBIOTEPOB MOIKHO, 3aIycKas 3aa4ydl yOaJCHHOW NEUHCTAIUISIUU. Se-
curity Center mo3BosisieT co3/1aBath 3aa4k CIIEAYIOUINX BUIOB:

- TPYIIOBBIC 3a/1a4d, KOTOPHIE CO3AAHBI I KIUCHTCKUX KOMIIBIO-
TEPOB BBEIOPAHHBIX IPYIII aIMHHUCTPUPOBAHUS;

- 3aauM Ui HAOOPOB KOMITBIOTEPOB, KOTOPHIC CO3IaHBI IUIS BBI-
OpaHHBIX KJIMEHTCKHX KOMITBIOTEPOB BHE 3aBHCUMOCTH OT TOTO, NMPHHA]-
JIeKAT JIM 3TH KOMITBIOTEPHI K KaKOW-TNOO0 TPpyTIIe afIMIHACTPHUPOBAHNS.
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Ho nepen Tem kak nporpammy JA€MHCTAJUIMPOBATh, €€ HaJA0 HalTu. B
3TOM MOKET IOMOYb CO3/IaHHE OTYETAa O HECOBMECTHMBIX IIPOrPaMMaX.

g aToro Hano nepeiT Ha y3en Omuemul u y8e0oMAeHUs, TaM Bbl-
Opate Omuem o HeCOBMeCMUMbBIX NPOSPAMMAX W, IPU HEOOXOANMOCTH, B
KOHTEKCTHOM MEHIO BBIOpaTh MyHKT OOHosums. B oT4eT momaayT BBISB-
JICHHbIE areHTaMu aJMUHUCTPUPOBAHUSI MPOTrPaMMBbI, KOTOPbIe U3BECTHBI
Security Center kak HecoBMecTHMbIe. B mepByIo ouepe/ib, 3TO Apyrue aH-
TUBUPYCHBIE IPOAYKTHI.

B namem ciydyae B oTueTe yka3bplBaeTCs Ha HaJIM4YUE MPOrpaMMbI
Microsoft Security Essentials 2 x64 na kommstorepe NB1 (puc. 5.57).

[ Kaspersky Security Center g _lBix|
©afin  LeficTene B Crpaska

@8 [FnXECHE

WX Kaspersky Security Center = v B
& (f Cepeep ammmcTpuposaruis - AVSERY 5
D) vrienmcen rovreoreon Kaspersky Security Center K As PERS K

1 (3] Oruerei v ysenounerma

% z“ﬂ o sepascporpamy flabopa | | JTYET O HECOBMECTHMMbIX MporpaMMax 5 dhespans 2012 r. 18:10:54 B
et 0 BrpYCax

Oruet o6 i nporpamax A Bcex rpyn
[ OTueT 0 sanpewenHsIX sanyacax
[&1 o
1 S TpODEHIg + L 1
[ et o non-zosatensi sapaxerl
[ Oruer o pabote Beb-Konrpons

(41 OTueT 0 pasBEPTLIBAHIM AWATE
[2) Orer o pescrpe ofopyaceat
[ Omuer o peecrpe nporparm
(41 OTuerT o cobbrmiAx KoHTpenR yCTRC
[} OTueT 0 cocTosHMM saLNTE!
[31 ©rer 06 nenonbsosariN knovei
(&1 OTueT of cnonbayemsix Gasax
(31 OrueT 0b oumbrax
[ Oruer 06 yrssmmocTax
1 [ Bofopin cofsmwi  kamneiaTepos Caoguas wngopmarms:

5 [ Buifopat komnmioTepos Nporpausa rpynn
& baei yerapem Microsoft Security Essentials 2 x84

i
| -

-
) Microsot Security Essentais 2x64: 1

Tlaero ve noaknosanMes Beponii: 1 1 1 rpyna:1
ECTi HeofpaBoTaHHuIe ofbeT:
eTanusauma 1n3 1
[ Kommorepos co crarycom Tipe,_| Jls = —
i — | Bapryancuis Knmes cloni g NetBIOS- [lomennoe | DNS-
Haiinero MHoro Bupycos a5 Tpynna ounuiorep  NPOrpamma P-apgpec g Domwen n Aomen

He yeranosnen Amvanpyc Kaa, Z;f::gij;if NB1 Mirosoft S 192.168,15.11 8L LABS nbl labs.loczl
paCTDERENEHHLIE KOMTLIOTEL

Bie KOMTLIOTEpE B CETH
Tepstio yrpasnerine

[, Cobrma

{&y 3anaw Cepsepa anmaHncTpupoBanis
| ¢, 3anau Ang HaBopoB KoMMbIoTEDOE

£1 [@] Nporpams: u yssewmocTn =

of ‘ _

Puc. 5.57. OT4eT 0 HECOBMECTUMBIX IPOrpaMMax

Haiinem NB1 B rpynme ynpaBiasieMbIX KOMIBIOTEPOB U CO3AaAUM 3a-
mady JgedHCTausinmy  anTmBHpyca  Microsoft  Security  Essentials
(puc. 5.58). OOpatuTe BHEMaHHWE, YTO MOCIIE 3allycKa MacTepa aKTHBHBIM
cTal y3en 3aoauu 011 Habopo8 KOMHbIOMeEpPOs.
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curity Center =10l x|

Oaiin  flefictene  Bua  Cnpaska

A GEl=NEREN Mol

W2 Kaspersky Seaurity Center

=] Cepsep anMuHMCTDMpOBaHIAR - AVSERV
YNpasnseMsie KoMbIOTEPG!

) Orseruin yszaounenns
OT4eT 0 BEPa4sX Nporpamm NabopaTor
% Orer o evpycax KnueHTcKue KoMnbloTepbl
Omier o sampeuensne sanycax

[ OTueT 0 HambonEs 3apBXERHEIX KON, (o) AT D (i)
[31 OTHer o HecosMeCTIMEIX Nporparmax © HacrponTb KpHTepHK OnpeAenesms craTyca
[J1 Orer 0 nonssosaTENAX SAPEREHHEIX | LR
[31 Orer o patiore Be5.Korpona Q) AcBasims wn ynanme rpadel
(41 OTuer o passepTeBaNAN SALLTEI O Obrosuts
[31 Oer 0 pescpe ofopyacsarma
[31 Oreer o peecrpe nporpam
[ OTueT o cobsrmusx KoTpons ycTpoiict
[41 Orser o cocr i
[31 OTuer of ii
[ OTueT 06 MconBsyEMBIX Gazax
[1 Over o6 oumbrax

lOAHT KM KomnbioTepbl

Hauano paGoTe: » Ynpas/sembie KOMMbIOTEDbI

e ——

Buam s NB1
siac Hasaa

[n
Microsoft Windows

KpuTHueckwii/ Bijum 8 ceTH

n * Heycranosnen AnTHEHDYC
[} Omer o6 yasmimocrax m:uws . LABS  +/-  vacwman P
R Bui6opian cobimiu komnkioTEpos — [ndows7 B 4/~ ackman —_
b 3anan Cepeepa [Aomennoe mus: nb.labs.local
[ PR S ————— TposepuTs coenmersie P-anpec 152.168.15.11
B [&] porpantet u yszemocr Briewnwe wicrpyrersl b Cocroanne sauprru: Henzsecra
Kareropan nporpart — Nocnequee obnosnenue: 16 vacos Hasan
PeecTp nparpam L | O6wapyweno supycos: 0
Vienomnensie dalin Buipesame Coermua B 6 ceie: uackazan
YRSBAMOCTA 5 DO DaNNaX YaanuTe VeraHosTL nporpanHy Coepmenmec Cepsepom: uacrzsan |
Ofriosner s Wi Mposepis coenmette . Miaosoft
lepacTpeAEneHHEE KONTLIOTEP! ObrosuTo HCTEMA:  \indows 7
Xpannua - Bepaws Arenta 50,2825

Bepais aKT WBAPYCHO#
nporpamumi:
Aeiicrena

@ Yeranomurs nporpaunty

@ ObuynTs CueT-mK MY Con

Q Cospars sapauy

Kaspersky Endpoint Security 8 gna Windows
WHBEHTapM3aLwA

ObHOBNEHIME

O7TKaT obHoBNEHMA

Mouck BupycoB

MoMcK yASBMMOCTER

YcraHoeka daina knoya

Cepeep ky Security Center

= @ JononHuTensHo
3aNy0K ¥ OCTEHOBKA MPOrPaMMel
Coofiuenne AnA nons3osartens
Crera Cepsepa aaMMHMCTPMPOBaHWA
YNPEBNEHIE KIMEHTCKMM KOMMBIOTEDOM
Mposepka oSHOENEHWIA

WnpagneHme yaseuMocT e
¥YaaneHHan yCTaHoSKa Nporpants!
YcraHoska obHosneHwin Windows Update

Er—|oe ]

Puc. 5.59. Beibop tuna 3amaun
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B mepBoM okHe MacTepa HaJo yka3aTh Ha3BaHHE CO3/1aBacMOM 3ajia-
un — «Ypanenue Security Essentialsy. Jlanee motpebGyercst BHIOpaTh TUIT
3a/1a49n: HaC WHTEPECYeT yIaJeHHas ACHHCTAUISAIMS IPOrPaMMbl, KOTOpast
OTHOCHTCSL K 3amadam Ui npuiioxeHust Cepgep aOMUHUCTPUPOBAHUSL
Kaspersky Security Center, moarpynmna Jonoanumensro (puc. 5.59).

[ Macrep cospanus sapaun

Puc. 5.60. Beibop Tuna ynansiemoit mporpaMmMsl

[lofaRnerine HECOBHECTHHOH RPOrpaNHEI

Microsoft Forefront Client Security Antimalware Service 1.5
Microsaft Forefront Client Security Antimalware Service
Microsaft Forefront Client Security Antimalware Service
Microsaft Forefront Client Security Antmalware Service
Microsoft Forefrant Clent Security Antimaware Service
Microsoft Forefrant Clent Security Antimaware Service
Microsoft Forefrant Clent Security Antimaware Service
Microsoft Forefront Client Security State Assessment Serv,
Microsoft Forefrant Server Security 10.0

Microsoft Operations Manager 2005 Agent 5.0.2911.0
Microsoft Security Client 2.1.1116.0

Microsoft Security Essentials (all versions)

Microsoft Security Essentials x64 (al versions)

Puc. 5.61. Boibop yaassiemoit mporpaMmbl
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Taxke Ham H3BCCTHO, YTO AaHHas MporpaMMa HaxXOJUTCA B MIEPEIYHC
HECOBMECTUMBIX ¢ aHTuUBHpycamu JIK. D10 yka3siBaeM Ipu BHIOOpE THUITA
ynansiemoii mporpammel (puc. 5.60).

B crnenyromem oxHe HakMeM KHOIIKY /[obagums W B TIEpEUHE
HECOBMECTHUMBIX IMporpaMM Haiinem Microsoft Security Essentials 2 x64
(puc.5.61).

B cnenyromem oxkHe MacTtepa CO3maHMS 3a/laudl MTOHAIOOMTCS yKa-
3aTh CHOCO0, KOTOPBHIM OyAET 3arpyXarhCsi Ha KINEHTCKUH KOMIIBIOTED
VTWINTA ACWHCTAULIIHUUA. ATEHT aIMHUHHCTPUPOBAHUS HA KOMIIBIOTEP
NBI1 yxe ycTaHOBIEH, IO9TOMY MOXHO OCTaBUTh HACTPOMKHU IO yMoJ4a-
Huro (puc. 5.62). Jlanee OyneT 3ampoc Ha mepe3arpy3Ky KOMIbIOTEpa IMo-
Clle TEUHCTAIUIAINY, BEIOEpeM BapHuaHT [lepezacpysums KomMnovlomep.

[N Macrep cosnanma sapaun E x|

¥ Cpencteam1 Microsoft Windows ¢ nomolusto CEpEEPa AAMMHHCTPUPOEEHHS

[~ Cpencreamt Microsoft Windows ¢ noMolLs#0 areHTos ofHoBNeHHMS

™ MpeaEapyTEn=HO NPOEEPATE EEPCAKD ONEPALIOHHON CHCTEMS!

I

Puc. 5.62. Bri6op crioco6a 3arpy3ku
YTHJIATHI JEHHCTAUBILAN

Crnenyloliee OKHO MacTepa IMO3BOJISIET YKa3aTh HCIOJNIb3YEMYIO
YYETHYIO 3aliCh. DTO HYXKHO B Cilydae, €Clid areHT aAMHHHUCTPUPOBAHUSA
Security Center Ha KJIMEHTCKOM KOMITBIOTEpE HENOCTyIeH. B HamreM ciry-
Yyae 3TO OKHO MOKHO TPOIMYCTHTh, TaK KaK areHT Ha KommbioTepe NBI1
MPUCYTCTBYET.
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B pacnucanuu 3amycka BeiOepeM BapuaHT Hemeonenno U B IOCHEN-

HEM OKHE NOATBEPANM CO3JaHUC 3aa4u.

Temepb BBIIETUM CO3IAHHYIO 3a7ady B y3le 3adauu 01s HAbopos

Komnbslomepos 1 JOXKIEMCSI OKOHYAHUS €€ BBIIIOJIHEHHU, HA YTO MOXET

notpedoBathcs ompezaeneHHoe Bpems. OTyeT mokasal, 4To 3ajada 3aBep-

muiace, U Tpedyercsa mepesarpyska kommbtorepa (puc. 5.63). Ilocne aB-

TOMaTUYECKOMN nepe3arpysku, 3agada 6y,ueT OTMEYCHA KaK YCHICIIHO 3a-

BeplieHHass. TakuM 00pa3oM, MbI BBIOJHHIN HEOOXOIMMEBIE JCHCTBHSA,

MPeALIECTBYIOLINE Pa3BEPTHIBAHUIO B CETU CPEACTB aHTUBUPYCHOM 3ally-

THhI.

[AKaspersky Security Center
oain  [eficrove  Ban

=1o1x

Cnpasra
es [ Fmlsalc@ms

W Kaspersky Searity Center

Hauano paborm:» 3agaun 4ns HAGOPOR KoMMbIOTEPOR

@ g

]

Center

[ —

successfully deleted: Marosoft
Security Essentials 2 x64.
ow

5 (] Cepoep ammmcrpposaue - AVS
I} ¥npasnsensie komnbioTepE! 110125911 S AU DY SN R —
[I3) OTHeTbim yeenomnerma @ Cozpars 2apauy
[ Bufoprn cobierii v xomnwate | () Mnnopryposas sanaty v daiina
() 330 Cepoepa amwrncrd | ) o, s
", 3anaw an HaBopos KomnsoT
& [ Mporpas u ysseamoctn
KaTeropww nporparm oo [
Peserp mporpan Lo ame
aiine 3 Yaaneras
T I —— < o .
Ofosnenn Windows Upde
e ot | S vraoocasares P——
B

[ p—

© Noppobues

BbiNONHeHHe 2aaaun

e

© Vsmennrs napamerphi sagaun

@ Vinerarms rapaneTpon
© Ve pacuicaive

@ Napanepe: ysenonnerws: ysenomnervie

Banau:3

Puc. 5.63. Ot4deT 0 BBHITOJIHEHUH 330Ul

3agaunmue 2.

BoinonHuTe npoBepKy KOMIIBIOTEPOB Ha HAJIMYME HECOBMECTHUMBIX

HpHJ’IO)KeHI/Iﬁ " yJgajanuTe 06Hapy>l(eHHLIe AHTUBUPYCHBIC IPOTPAMMBI.
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5.10.3. Pa3pepThiBaHMe AHTUBUPYCHOM 3aIIUTHI M YIIPaBJIeHHE
JIMIIEH3UOHHBIMHU KJIKYaMH

ean paboThl.

PaboTa mocpsiiieHa BOIpocaM aBTOMATU3AIMM YCTAHOBKM AaHTHUBU-
pyca Kaspersky Endpoint Security u ynpaBieHHIO JTHIICH3HOHHBIME KITEO-
JaMu.

Onucanue padoThl.

Wrak, y Hac umeercs 4 KOMIbIOTEpPA, HA OJHOM M3 KOTOPBIX ycCTa-
HOBJIEH CepBep aaMHHUCTpuUpoBaHusi Security Center, mpoBeneHa ycTa-
HOBKAa areHTOB aJMHHUCTPUPOBAHUS, U pEIIEHbI NPOOIEMbI C HECOBME-
CTUMBIMU IpuioxeHusMU. Ilopa mepexoguTh K pa3BepThIBAHUIO CPEACTB

AHTUBHUPYCHOM 3aIUTHI.

[A Kaspersky Security Center : =101x]
®aiin  fAefictene  Bua  Cnpaeka
&= FlE0E CE A
W2 Kaspersky Security Center
B [ Cepsep anMAHACTPUPOBaHIS - AVSERV e Tirrrttrd 3apaun ol
| Vnpaensemsie KomneioTepe!
OrieTsi M yBeaonners

Hauaio paGoTb! » YNpaBnsembie KOMMbIOTEPb!

BiBopra1 cobmUih 1 koMnEraTEpoS
(&fy 3anau CepBepa AnMAHHCTPHPOBAHHA IF'pynnoBble 3afgauun
& 3ana<n ans HaBopos KoMTIOTER0B 3424 MCIONE3YIOTCR AN HACTPOIKH PerynepHEIX ASHCTEHI —1 S\ . B
(HaNPUNED, NOACK BUDYEDS W —
B vl ity NS X 121 cosammzapan T
sepom nporpz
PeecTp nporpamm
Vienonksiensse baiin © Cozpary sapavy
YAZENMOCTH B NporpamMax ) VmnopTyposaTs saavy
Orosners Windows Update @ OstiosuTs Mua sapaun
B (&) HepacpeneneHHbIE KOMNEOTEP!
B & flonenst
LaBS
Active Directory
IP-AMaENa30HE!

Ma_+

E., ;usnuenwe
ﬁ} Vias:
535 Mowok avpycos

=4 % Mowek ysssumocTeil | YeTaHoBHT Endpoint Security]

C=C==1

[Fpynn: 0, xomnsroTepos: 4 I [

Puc. 5.64. Coznanue 3a1a4u 1J1s TPYIIIBI
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3amycTuM TpU BUpTyajbHbIe MammHbl Serv, AVServ u Stationl. by-
JIeM CUHTaTh, YTO IOJIL30BATENb ¢ HOyTOykKoM NB1 1moka He moIKIrounics
K HallleH CeTH.

Hawm Tpebyercst pa3BepHyTh aHTHBHPYCHOE PEIICHHE HA BCEX KOM-
OBIOTEpax U3 TPYHIBl Vupasisiemvie KOMAbIOMepbl. ITO MOXKHO CIACNATh,
CO3IIaB 3ajavy Ui IPynmsl. B KOHCONM ynpaBlieHHs mepeieM Ha COOT-
BETCTBYIOIIUI TpyIIe y3el1 U TaM — Ha BKIAAKy 3adayu. Co3naauMm HO-
ByI0 3amauy «YcranoButh Endpoint Security» (puc. 5.64).

Tum 3amaun — ymajeHHas yCcTaHOBKa mporpammel (puc. 5.65). Pas-
BEPTHIBAEMbIM MHCTAAIMOHHBIN makeT st Kaspersky Endpoint Security
yKe MOJATOTOBJICH, TaK YTO €ro HY>KHO TOJBKO BBIICITHUTH B OKHE MacTepa
co3manus 3amadd. Ecmm Ob1 TpeOoBaloCh yCTAaHOBUTH APYTOH HPOIYKT,
UL KOTOPOTO TAKET HE MOIATOTOBICH, MOXXHO HA)KaTh KHONKY Hogwlii 1
CO31aTh HEOOXOIMMBIN ITAKET.

W Mactep cosganma sapaun : x|

P T—

Tan 3apaun

Kaspersky Endpoint Security 8 ann Windows
VHBEHTAPUSELMA
OfHosnerme
OTKaT ofHoBREHUS
Mownac Bnpycos
Momak yRssMmocTes
YcTaHoska daiina knoua
¢ Security Center
(% RononmuTensto

VeraHoska ofHosneri Windows Update

[Caree | _omem |

Puc. 5.65. Tun 3agaun: ynaneHHas
YCTAQHOBKA IIPOTPaMMBI

B cnenyromem okHe MacTepa mpemiaraeTcsl JOMOTHUTENFHO BBIION-
HHUTh YCTAHOBKY areHrta aJMHHHUCTPUPOBaHMWs. B HaleMm ciydae 3TOro He
TpebyeTcs (puc. 5.66) — areHT ye yCTaHOBJICH Ha BCEX KOMITBIOTEpaXx.
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M MacTep cospnanms 3apaun E x|

I~ YcTaHOBUTE AreHT aIMAHUCTPHPOBAHMS COBMECTHO C AaHHOM MPOTPaMMOIt:

BuiBCPHTE MHCTARNALOHHEIR NKET AFCHTA AANHHCTPHPOGANHA ANA COBHECTHOM
SriosK.

[mIZ4 arenr aommmcrpuposarivg Kasp

COBAATE:

[[gorce | omea |

Puc. 5.66. JlononHUTETbHAS HACTPOWKA

Hanee OyzmeT 3ampoc OTHOCHTENBHO criocoba 3arpy3ku. OcTaiseM
otMeTku C nomowvio azenma aomunucmpuposanus U He ycmanasnueams
npocpammy, eciu OHa yoice ycmauosnena. B cnenyronmeM OKHE OTMETUM,
YTO MOCIE YCTAHOBKH HAO Iepe3arpy3uTh KoMmbiorep. [lorom Oyzner 3a-
IPOC yYETHOM 3alKCH, OT UMEHU KOTOPOH OyIyT MPOBOAUTHCS ACHCTBUSL.
Ho Tak xak ycraHoBKka OyAeT poM3BeIeHa areHTOM aJMUHUCTPHUPOBAHUS,
3amKCh 3/IeCh MOJKHO HE yKa3bIBaTh. B pacmucanny 3amycka BEIOepeM Ba-
puaHT Hemeonenno ¥ IOATBEPANM CO3JaHUE 3a1a4H.

3necy motpedyercs BpeMs Ha Iepenady AUCTpUOYyTHBAa HA KIIMCHT-
CKHE KOMIBIOTEPHI U YCTAaHOBKY. B 3aBHCHMOCTH OT OBICTpOnEiCTBHA HC-
MOJIb3yEMOI0 KOMIIBIOTEPA, BBHIIIOIHEHHE 33Jjaudl Ha BUPTYaJbHBIX Mallu-
HaX MOXET 3aHATh JOCTaTOYHO MPOAOJDKUTENbHOE Bpems. Pesynbrar
YCIECITHOW YCTAaHOBKH MpEJCTaBiIeH Ha puc. 5.67. I[lepesarpyska mocie
YCTaHOBKH He moTpeOoBanack. OOpaTiuTe BHIMaHHE, YTO YETBEPTHh KPYTro-
BOM JMarpaMMbl Ha pUCYHKE OKPAIIEHA CEPHIM — B OTHOLICHUH OJHOTO U3
4-X KOMIBIOTEPOB I'PYMIEI 337a4a HE BBITONHANACKE, TAK KaK 3TOT KOMIIb-
I0TEp OTCYTCTBYET B CETH.
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[ZA Kaspersky Security Center 2 =of x|
®aiin  feicteve  Baa  Crpaska
LA = ENEREI Nl
Wi Kaspersk
7, Kaspersky Seaurty Centar
5 (4] Cepeep anmmcrpuposamaa - AVS 3apaun
] Ynpasnsensie konmrorepet
Hauano paboTsi » ¥n| Ibie KOMNbBIOTE Pbi
[13) OrseTem ymenomnerma B P
[ BoiBopian cobioma u kommsioTe e - 1| [«
lg 3ana Cepecpa aamwcronp.
| ¢ 3ana- ans Habopos KoMnsioT
TIpOrpaHEI 1 YSSBUNOCTI I Noxaseisats yracnenoBanHbie sana
[ Yparwnana i | Nporparne
|re— "] | re————————
é}namsupyms spersiy ¢ Mpor, : Kaspersky Security Center
[ ——— Kaspersky Endpint Security € @ sasepuena
m o
|
ounnoii #a 0 xomnLI0T epax
© nonpotuee
Boinonnenme 3anaun
e
@ & OETaHORNTE
© Vomennrs napameTpes sanaun
@ Marerms napanerpsl
) Varermo paccarie
@ Napanetpsi ymzaonnerui: yseasmnerste
() MaparieTpsl ysenomneris: xparere pesynTaTos
O Fncnopruponars sanaty u dain
Yaams sanaw =
« sl gl X Yoo e [
[Tpymn: 0, kommioTepos: & ‘

Puc. 5.67. Pe3ynbrar ycraHoBKH

Ecnm B xoHCONMM yrmipaBieHus nepeitu Ha y3en Omuembsl U y6e0OM-
nenus 1 OTKpBITh Omuyem o eepcusx npozpamm Jlabopamopuu Kacnepcko-
20, MOXKHO TIOJYYUTh NOJPOOHBIE CBEACHHUSA 00 YCTAHOBICHHBIX NMPOMYK-
Tax.

3apanue 1.

BrmmonanTe aBTOMaTtnueckoe passeprhiBanue Endpoint Security Ha
koMmIetoTepax Serv, AVServ, Stationl. Co3maiiTe oT4eT 00 YCTaHOBJICH-
HBIX [IPOrpaMMax.

3amycTuM Teneph BUpPTyanbHyo MamnHy NB1 (mpu HenocTtaTke ma-
MSITH MOKHO Ha BpeMs BBIKIIOYMTE Stationl). CIycTs HECKOJIBKO MHHYT
nocae 3arpy3ku NB1 TaM aBTOMaTudecku Hadanach yCTaHOBKA aHTUBU-
pycHoro 1O (puc. 5.68). CBs3aHO 3TO C TeM, YTO CO3AaHHAs TPYIIIOBas
3agada OyJeT BRIITOJHITHCS HAa BCEX KOMIIBIOTEPax IPYIIIEL.

3aganue 2.

3arpysure BupTyansHylo Mamuay NB1. Y6enurecs, uro Ha Heil To-
K€ 3allyCTUTCS YCTaHOBKa aHTHBHUpYcHoro 110.
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Security Center

IpynnoBble 3agauu

"YRAPHBIX
ReficTEui (ranpunep, noma BupyCos 1 obroanerE) U
aeficTen (Hanpimep,

arcTusaLMA nporpans).
@ Coznatn 3apauy

(&) MHnopTuposaTh saaayy us daiina
) OBHoBHTS

Puc. 5.68. Tlocne mosiBNeHNs B CETH OTKIIIOYEHHOT'O KOMITBIOTEpa
YCTaHOBKA MPOJIOKHIACH

(N Macrep nobannenns rowoua

Puc. 5.69. JJobaBnenune Kioua
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Jis 3alThl OT HEJIEeTAlbHOTO PACIPOCTPAHCHUS B AaHTHBUPYCHBIX
npoxaykrax JIK HCmonp3yroTcs NUICH3WOHHBIE Kioud. [lpu oTcyTcTBHU
KITI04a (YHKIMOHANBHOCTh MPOAYKTa orpanmdmBaeTcs. Security Center
MTO3BOJISIET IIEHTPAIN30BAHHO YIIPABIIATE KIIIOYaMH B CETH MPEATIPHSTHS.

JIuieH3MOHHBIC KIIIOYM MOXKHO BBECTH Ha CTaIHW{ MEpBOHAYAIBHOM
HACTPOWKHU CepBepa aIMUHHUCTPUPOBAHMS WM MO3KE, Yepe3 KOHCONb aj-
MUHHUCTpUPOBaHUA (y3ell Xpanunuwa, BIOXeHHbIH y3en Knouu). Haxas
CCBUIKY J{ob6asumb K04, MOXKHO NOOABHUTH KIIOUH B XPAHWJIHIIE, BBEIS
KOJl akTWBamuu (TIOHAJXOOWTCS TOJKIIOYCHHE K MHTEepHEeT) WM yka3aB
(hbaiin nmuueH3noHHOTO Kiroda (puc. 5.69). IIpu no0aBieHUH B XpaHUIHILE
HOBOT'O KJIFOYa I10 YMOJYAHHIO OH Oy/eT aBTOMAaTHYeCKH pPacHpOCTpaHéH
HA YIpaBIsIEMbIE KOMITBIOTEPHI.

[BraspershysecurityCenter =loix|
daiin  fefictene  Bua  Cnpaska

les| a0

[V Kaspersky Security Center R
1 (] Cepeep anmrcTpHposaris - AVSERY Kaspersky Security Center
% YNpaBAENEIE KOMLIOTepE!
El

OrueTsiu yseaomnerns

L3 omser o sepau rporpam mafonareont € | OTUET 06 UCMONB3OBAHNUK KNtouei

[ Omer o mupyeax (07T 0 COCTORHIM Kl Ha KIMEHTCX KOMNITEDaK A7 BCEX PRy
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Puc. 5.70. Otyer 00 UCIIOAB30BaHUU KIIFOYEH

[onyuuts nHpOpMAaLUIO 00 UCHONB30BaHUN KIIFOUEH N3 XpaHWIUINA
MO>KHO U3 0TYeTa 00 UCIOIb30BaHUU KIFOUEH, KOTOPBIN OTKPBIBACTCS WU
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[I0 CCHUIKE M3 OKHA YNpaBICHUS KIIOUaMH, WIH U3 pasznena Omuemsi u
yeedomaenus -> Omuem 06 ucnonvzoganuu xmovei (puc.5.70). Tam
mpezAcTaBiIeHa HHYOPMAIHA O TOM, KaKHe JIMICH3UH 1 Ha KaKUX KOMIIbIO-
Tepax UCIIONB3YIOTCS, CKOJIBKO MUMEETCs] CBOOOTHBIX JIMIICH3UH, CPOK JICH-
CTBHS KJIFOUEil.

3apganmue 3.

Ortkpoiite xpanunuine kmoueil. Chopmupyite oTueT 06 UCIONB30-
BaHUM KITIOYEH M 03HAKOMBTECH C €ro conepxanueM. [Ipum HeoOxoamMo-
CTH, 100aBBTE KIIIOUX B XPAaHUIIHIIIE.

5.10.4. KondurypupoBanue cepBepa aAMUHHCTPHPOBAHUS

eas paboThl.

B pabote paccMaTpuBarOTCs BOIPOCHI, CBSI3aHHBIE C CO3JaHMEM Ha
cepBepe aAMUHUCTPUPOBAHUS MMOJUTHK U 3aJ1a4, a TAKXKE UX BBIMOJIHEHUEM
Ha KJIMEHTCKUX KOMIIbIOTEpaXx.

Onucanue padoThl.

B npenpiaynux 1a6opaTopHEIX paboTax BBIIOIHSIIOCH pPa3BEpThIBA-
HHE aHTUBUPYCHOTO NPOTPaMMHOI0 OOECIeYeHUS Ha KOMIIBIOTEpax 3a-
nmaemMoi cetu. Celfyac paccMOTPHUM BOMPOCHI, CBS3aHHBIE C HACTPOMKOM
cepBepa aJMUHUCTPUPOBAHUS M NOJKIIOYEHHBIX K HeMy KiueHToB. Oc-
HOBHBIE CPEJICTBA aJIMHHUCTPHPOBAHHS 3[eCh — 3T0 3a1aun (puc. 5.71) u
TIOJTUTHKH.

3aoaua — 3TO UMEHOBAaHHOE NEWCTBHE, TPOU3BOIUMOE Ha cepBepe
aJMUHUCTPUPOBAHUS WM WHUIUHPYEMOE CEpPBEpOM Ha KIMEHTE. 3aJayu
MOTYT ONIPEACIATHCS U cepBepa aAMUHUCTPUPOBAHHSA, HA00pa KOMIIBIO-
TEpOB WM I'pyMNIibl KOMIIbIoTepoB. HekoTopble 13 3amad co3aaroTcs aBTo-
MaTUYECKHU, APYrHe CO3JaeT aAMUHUCTPATOp (HampuMmep, 3ajJauu yJajacH-
HOM YCTaHOBKM WJIM ACUHCTAULILUU MPOrpaMM, KOTOpPBIE CO3AaBAIUCH B
X0JIe TpenplIyInelt nadoparopHoii). HauneM ¢ mpenycTaHOBICHHBIX 3a/a4
cepBepa, IepedeHb KOTOPBIX Ipe/ICTaBlieH Ha puc. 5.71.

Ecnu BoCIOnb30BaThCS CCHUTKON HM3menums napamempul 3a0aqu, TO
U3 HACTPOEK PAaCIUCAHUSI MOXKHO y3HaTh, UTO 3arpy3Ka OOHOBICHMH Ipo-
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U3BOAMTCS Kaxkapld vac. Ilepelins Ha Bknanky llapamempsi MOXHO H3Y-
YUTH IIEPEUCHb HCTOYHUKOB 0OHOBICHHS (puUC. 5.72).

[4 Kaspersky Security Center

W4 Kaspersky Security Center
= (5 Cepsep anmmumcpuposarus - AVSERY

BoinonHenne sanaun

» 3anycrurn OcTaHoBHTL

© amesnrms. napamerpu sapaun
@ Vamerarms napanerp
@ Ve pacwicakie
D NapaneTpel yeeaonnemns: yseaoHnerie
@) MapaneTpo yoeRonneMs: Xparerie pesyrsTaTon

| % vaanrssanasy

Puc. 5.71. 3agaun cepsepa aIMUHACTPUPOBAHHS

o]
Paspenbi MapameTpbl

CooiicTBa HCTOYHHKA obHoBneHNi Bas

Puc. 5.72. HacTpotika ncTOYHHKA OOHOBIICHUI
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I[To ymomn4aHWio A OJWMHOYHOTO CepBepa aJIMHUHUCTPUPOBAHUS
KOH(pUTYpUpyeTCs TojdydeHne oOHoBIeHMs ¢ cepBepoB JIK. Tlpm
HWEepApPXUUYECKON OpraHu3aliu CTPYKTYPHl YIPABICHUS AaHTUBHPYCHOU
3aIUTON TOSBITCS W JPYrH€ WCTOYHWUKH, HANpPHUMEp, TJIaBHBIM CepBep
aJIMHHUACTPUPOBaHUA. Takke MOXHO HACTPOUTh OOHOBJICHHE U3
JIOKAJIbHOM UJIM CETEBOU IAIIKH.

3amanme 1.

1. M3yuute mapameTphl 3ajaun «3arpy3ka OOHOBJICHHN B XpaHMIH-
me». Kakne oOHOBIICHHSI 3arpyKaroTcsl, KaKol CETeBOM MPOTOKOJN U B Ka-
KOM PEXHME UCTIONb3yeTCs s 3arpy3Ku?

2. Ilpoananusupyiite mapameTpsl 3amaun «Pe3epBHOE KOMUPOBAHUE
JIAaHHBIX CepBepa aJMUHHUCTPUPOBaHMs». Kak 9acTo MpOBOIUTCS pe3epB-
HOE KOITMPOBaHUE, U TJIe XPAHATCS PE3CPBHBIC KOITUU?

[IpenycTaHOBICHHBIC 337]a41 MOKHO JIOOIIPEICIUTh, IOMEHSB Mapa-
MeTpbl. KpoMe TOro, Ux MOXKHO 3aIyCTHUTh M BPYYHYIO (HampuMmep, eciu
HEMeJIEHHO TpeOyeTcs MOIy4YuTh OOHOBJIEHUE aHTUBUPYCHBIX 0a3).

[ Macrep cosnanua safaun

©  tocrescompmmnsanenn

Tun 3agaun

Cepaep apmuHscT pupoannn Kaspersky Security Center

[gerce | _omes |

Puc. 5.73. Co3nanue 3amaun
cepBepa aIMUHUCTPUPOBAHHMS
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Eme oquH THI 33124 cepBepa aMUHUCTPUPOBAHUS — ATO PACCHUIKA
ordeToB. Ecnm co3mate HOByI0 3amady cepBepa aAMHHHUCTPHPOBAHUS,
TOJBKO 3TOT THI U Oyner pocrymneH (puc. 5.73). MoxHO ckoHHUTYpHpO-
BaTh OTIPABKy OTYETOB IO IEKTPOHHOI mouTe (Hamo yKas3aTh cepBep, de-
pe3 KOTOpHI OyAeT MPOU3BOAUTECS OTTPABKA, U aIpec MOTydaTelst) HiIu
COXpaHEeHHe OTYeTa B yKa3aHHOH ITaTKe.

3amanmue 2.

Co3paiiTe 3amady Ha €KEIHEBHOE COXpAaHEHHE OTYETa O BHpYyCaX B
manke d:\avreport. Otuet nomwken Gpopmuposarbes B 11:00 u Ob1Th B dop-
mare pdf. [IpoBepsTe paboTy co3aaHHOM 3a1a4uu.

I'pynnogvie 3a0auu BBHIIONHSIOTCS B OTHOIIEHHH KOMITBIOTEPOB,
BKJIIOUEHHBIX B rpymnmy. C co3maHmeM 3aj1ad Ui TPYIBl Ynpasisiemvie
KOMAbIOmMepbl MBI YK€ CTATKUBAIUCH B MPEABIAYIINX JTa0OpaTOpHBIX pa-
6otax. /1y 3TOM IpynIiel €CTh TPU MPEAyCTaHOBJICHHBIC 3a1a4l — (OOHOG-
nenue, Houck supycos u Touck yszeumocmeii (puc. 5.74).

=lolx|
@aiin  [efictene  Bua  Cnpaska
*=7=lalE - mla
% izspersky Security Center
1 (] Cepeep anmmwcTpuposanus - AVS
) KOMMBIOTEpbI

pynnst lonMT kn 3apaun (OMMBIOT epbl
Hauano paGoThi » YNpas/siemeie KOMNEIOTEpb:
%) Creeri 1 yoeonnera P
5 BuiBoprar cobimi U KoMMHOTE: N
s 3anam Cepsepaanmnncroop | [PYTINOBbBIE 3agaymn
& 3anaun ans nabiopos KommeroT | Sanatn Mcnome3yOTCS ANA HACTpOTiG perynApHSI RENCTEW (Hanpep, o

5 \
Mporpanms 1 ysssrHocTi OMCK BUPYCOS U OEHOBIEHVE) U ASFICTBI, BSINOMHASHLIX BPEHS 0T @ y
5 Hopacnpenenessae kowuora| | SREEH (fapHmED, YCTaoEKa Hogof 529G YTRESARHOR MRorpans ) (\
B oomms W akTVBaLY PO panE) » ¢
° - L > ! @7
() WanopriposaTs sanauy us aiina \

Q) ObrosiTo & h
o LAY
o

[7 NMoxaseisars yracnenosartoie sanas

¢ Tun sapau: Ofoenesiie
ﬁ}numsnpyms Kaspersky ¢ npor 8 s Windows

é}ﬂummvnxsunnneﬂ Kaspersky Endpoint Security ¢ 1 aavepuena

Bhinonuenne 2ajaun

SR
I — ] I =]

[Faymn: 0, komsrorepos: 4 I I

Puc. 5.74. 3agaun uist rpynnsl «YpasisieMble KOMIBIOTEPBI»
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IIpu HacTpolikax MO yMOTYaHUIO OOHOBJICHUE KIMEHTCKUX KOMIIbIO-
TEpOB INPOM3BOMUTCS IPH KaXKTOHW 3arpy3ke OOHOBIEHWH B XpaHWIIHILE
cepBepa aAMHHHACTPHPOBaHUS. VICTOUHMKHM OOHOBIICHHS MOTYT OBITH pas-
JUYHBI TIpU paboTe B JIOKAJTHbHOM HIIM MOOWJIBHOM pexxkume (puc. 5.75). B
JIOKaJIBHOM PEXHMME IPH HACTPOHKaX MO YMOJTYAHHIO OOHOBJICHUE MPOU3-
BoIUTCs ¢ cepBepa Security Center, 8 MobunbHOM — ¢ cepBepoB Jlabopa-
topun Kacrepckoro. MoOMIIBHBI peXXuM BKIIIOYAeTCs, €CJI areHT aJMHU-
HUCTPHPOBAHU Ha KOMITBIOTEPE HE MOXKET YCTAaHOBUTH CBSI3b C CEPBEPOM

aIMHUHUCTPUPOBAHUS.
[N CeoiicToa: Obnosnerne i I (=15
Obupme TNapameTpbi 06HOBNEHMA 6a3 M MOAY/IEH NPOTPaMMbi
Veepnomnense
[~ NapameTpel B NOKAINEHOM PEXMMe
Pacmcame P ———
NapameTpsi o e
Yuernan sannck r Ke 6 & nanky:
Haunoyenna us obnacrn geiicTena sag I O620pere
- Napanetpet & HOBHNLHOM peXMe
PR ——
[¥ OBHosns TS MOAYMM Mporpanme:
™ KonvposaTs ofHoEnetis & nanky:
| OB30p,
BHUMaHME! TaPaHETPbI NPOKEH-CEPBEPA MOrYT BbiTh YKA3aHH! TONLKO B NONHTHKE.
e B
Copania oK I Omrera MpHHErHTE
VA
Puc. 5.75. TlapaMeTpbl OOHOBJICHHUS
3ananmue 3.

O3HaKOMBTECH C TApaMETPaMU U PACIUCAHUEM CTAHIAPTHHIX 3aad
JUTsL TpyIIbl «YTIpaBisieMble KOMITbIOTEPb». Kak yacto mpousBoauTcs mo-
HCK BUPYCOB «II0 pactmcanuto»? [IpoBepsrorcs u mpu 3ToM (aiiisl B ap-
xuBax? Ucnonp3yercs Ju MpU TakKUX MPOBEPKaxX dBPUCTHUECKUN aHAIN3?
Kaxk wacto npousBonutcs nmouck ysazsumocted, 1 [10 kakux mpousBoaute-
nielt mposepsieTcs?

B rpynne MoxxHO co3faBarh moArpynmsl. i 3TOro HyHO B OKHE,
AQHAJIOTUYHOM TPEACTaBICHHOMY Ha puC. 5.74, nepelTu Ha BKIaaky [ pyn-
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not 1 BBIOpaTh Co30ams nodepynny. Jlanee MOXKHO IIEPEMECTUTH B IPYIIITY
OTHOCSIIIMECS K Hel KoMIbroTepsI (puc. 5.76).

[A Kaspersky Sacurity Center ==
®aitn  feiictene  Bua  Cnpaeka
e 704 0XE ¢Bmle

W4 Kaspersky Security Center
(5] Cepoep anmuictpuposarin - AVS pynnet Tk Komnbrotepe

E T pem——
1 Hoyrbinar
[I3) OreTsi v yeenonnenns
2 [ Buopon cotemiv conore | KFTM@HTCKME KOMMbIOTEPbI
e Beific
o ONOTERE @ LobasHTh KoMNLIoTEpbLE

Sana Ceppepa ansawcrvp | @ HACIDOWTH knurenum onnenenenwa cratuca

[& 3anaun ana HaBopos KowmbIoT LN Macrep nobasnennn knenT i KomnsoTepos
TiporpamHs 1 yssaAmocT

iepacnpeener i KonnLoTe
(&) xparmnmua

IS stamons
I S ————

ey 0| VR foree | _omes |

Puc. 5.76. JloGaBneHre KOMIBIOTEPA B TPYIILY

3aganue 4.

B rpynme «Ynpasisiemple KOMOBIOTEPBD» co3aaiTe moarpymry «Ho-
y10ykm». Ilepemecture Tyna kommsiotep NB1.

I'pynnoBsle 3agauu MO yMOJIYAHUIO OYAYT BBIIIOJTHEHBI HA BCEX KOM-
IbIOTEpax IPYMIbl U BKIOYEHHBIX B Hee NoArpynn. Co3gaiiTe rpynmnoByo
3aJady ISl OTHpaBKHA cooOmeHus (puc. 5.77) IMONB30BATEISIM TPYIIITHI
«YmpapnseMble KOMIBIOTEPBI». TakkKe Co3JaiiTe aHaJOTHYHYIO 3aJady
it oarpynnsl «HoyTrOyku». 3amyctute 0o6e 3amaun. CooOmeHnsT KaKuxX
3ajau MOSBWINCH Ha KommbtoTepe NB1? Ha xommnbtotepe Serv? Uzyuute
IepevyeHb BO3MOXKHBIX 3a7]ay JUIS TPYIIIEL

Pemaktupys cozmanHyro TPyNIIOBYIO 3a/1ady, B pasaene Mckuouenus
u3 obnacmu Oelicmeusi 3a0ayu MOXKHO HACTPOHUTH MOATPYIIIHI, ST KOTO-
PBIX 3a1a4a He OyaeT BHIMONHIThCS (puc. 5.78).
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&% PanpOCTpaHEHIE UHCT SMNALMOHHOND NAKETS
¥ YnanenHan LeMHCTANAR NporpaMMs!

&% Nenpasnerme yazsuMocTel

& Yaanenan ycrarosia nporpanmsl

Puc. 5.77. Co3ganue 3ama4un Ha OTIIPABKY
COOOIIEHNS T10JIB30BATEIAM

&}
Pa3nenbi Wcinrouenns U3 06nact AeicTBuA 3apaun

e

Puc. 5.78. Hacrtpoiika nckitoueHuit s 3a1a4n

B otnmume oT rpynmoBHIX 3amad, 3adauu 05 HAOOpa KOMHbIOMEPOos
IIPU BBIIIOJTHEHUH HE YYUTHIBAIOT NMPHUHAAICKHOCTh KOMIIBIOTEPA TOH MM
uHOHU rpymme. Ho KoMIbloTephl HY’)KHO YKa3aTh KaKMM-TO JPYTHUM o0Opa-
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3oM. [TogoOHOrO KIilacca 3aiady MBI YK€ CO3/IaBaliil IIPH Pa3BepPThIBAHUU
areHTa aJIMUHHCTPUpOBaHMA. Torma TpeOyeMbIil CIIMCOK OBLI IONyYeH B
pe3yabpTaTe TOWCKA HepaclpeneeHHBIX KommbloTepoB. Korma 3amagy
HAJI0 BBIIOJIHUTH Ha KJIHMEHTaX, COOTBETCTBYIOIIUX OMpe/eEHHOMY YCII0-
BHUIO, MO’KHO BOCIIOJIB30BAThCS «BBIOOPKAMU» KOMITBIOTEPOB (puc. 5.79).

WX Kasbersky Security Center

5 (] Cepot amrrsicrpwposarys - AVSERY Hauano paGoThi » [JaBHO He BLINO/HANCA NIONCK BMDYCOB
[} Ynpasnnensie romioTep
JaBHO He BbINOMHANCA NOUCK BUPYCOB
@ Croiicrea BbiGopIG
@ RoBosirrts urw yaamrrs rpade:
() broens
4O He NOAKMNOUAC: e —
Eco HeoBpaBoTarte ofbexTt 21y craryc: B 8 [ /s komnsionepa: Alg
Cramycon . SAVETHTE 32434,
et co coaryeon Toeay] | 1o oncpauor... | Aonen | aren.. | Bamscer [T [ < per >
o Bce sanaum Y| Micosoftwind... LaBs  +/+ YTy Hasan &
e V| MosoftWind.. LS +/+ Tmeyreesan &
e LBS 4[4+ Bmwyrrasan 1
OboauTs
Gooficroa
Crpasica
Kl | J3 | K] | |
[3anyo<aeT macrep cosnammn sanaum ans komnsoTEpos 1s BEBOpIM [ [

Puc. 5.79. Coznanue 3amaun 1711 BBIOOPKH KOMITHBIOTEPOB

3anganmue 5.

Packpoiite y3en Bwibopku cobvimuti u komnvromepog -> Bwibopku
KOMNbIOMepos N 03HAKOMBTECH C MEPEYHEM IMPEAyCTaHOBJIEHHBIX BbIOO-
pok. OOpaTuTe BHIMaHUE, YTO CO3JATh 3a/1ady JJIs BEIOOPKH, KaK 3TO IO-
Ka3aHo Ha puC. 5.79, MOXKHO TOJIBKO B CiIy4ae eciiu BeiOopka He mycrta. Co-
3/aiiTe 3ajady MOMCKa BUPYCOB Ui BEIOOPKU «JlaBHO HE BBITIONHSJICS T10-
HCK BUPYCOB», 3ajlaua JOJDKHA 3aIlyCKaTbCsA BPYUHYIO (€CNIM yKa3aHHas
BEIOOpKA HE COIEPIKUT KOMITBIOTEPOB, HCHONB3YHTE IPYTyI0). 3aIyCcTUTe
3ajady, IpPOBEPHTE €€ BHIITOTHCHNUE.

Paccmotpum mporece coznanusi HOBoM BbIOOpKH. IlycTh TpeOyercs
BBIOpAaTh KOMITBIOTEPHI ¢ omnepaiuoHHoi cucremoit Windows 7. M3 kon-
TEKCTHOTO MEHIO y37a Bsibopku komnviomepog Bb3oBUTe koMaHay Co-
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30amw ->Hoeas évibopka. I10IBUTCSI OKHO C 3alIPOCOM Ha3BaHUSI BEIOOPKU
(nazoBem ee «Windows 7»), u ona Oymer cosmana. ITocie 3TOro Hy>KHO
HalWTH BBIOOPKY B CIIMCKE W M3 KOHTEKCTHOTO MEHIO BBI3BATh KOMaHIY
Ceoticmea. B oxHE CBOMCTB HYXXHO TNEperTH B pazaen Yciosus u Tam
HaxaTh KHOMKY Cgoticmea. Ilocne atoro B paznene Ilpocpavma Hyx HO
yKa3aTh TpeOyeMyro BepcHIo orepannoHHoit cuctemsl (puc. 5.80). [Togo6-
HBIX YCJIOBHH 0TOOpa MOKET OBITh HECKOJIBKO.

(X Caoiictsa: Windows 7 E =10l x|
Obupe Vit nporpamHl:
Cern I ﬂ
Ceresan aKTHBHOCTB
Nporpamma Eerman o= |
CTaTyC KOMNLIOTEPa Ha3BatHe KpHTHIECKoro obHoBReHNs::
AHTHBHDYCHAR S3UMTa ™ Mocneanee ofiHosnetie moayner nporpanmi:
i I e |
Peecrp obopyonatmm no 14.02.2012 | |1s:19:20 3:
BupTyanonbie MawnHb
BepaiA ONEPALIIOHHON CACTEMI:
[Microsoft Windows 7 =l
= o ]_ome | o
VA
Puc. 5.80. Beibop mapameTpoB GuasTpanuu
3amanmue 6.

Co3naiite BEIOOPKY KOMITBIOTEPOB C ONepanuonHoi cucremoir Win-
dows 7. Jlnst 3TOM BBIOOPKH CO3[aiiTe M BBINOJHHUTE 337ady OTHPABKH
MTOJTB30BATEIISIM COOOIICHHUS, IIPOBEPHTE €€ padoTy.

O3HaKOMBTECh C IOJHBIM NEPEYHEM BO3MOXKHBIX yCIOBHI oTOOpa
KOMITBIOTEPOB.

Tonumuky TO3BOJIAIOT LEHTPAIU30BAHHO ONPENEIUTh HACTPOMKH
it mporpamM JIK, Kak aHTHBHPYCHBIX, TaK W YIPABILIOMNX UMHU (AMe-
IOTCSI B BHIIy CEpBEp M areHT agMHUHUCTpHpoBanus). [lomurrka onpememns-
eTcsl AJI TPYIIbI aIMUHUCTPUPOBAHUS M HACIEAYETCS] BXOIAUIMMHU B HEe
MOATPYTIIAMH.
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[IpuMeHeHne TOMUTUKU MPOU3BOAMUTCS CIECAYIOIAM 00pa3oM: eciiu

Ha KIIMCHTCKOM KOMIIBIOTCPE BBIIIOJIHAIOTCA PE3UACHTHBLIC 3aJa4dd, OHH

MIPOJOJDKAIOT CBOE BBHITOJHEHUE C HOBBIMU 3HAYCHUSIMH IapaMeTpOB, HE
MpepbiBasich. 3amylIeHHbIC MEPUOANYECKHEe 3aJa4un (IIpoBepKa mo Tpebo-
BaHUI0, OOHOBJICHHE 0a3 MPOrpaMM) MPOJODKAIOT BBHIMTOJHEHUE C HEU3Me-

HEHHBIMHU 3HadyeHusMU. HoBbIit 3aIllyCK IMEPUOANYCCKUX 3aAad IPOU3BO-

AUTCA C UIBMCHCHHBIMUA 3HAYCHUSAMU MTApaMETPOB.

B cnyuae ucnonb30BaHus UEPAPXUUYECKOH CTPYKTYpPbI CEPBEPOB all-
MUHUCTPUPOBAaHUS MOJYUHEHHBIE CEPBEPHI MOJIYYaroT MOJUTUKU C IJaB-

HOTO CepBepa U paclpoCTPaHIIOT UX Ha KIIMEHTCKHE KOMIBIOTEPHI.

Ecmu IPOUCXOOUT Pa3pbiB COCAUHCHHUA MEKIAY CEPBEPOM aJIMUHU-

CTPUPOBAHUA U KIIMCHTCKUM KOMIIBIOTECPOM, Ha KIIMCHTCKOM KOMIIBIOTEPE

BCTYIIa€T B CHJIY IOJHUTHUKA IJIA MOOHMIILHOTO II0JIE30BATEIIS (CCJ'II/I OHa

ompeseNieHa), Uik MOJIMTHKA MPOJOJIKAET NSHCTBOBATh C MPEKHUMU Ia-

paMeTpaMu 10 BOCCTAHOBJICHUSI COCAUHCHUA.

[ Kaspersky Security Center

®aiin  Jeiicrene  Bua  Cnpaska
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@ Morurroparr yssmvocreli () Kormpons ycrpoficTs
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Puc. 5.81. TIpenycranoBieHHas MOJIUTHKA JUISl TPYIIIBI

VYnpasiseMble KOMITBIOTEPHI
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Hns tpynnsl Vnpasnsemvie komnwlomepusl CYIIECTBYET IpeaycTa-
HOBJICHHAsl MOJIMTHKA, KOTOPYIO MOXHO IPOCMOTPETh, BBIIEIHUB Y3l
TPYMIEI U OTKPBIB BKIAnKy [lonumuxu (puc. 5.81). Kpyrosas mumarpamma
MIO3BOJIACT YBUIETH PE3YIBTATHl PACTIPOCTPAHCHUS TTIOJIUTHKH.

3agaume 7.

Mepeiiast mo ccpuike «3MEHUTH MapaMeTphl MOAUTHKI» (puc. 5.81),
03HAaKOMbTECH C YCTAHOBKAMM MOJUTHKY 3alIUThL. C KaKMMH HaCTpOHKaMu
pabotaet ¢aittoBslii anTUBUPYC? Kakve HACTpOWKH CIENIaHbl JUIS 3aIIUThI
KJIMEHTCKOTO KOMIBIOTEpA B CITy4ae CETeBOW aTaku?

[Ipu co3gaHMM MOJIUTUKH MOKHO HACTPOWTH MUHHMAIBHBIA HAOOp
napaMeTpoB, 0€3 KOTOphIX Mporpamma He OyneT paboTarb. OcTajbHbBIE
3HAYECHUS TapaMeTPOB YCTAHABIMBAIOTCS TI0 YMOIYAHUIO U COOTBETCTBY-
0T 3HAYEHISIM 10 YMOJYAHHIO IPH JIOKAJHHOM YCTaHOBKE IPOTPaMMEL.
[Tocne co3ganus MOTUTHKY MApaMETPhl, HA U3MEHEHHE KOTOPBIX HAIOKEH
3anpeT (YCTAaHOBIEH «3aMOK»), HAUYWHAIOT JIEHCTBOBATh HAa KIMEHTCKUX
KOMITBIOTEPaX HE3aBHUCUMO OT TOTO, KaKHe IapaMeTpbl ObUIH ONpeiesieHb
JUISL TPOTPaMMBbI paHee.

J7s omgHOM TporpaMMBI B TPYIIIIE MOXKHO CO3IATh HECKOJIBKO TOJH-
THK, HO aKTHBHOH MOeET OBITh TOJILKO OJ1HA M3 HUX. [Ipu co3nannu HOBOM
AKTUBHOW MOJIUTUKU MPEIbIIYyIIasi aKTUBHAS TOJUTHKA CTAHOBHUTCS HEak-
TUBHOH. M3MEHEeHUsT MOXKHO ClielaTh B CBOWCTBAX MOJMTUKHU B pazjelne
[onoanumenvro -> Axmuenocmv u naciredosauue (puc. 5.82). Ecnmm Ha
9TON BKJIAJKE BBHIOpaH BapHaHT [lonumuka 051 MOOUTbHLIX NOAb308AMe-
Jletl, TIONIUTUKA HaYMHAET JIeCTBOBATh Ha KOMITBIOTEpAX B clydae MX OT-
KITIOYCHUS OT CETH OpraHU3aIliH.

Co3maguM HOBYIO MOJUTHKY, OTIPEIEIHIIONIYIO, UTO (halIOBBIN aHTH-
BHUPYC JIOJDKEH HCIOJIb30BaTh HACTPOMKH, COOTBETCTBYIOLIUE BbiCOKOMY
yposHio bezonacHocmu BMeCTO Pexomendyemozco ypogus. Ornnune 3a-
KJIFOUAeTCsl B TOM, 4TO Buvicokuii ypogens TpebyeT OT pe3uJCHTHOIO aHTH-
BHPYCHOTO MOAYJIS MPOBOJHTE OoJiee TIyOOKYIO MPOBEPKY (hailyioB, mpo-
BepsITh apXuBbl U T. n. [lmata 3a Ooyiee KaYeCTBEHHYIO aHTHBHPYCHYIO

294



HPOBEPKY — ITO CHIIKCHHE «IIOJIC3HOI» IPOU3BOJUTEILHOCTH KOMIIBIO-
Tepa, HOATOMY NPUMEHSTE ee OyZeM B 0COOBIX CITydasiX, O UeM Jaiee.

M Caoiicraa: Monurnka saumrbl
Pazpenst AKTMBHOCTE M HAU1E0BaHNE
=l

MoHHTOPMAT CHCTeME!
Ceenoii spar
3auTa o7 ceTeBbIX aTaK

[loMORHUATENGHBIE NapaNETPb!

Puc. 5.82. BoiOop akTUBHO# MOJUTHKH

[ MacTep cosaanna NOnuTHKN

-~

Puc. 5.83. Co3nanue HOBOH NOJIMTUKHA
quts Kaspersky Endpoint Security
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Ilycth co3gaBaemasl MOMUTHKA Ha3biBaeTcss «CBEpXHAICIKHAS 3alllH-
tTay W JedictByer s mporpammbl Kaspersky Endpoint Security 8.0
(puc. 5.83).

B cnenyromem okHe Oyaer 3ampolieH KOH(UTYpamMOHHBIN (aiin
IUIL UMIIOpTa mapaMeTpoB. Ho ero y Hac HeT, MO3TOMY IPOCTO HIEM Ja-
nee. B okne Hacmpotixa napamempoe KOHMpoia OCTaBIIEM BCE 110 yMOJ-

YaHUIO.

[ T ————— - x|

- R—

i OcHOBHEIE NApaMETPLl 3aWMTEI
@ MouToBbI AHTUEMDYC

@ BeB-AHTUBMDYC

& IM-ArTusmpyc

i@ MoHUTOpUHI cHcTems!

@ CeTesoii skpaH

i@ 3alUKTa OT CETEBbIX 3TaK

| & Vswerwms | & Oriperms

==

Puc. 5.84. Boibop U3MeHsIeMbIX HACTPOEK

W3MeHeHns: MOHATOOUTCST BHECTH B CIEAYIOIEM OKHe — Hacmpoti-
Ka napamempos 3awumul. TaM HagO BBIOETUTH TPYIILY HAcTpoek Daiino-
évlli AHmueupyc u HaxaTh KHONKY Mzmenums (puc. 5.84). YpoBeHs 6e3-
OITACHOCTH YCTaHABIMBaeM Kak Buicoxuil (puc. 5.85).

Janee cornamraemMcsi ¢ HACTPOWKAMH 10 YMOJTYaHUIO, C TIPHUCOCTUHE-
aueMm K cetd KSN u 1. 1. BaxkHO B mocnemnem OkHE MacTepa CO3JaHUs
MTOJIATUKH, MPEICTAaBICHHOM Ha puc. 5.86, yka3aTh, 9YTO JaHHAs MTOJIMTHKA

HE SIBJISIETCSI aKTUBHOM.
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[ Hacrpoiika : ©ainossli AHTHERDYC

Boicokmii

- Hanbonee NonHas sawuTa
-PekomerpyeTca Ana paboTsl B onacHoli pee

- Oeiicrene npu obHapy yrpos.l &

" Buif AelicTemMe

® BLINOAHATE AEicTEME: JIEUNT b. Y AANAT b, ECAH NEYEHHE HEBOZMOMHO
ﬂeumz
v

¢ ECTM NEHEHNE HEBOSMOMHO

Puc. 5.85. M3meHeHne HACTPOUKH

(8 MacTep cosganna NOAMTHKA

-

Puc. 5.86. 1I3sMenenne cocTOSHHS HOJIUTHKA
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3ananue 8.

B cooTBeTCTBMM C NMPUBEACHHBIM ONMHCAHHEM CO3JIalTE HOBYIO IMO-
JIUTHUKY, HO HE JIeTIalTe €€ aKTUBHO.

Ha cepBepe MOXHO HACTPOUTH CIENUATBHYIO TIOJUTHUKY, aBTOMAaTH-
YeCKU aKTUBUPYIOIIYIOCS MPY BUPYCHOU atake. [lenaercs 310 cienyouum

oOpa3oM. U3 KOHTEKCTHOrO MEHIO cepBepa BbriOepeM komaHny Ceoticmea
(puc. 5.87).

[ Kaspersky Security Center
Gain  fleficreve  Ban  Crpaska

N ol e 7 e

(24 reky Security Center

apruimic a

=0l

Kaspersky Security Center
Hauano pa6otbl

]

& ) Hoyr6yxn
@ %) OTuersi v yeenomnerin YCTaHosHTE Nparpany-
1 [ Beifioprn cobirmiii v komnsig | Momas

1 [ Beifopu xomneioTepos

¥ Baset yerapen

H Ha BCEX YrpasnaembIx KoMMbtoTepos: 4. OfHapyxeHo
LasHo He BemonHan  Bug N 9 pa por Py

HEPACTPEAENEHHBIX KOMMBIGTEPOB: O
AasHo He NoaKkIoua
Ecro Heobpabotary | YASMATE

waa » Kacnepckoro @ Nepeii k ynpasnsieMbiM KoMnbloTEpaM
Qn
Crpaska
Al 3auma HopraneHa [186H0 HE BEMOHANCA NIONCS BMYCOE: 3 KOMNEIOTEROE
[@ HoBbie koMMbOTEpHI B 2T e T
[@ Notepao ynpasnerme
[@ windows 7 .
2 Cobumns @ HacrpouTs 3aumTy pabounx CranLmi @ HACTPOTH NOKCK BHPYCOB [N PaGoumx
& 3anau Cepoepa anmamcTpuposarin () YIPaBNSTE NPOTPaMNEMA Ha KIMEHTCX KOMMBIOTEPaX CTaHLwHi
[ 3anauu ana Habopos koMMbIOTEPOE
et o [ osuwomnene _________Wwowropuer |
[ 5 Hepacnpenenentsie KoMbioTepo! 06noBneHne Mon#Topxr
o} Lomerer Mocnearsa 3arpyska ofHoBNEHW B XpaHMnMuLe: 22 Ha Cepsepe aAMAHNCTPMPOBAHHA 33PEruCTPHPOSaHE!
& ®¥ Active Directory sy Hasan KpUTHUECME CoBbAR
(5] 8¥ IP-puanasons! NpockoTpeTt cobiTnn
& g © HamennTs napamerpe 06HoBNEHNR
VHcTannsuwonHsie naxeTe!l Q@ Noamorpers cocronHke 3auwThI
OfHoBnerua O np: DPeTh 3anpochl oT i
Knicw P _
Kapartim
Pe3epetoe xparnmLe
aiin! ¢ oTROMEHHOI 0bpaBoTicot
‘ * Eregenve & Kat 2 ’ ocTy >

npasnerna

Crpaska

Puc. 5.87. CeoiictBa cepBepa

Hanee mepeiinem B pasnen Bupychas amaxa W ONPENENINM, YTO SB-
aseTcs KpuTeprueM BUpycHOH araku. IlycTs 310 Oyner oOHapyxeHHe aH-
TUBUpYCaMH il pabounX CTaHIWU W (halnoBbIX cepBepoB B TeueHue 10
MHHYT He MeHee 5 BupycoB (puc. 5.88). CTaBUM COOTBETCTBYIOLIYIO Ta-
JOYKY ¥ MEHSeM HacTpOMKy IO yMoidaHuio (1o ymondanuio — 10 Bupy-
COB; K COKaJICHHIO, M3-3a HEYJauYHOT'O BEIOOpa HIPU(TOB HAANHCH Ha PH-
CYHKE BHIHA HE ITOTHOCTBIO).
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[N Cooiicrea: Cepsep apmnHucT puposanus - AVSERV = =101 %]

Pasnens! BUpycHanA aTaka
Obume .
| NapaneTpel rexepatii cofismin © BUPYCHOH aTaKE MPH NPEBLILIEHHM KONMUECTSE BIPYCOB
Cobbitun +1] 0BHapyReNHED GACTENO 2alHTE! 33 Yika3aHHEI MDOMEX YTOK EpEMEH,
Knroum
KSN Proxy — =l
|tk
Napamerpbi
Bnpycnan atara Bupyeoe: o ——— L =
Tpadmk
i
(PR I~ AnTmonpyce saup i nepmietpa
BipyCon; 1 _|:i' & Tesere (s | 2 E
i
™ AnTuBHpYCBI ANR DOMTOBBIX CACTEM
Eypyzoe; T 2 somwm: 25|
HaCTpouTe aTuBaL0 nonrvk 10 cobimin "Bupvoias aTaka”
Cnpaska = I |
¥

Puc. 5.88. Onpenensiem kputepuii BUDYCHOU aTaku

Jlanee mepexoauM 10 CChUIKE Hacmpoums akmusayuio nOIUmMuK no
cobbimuio «Bupycnas amaxa» n 100aBisieM MOATOTOBJICHHYIO B MPEIbI-
IyIIeM 3aJaHuM MMOJIUTHKY JJIsl aHTUBHPYCOB IS pabOYKX CTAHIMU U cep-
BEPOB.

3ananue 9.

B cooTBeTCTBHHU ¢ IPUBEACHHBIM ONKMCAHUEM, HA3HAYBTE IOJIUTHKY,
MIPUMEHIEMYIO B CIIy4ae BUPYCHOM aTaku.

5.10.5. PadoTa ¢ BUPpYCHBIMH HHIUAEHTAMH

Heab padoThl.

B pabore paccmaTpuBaeTcs NOPSAAOK IEHCTBHI afMUHUCTpATOpa aH-
TUBUPYCHOW 3aIUTHI IPH OOHAPYKEHUH B CETH BPEAOHOCHOTO IPOTpaMM-
HOTO 0o0ecTIeYeHusl.

Onucanue padoThI.

Jig BBIMONHEHUS TaHHOW J1a00paTOpHOW PabOThl HAM MOHAA0OUTCS
tectoBiii  ¢daiin  EICAR,  KoTopblii  J0OCTyrleH  Ha  caiite
http://www.eicar.org/ o cceiike Download Anti Malware Test File. Ero
COJZIEP’)KUMOE — 3TO CTPOKA CUMBOJIOB, IIPUBEICHHAS HIXKE.
X50!P%@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-
ANTIVIRUS-TEST-FILE!SH+H*

299



Ecnu 3Ty cTpoky mmoMecTuTh, Hampumep, B pexakrop Notepad u co-
XPaHWUTh KaK (aii ¢ pacmImpeHneM *.com, IMOIyYHUM HCIIONHSACMBIH (daiin
s OC MS-DOS, kotopslit npu 3anycke BeIBOAUT cooduienne «EICAR-
STANDARD-ANTIVIRUS-TEST-FILE!». Curnatypa storo ¢aima mis
IeNe TeCTUPOBaHKS BHOCUTCS B 0a3bl aHTUBUPYCHBIX IIPOIYKTOB.

IIpn HAacTpolKax IO YMOJIYAaHUIO PE3UICHTHBIM aHTUBHUPYCHBIA MO-
nyibp Kaspersky Endpoint Security He mpoBepsieT COIEPKHMOE apXHBOB.
ITostomy Ha BupTyaispHO# Mammae NB1 B manke d:\test_virus\ coxpanum
tectoBbIil Qaitn EICAR B 3aapxuBupoBaHHOM BHe B (opmare *.zip, u
9TOT K€ apXUB MOBTOPHO 3aapXHMBUPYEM C MOMOIIbIO apXuBaTopa 7zip B
tdhopmar *.7z.

PaccmoTpum mporiecc HACTPOUKH TIONUTHKY B YaCTH OIIOBEHICHUS O
BELIBIICHHBIX BHpycax. Uepe3 KOHCONb aIMUHHUCTPUPOBAHUS OTKpoeM [/o-
AUMUKY 3auumul 7S TPYIIbl Ynpaensemoie komnvlomepul (CM. TPEIbI-
YTy JTa0opaTOpHYIO paboTy) W mepeiaeM B paszaen /JonoaHumenvhvie
napamempul -> Humepgetic (puc. 5.89).

BNl CaoiicTaa: NonuTiica saprea

Paspensl WHTepdeiic
Morwropur ysssmocTeR 5 -

o xi

Kormpoms ycrpoficre ) =

Be-+omrpons

AHTVEMpYCHES SaUMTE
OcHOBHeIE N3paNETPb 2UINT!
aiinostin AnTHEHDYC
MosTomii AHTUBMpYC
BeG-ANTIENDYC
IM-AsTvEpyC
MouITopuHr atcTeNs
Ceresoii sxpan
3auwa or ceTesbix aTaK

LloronHTENSHsIe T3paNETDE
MapaHeTP! nporpamHL
OTueThiu xpaHANALE
MaparieTpel KSN
Virepdeiic

[¥ OTobpakaTe wHTepdeiic nporpans!
r r 3HaHka npw sein u
¥ Qratpaat Protected by Kaspersky Lab™ nosepx kpata npeeTCTEHA Windows

| I~ Bremosms sy napanem

|

MiopmaLLs o monepe

==

Loronwensro

Cnpaska

&

Omera | Mz |

A

Puc. 5.89. Paznen nonuTuky, ynpapistomnii yBeoMICHHAMH

B cexnuu Yeeoomnenus Hano HaxkaTh KHONKY Hacmpotixa, u OTKpo-

€TCsl OKHO HacTpOWKM yBenomiieHui. llepeiineM B cexuuto Datinogulil am-

musupyc (puc. 5.90).
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[Z veepomnenus
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(=) Bavwricie cofierrus

i AHTUBMDYC
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Bl 3auura o ceTeBtix aTak

£\ OBbexT ByneT BoineueH npu...
3anaq no PacHCaHMIo —— T ———
5 Ofroenerve

(=) MHdopraLoHHble cobbITUR

[, BuiBopouran nposepka © Cbuer obpaoran

) Mo ymssumocresi 1 OBbexT BnineueH

@ vt yaanen

) Cosnana pesepsan korms o...
@ OFbekT NoMELLEH Ha KapaHTHH
@ 0wkt nponywen

0 OBHapyxeH apxie

100000000 O O0O0000000 O 0oooo

ID00EREO B IENEEEERE @ EEEE
100000000 O O00000000 O ®@ooom
100000000 0 O0O0000000 O EEEE

@ O6Hapywen ynakosarHsii 0. .
n

Monbsosarensaai = HacTpofiisa NoYT0BLIX YBERoMAEHH

Cnpaska

Puc. 5.90. Hactpoiika yBeqoMIICHUI Ha SKpaHe

[o ymomyanuio uHGOPMAIHS O COOBITUSAX 3aIUCHIBACTCS B JKypHAI
AHTUBHPYCHOW MPOrPaMMbI U, B HEKOTOPBIX Clydasx, B xxypHan Windows.
[Tosb30BaTeNb 0 COOBITUSX HE HMHPOpMHpYeTCs. UTOOBI 3TO MOBEICHHE
WU3MEHHTH, I TPYMIbl KPUTHYCCKUX COOBITHI (hailloBOro aHTHUBUpYCA
YCTaHOBHUM OTMETKY Yeedomisime Ha 3Kpare.

3aganue 1.

He wmensis mactpoex monmutuku, Ha KoMmmboTepe NBI pazapxuBu-
pyiTe (aiin eicar.com. YCTaHOBICHHBIH Ha KOMIIBIOTEPE aHTHBHPYC OJI-
JKeH ynanuth ¢aiin. g noap3oBarens ¢aiin kak OyaTo MpocTo mpornaja-
et, 6e3 Beskux coobmmennii. [locme aToro Ha cepBepe aAMHUHNUCTPUPOBAHUS
M3MEHHTE NEeHCTBYIONYI0 MoMMTHKY it Endpoint Security Tak, kak 3To
nokasano Ha puc. 5.90. [TogoxkanuTe MUHYTY—IBE, TIOKA TTOJUTHKA TPUME-
Hutcs Ha NB1, u nmoBTopute sxcniepumenT. UTo M3MEHHIIOCH?

301



Hacrpoiika yBenomMseHuil Ha 3KpaHe HY)XHA B MEPBYIO O4Yepeab AJIs
MOJTB30BATEIISA, TOTOMY YTO OH YBHAHT COOOIICHHWE HA CBOEM MOHHTOPE.
O agMuHHCTpaTopa MOXHO HACTPOHUTH OTIPABKY YBEIOMIICHHH IO
JNEKTPOHHOM mouTe. 3/[eCh TOXKE MMEET CMBICH OTPAaHHYUTHCS TOJIBKO
KpUTHUYECKHUMH COOBITHAMH, MHAUE TIOYTOBBIN SAMUK OyaeT OBICTpO 3a0HT
coobmenusivu. B okHe, mpencraBnenHom Ha puc. 5.90, otmerum s
TPYNIBI KPUTUIECKUX COOBITHI OTIPABKY yBEJOMJICHUH MO modre. A B
HIDKHEH JacTH OKHa MOYKHO Ha)KaTb KHONKY Hacmpotika noumoguix yse-
OomJlenull ¥ 3a1aTh HACTPOMKH U OTIPaBKK coobenwuii (puc. 5.91).

A Yeenomnenun

@ Crcrenmmii ayanr Maiinosbiil AHTMBMPYC

—— KoHTpons pafiouero Hecta —
Cofiermie

@ ormpons sanyo
nporpatn

O Obrapyren epenoroasii o...
@ OfiHapyxeH BosMOXHO 33pa. .
0 neverve HeposHoNHO

0 Hesosnomro yaannTs obbext
@ ouwia obpaoTin

y Korpons axrueroca
nporparn

B Konrpans ycrpaiicrs
W} BeSKonmpons

HTUBUDYCHAS 331MTa ——

O ERERE®A

() Barbie cobrmus

Al 7 GnpasnaTs nodTosHe CoRBILEHHS © COBLITHAN
— OTNpaBKa YBe[OMNEHHI OT HMEH

Anpec oTrpasuTEns: Fla.‘whsm u
SMTP-cepeep: e gy @obstu.ru nopr: [ 255

Vina nons30satens:

Mapons:

-~ Nonyuarens yeesoMneHii
Agpec nonyuaTens: ‘l@.l.'sphsm u BEpUTE:

— Pesim pacc

(%) Mpu Bo3HAKHOBEHIAN COBLITUR

€' Do pacncaniio (pacnncarive He sanarc) MBHEHT

100000000 O 000000000 O ENEE = S
100000000 O 000000000 O EEEEAEE

Ommena

Puc. 5.91. Hactpoiika yBeqOMJICHHIT IO ICKTPOHHOM MMOYTE

3aganue 2.

O3HaKOMBTECh C HACTPOIKOI OTIPABKU yBEIOMIIEHUH IO 3JIEKTPOH-
HOM moute. [lpy HamMuUMM TEXHUYECKOW BO3MOKHOCTH BBITIOITHHUTE
HACTPOIKY U IPOBEpETE ee paboTy.

3ajaHHas HaMU TMOJMTUKA OYAET OINpeleNsTh MOBEASHHE KIUEHT-
CKHX KOMIBIOTEPOB MPH OTIpaBKke yBeAoMiIeHuid. Ho ecinu koMmbroTep He
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MMEET JOCTYIa K ITIOYTOBOMY CEPBEPY, TO U YBEAOMIICHUE HA IOYTY aJMH-
HHUCTPATOpa OH HE OTIIPABUT.
OTnpaBka yBeOMIICHUI CEpBEPOM aIMUHUCTPUPOBAHUS HACTPAUBa-

ercs dvepe3 ysen Omuemsl u ygedomaenus, BKIaaKa Yeedomnenus
(puc. 5.92).

[ZA Kaspersky Security Center
oain  feiicreue  Ban  Crpaeca
L elENEi 7 i RE
WX Kaspersky Security Center
& [ Cepsep anmcTprposaHis: - AVSERY
YNpaBnseMsIe KOMMEIOT Epe!
B [[2) Oruersiu yeenouneris
[ OT4eT o Beparsx nporpatm NaopaTopuit

=[x

Yeepgomneuns

Hauano paboTsi »0TueTbl M YBe/\OMneHns

[5 Oruer o Bupycax

[ OT4ET o 3ANPENLEHHBIX 3anyaKax

[4 OTueT 0 Hanfones saPEKEHHEIX KOMMSIT
[ OTuer o HecosmecTIMEIX Mporpammax

[ OT4eT 0 NoNb30BaTENSX 33PAKEHHSIX KOT
[ Otuer o pabore Beb-KonTpons

[ Omuer o passepTuBa s3SI

[& OT4eT o peectpe ofopyacEaHna

[5 Oruer o peectpe nporpamm

[ OT4eT o cofibrmiax KoHTpons yeTpoiicTs
[4 OT4eT 0 cocToRHM SaWNTS!

[ OTueT 06 UMONL30BaHAK KNKOUES

[ OT4eT of unonb3yemsix Gasax

[ OrueT o6 owmbiax

[ OTueT o yasaumMoCTSX

YBegoMneHus
YBeaoMNEHAR NCNOAL3YIOTCH ANA
C00BUWEHIS 0 BOSHUKHOBEHI
cofiurmiii B paioTe Kaspersky
Security Center n ynpasnsemsix
nporpamm (Hanprnep,
obrapyKere Bupyca nnu cBoit 5
paBoTe NporpaMMsi).
'YBEAOMNEHME MOMHO
ocywecTERSTS NyTeN oTTDEERA
iMCBMa H3 33A3HHEIT 3apec
SNEKTPOHHOI NOUTHI UMW 3anycka
3a0aHHOr 0 MCNoNHSENEr 0 Gaiina
{opunTa) Ha Cepeepe
BAMARKCTPHPOBaHNS. Bl MOXETE
HACTFOUTS YBERCTEHIS &
cobisrmusin 8 pafioTe BuifipaHroi
nporpamMel & pazaene "Coboimus™

@-» gy = &=

M ==

Gv,

BiGopu coBITI M KoMTEHOTEDOS nOMATINA PO Pt
@ Mamenmrs napamerpi
[DOCTaBKK i (1]

I Xparmmua

Ynpasnenne cobbimsmm

Q ha Endpoint Security
Q) MaMeHuTb NapameTpbi cobLITHI CepBEpa a/IMHHICT pHPOBaHMNS

cobbITHI

| i

[orueron: 16 [

Puc. 5.92. Hactpoiika [ocTaBKe yBeAOMIICHHI

Ecnu mepeiitn 1o ccbuike Mzmenums napamempuvl 0OCMABKU Yée-
OdomaeHutl, ToO oTpoeTcsi okHO (puc. 5.93), TIe MOXKHO yKa3aTh PEKBU3UTHI
AJIEKTPOHHOM MOYTHI WM CKOH(PHUTYPUPOBATh 3aITyCK HCIOIHIEMOro (aii-
ma. Tam ke MOXHO 3agaTh IMAOJIOH U aBTOMATHYECKH (HOPMHUPYEMOTO
TEKCTA COOOLLIEHUS.

3aganue 3.

Hactpoiite cepBep s OTIpaBKK COOOIIEHUH MO SIEKTPOHHOH MO-
gre. [Ipy HanwYUKM TEXHUYECKOH BO3MOXHOCTH IPOBEPHTE TOCTABKY CO-
oOLIeHUH.

303



o]

¥i
e 4'-. 3nexTpoHHas no4Ta Ll
3aronoBOK 0THYETOB
Nonysarens: LE Y =
SMIP-cepeep: mE\l‘i&pbsm‘ru
TMopT SMTP-cepeepa: |
[lapanETDbl
Texcr
Cobbime %EVENT % npousowno na kommbioTepe “COMPUTERY 5 pomens %DOMAINY %RISE_TIMEY = =
%DESCR™
- ;l_l
Cnpaska

Puc. 5.93. Hacrpoiika napamMeTpoB OTIIpaBKU

== zE-

[P Kaspersky security Center
B (] Cepoep anmaucTpuposaHAs - AVSERY
¥npasnaemMbie KOMMSOTEPS!

Kaspersky Security Center

OTueTsiu yseacHnEHS
[31 Oruer 0 sepatsx nporparm Mlatoparopn | OTYET O BM pycax
27 Orer o supyeax Orer coneporr o supycroii [ —— anascex rpymn
[ Oruer o sanpewenmex sanyocax Nepnoa: ¢ 16 axeaps 2012 . no 15 despana 2012 .
[} OTueT o HanBonee 3APIKEHHIX KOMILHOT
[} OTuet 0 HecoBMeCTIMEIX MporpamHEX n
[3) OTer o nonsaoBaTensix sapmReHa KDY | 0 4 "
[} Oruer o pabore Beb-KonTpons H
[S OTuer o passepTLBaHA sAUMTE E K 2
[} Oruer o peectpe obopyaosanus §
[ OT4eT 0 peectpe nporpar 2 2 Pesynrans nesesmn:
[ Oruer o cobbrmusx Kowtpons ycrpoiicts o 1 P [ —
[ OT4eT 0 cocTosHAM 3AUNTEI . s l I 1| Buanesseno: 0
[31 OTuer 06 McnonbsosarA e 5 o e () Ya=neno:0
[2 OTuer o6 nnonbayereix Gasax EICAR-Test-Fie | N
[ Oruer of oumbrax
[ OTuer 0f
B [ Buibopron coBurmii u KkonmbioTepos
Bwif0pic KoMIBICTEPos Pl NP T
Cobrms A Bupyca wn onacoi Tan Onachix PasnuHLIX SaPaXRceHHEIX Onaciex
R —— nporpamms onacnocrn  ofbexton o5 KommbiOTEpOS
& 33034 N HaBOPOB KOMTLIOTEPOS EICAR Test-File spyc 5 1 1
Mporpane 1 yszemocTH
B Pasnmunbix EMPYCOB  ONACHBIX NPOrpamM : 1 Pasmanbix sapaennuix ofexTos : 1
[2) Xparmnmua |
Aetanuzauma 5 u3 5
[Tep—
BrpTYanbhL KnuenTcmi i Bpeun Onacuuiit Tun = Yaernan T
Cepsep e onacuoi obmexr DefcTone oo mmce ST
nporpammbl
. He Kaspersky
EICAR-Test- | 15 dempana  Di\ BoineueHo: Endpoint
Hoyrbyar NBL 212r. test_virus\, supyc NjA
Fie im0 il EICAR- Searity 8
0% : Test-File ana Windows
oo~ . i5desnana DA\ e Kaspersky
4l | I | KT |
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Puc. 5.94. Otuer o Bupycax




C 3amadveif, co3maromiei Mo paclUCaHUIO OTY4ET 00 OOHAPYKEHHBIX
BHpYCax, MBI yK¢ paboTanu B XOII¢ BBIIOJIHEHHS MpeIblayIneii mabopa-
TOPHOW PaboTHI. BBICTPO MPOCMOTPETh OTYET O TEKYIIEM COCTOSHHH CH-
CTEeMBI MOXKHO, Tepei s Ha y3en Omuemsl u ygedomienus u packpbis Omi-
uyem o supycax, cM. puc. 5.94. I3 oryera MOXKHO TIOTYYUTh WHPOPMAITHIO
00 0OHapyKEHHBIX BUpYyCaX, YHUCJIEe 3apaKCHHbIX KOMIBIOTEPOB, BPEMEHHU
oOHapyxeHus u T. . B wactHOCTH, Ha puc. 5.94 BHIHO, YTO Ha KOMIIBIO-
tepe NB1 ObLT HEeCKOITbKO pa3 oOHapyxkeH TecToBbIi (aiin EICAR.

Sagaunmue 4.

Cdopmupyiite oT4eT 0 BUpYyCax, 03HAKOMBTECH C €T0 COACPKUMBIM.

rsky Security Canter —10j x|

ouin [eicreue Baa Crpamca
e | AmlEl |
WA Kaspersky Seaurity Center
$ Cepoep aammncrpnposanna - AVSERV Hauano paGoThi + KapanTHH
] ¥npasnsemsie KoMALIOTeps!
%) Orer u yeeaownerin KapaHtnH [ 1
60prc cobiuli u ombioTEPOs Halif HHHIE Ha KIMEHT O KOMLIOTEPEX BNk, BO3MOXHO £
BLIBOPKH KOMTEIOTEPoS SADNENHOIE BAPYCAY WM HEHSNE-HEIE Ha HONEHT OBHapYIKEri, %
Cobuitua H
e SN ——— () O P T H
b 3anaw 4 Habopos KoreroTeDoS (3@
Mporparne 1t ysssimoc slalalzlalzlalzlalzlals
(epacrpenenerHLIe KoMLIOTEp! o o
& [ wanwa 228383823 382383
Wrcrann s raveTe SEEESSFEIS e
Ofvosnesun 5 = 5298
Ko & Z588
Peseparios xparnmue Kowniorep = | una [ crarye
Daiinui ¢ oTROWEHHO 06pABOTION
Y i
(OfbexTos B xparmuwe: 0

Puc. 5.95. Kapantun

Kak MBI BBIACHUIIM B XOJI¢ IKCIIEPHUMEHTOB, (haiiiibl, COJepIKaIIne
BHUpYCHl U Tpouee BperoHocHoe [10, ecnu ux HeNmb3d cpa3y BBUICUUTH,
YIAISIOTCS] ¢ KIMEHTCKOro KoMmbioTepa. Ho atu (aiiner He HyXHO cuu-
TaTh MOTEPSIHHBIMU 0€3B0O3BpaTHO. B cirydae ecnu B ceTn pa3BepHYT Secu-
rity Center, antuBupyc nepemeinaer ¢Gaii B OJHO U3 IEHTPATH30BAHHBIX
xpanwnil. B Kapanmun (puc. 5.95) nonanarot ¢aitisl, KOTOpbIC aHTUBU-
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pyC HE MOKET BBUICYMTH HA MOMEHT OOHapyXeHHUS B HUX BUpyca. Eciu
IOCJIe 0YepeTHOr0 OOHOBIICHUS CTaHET M3BECTEH CIIOCO0 M3JIeYeHus (aii-
Ja, TO €r0 MOXKHO OyJIeT BOCCTAaHOBHTH M BEPHYTh Ha KOMIBIOTED.

B Pesepsnoe xpanuruwe (puc. 5.96) nmomenrarorcs konuu (ansos,
yIaJsIeMBbIX C KJIMEHTCKHX KOMIIBIOTEPOB WJIM HM3MEHSEMBIX B IIPOLIECCE
nedenus. Hanpumep, Tyzna nonan ¢aiin eicar.com, yJaJeHHBIH ¢ KOMIIBIO-
tepa NB1. Ecnu BBISICHUIIOCH, YTO JEWCTBUS aHTHBUpYca OBLIM OMIMO0Y-
HBI, (ailJl MOXHO BOCCTaHOBHTH, BOCIOJIB30BABIINCH COOTBETCTBYIOLIEH
CCBUIKOIA.

=101

Haua/io paboTbi » PeepaHoe Xpanwmie

WA Kaspersky Security Center

5 (] Cepoep anmesicravposaua - AVSERY

I} Ynpasnaensie komnboTEpS!

([3) Orerui n yoenomnern PesepBHoOe xpaHunuuye

& [ Boonar cofermui u komneiorepos Pesepsrie KON daiinos, KoTOpbIE Bl yAanEHS! WA MSMEHEHS! B TIDOLLECCE NEYERH Ha KIHERTGRMX KONTOTEDaX.
Buibopr KoMnbloTEPoS. -
Cofurmus & AobasuTs ww yaanuTs rpade
s 32121 Cepeepa anmaicrpuposain ) Ofinosuts
& 3anawn Ans HaDOPOS KOMMLIOTEPOS.

TIporpamms1 1 ys8uMoCTH R o o o -

=1 S icne com
= o1 acr.com Buineuen

B [ Xpannmmua Komnurotep: Ne1

VHCTamAmOHLE naKeTH cratye Beinevien
Ofroaneris Vs eupyca: EICAR Test-File

Ko Rara noweuenns: 15.02.2012 17:18:22
KapaHTiH Paswep (6aiir): 68

xparne TyTs: D\test, virus\eicar. com
aiin) ¢ oTnoeHol obpaBaTol Nonkssearent: LABSARsCTpaTSp

@ Nepeiin x KomnbroTEpY

@ Boccranoputh,

@ Coxpamnre wa Anck

@ Ornpasurs b "MiaGopavopmo Kacnepcxoro™
Q OTKpLITL OKHO CaOHCTE KOMNLIOTEPA

@ OTpLITL oo cacicTs obneakTa

K Ynams ofwext

NS Bl

[ofwecros s xpammae: 1

Puc. 5.96. PesepBHOC XpaHmiunIie

W mocnieqnee paccMarpuBaeMoe B JaHHOH paboTe XpaHWIHINE —
@aiinel ¢ omnodxcennou obpabomroi (puc. 5.97). Pemenne o AeCTBHUIX B
OTHOIICHUH TakuX (hailyIoB JAOJDKEH NPUHATH aIMUHUCTPATOP aHTHUBUPYC-
HOM 3alIUTBHI.

3aganue 5.

O3HaKOMBTECH C COIEPKUMBIM LIEHTPAIM30BAHHBIX XpaHWINL] Ha
BallleM CepBepe aIMUHUCTPUPOBAHUSI.
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OG'])HCHI/ITG, IMo4YeMy TaM OKa3ajJuCb Haﬁ}leHHLIC B XpaHWIMOIax

(aitmsL.

[ Kaspersky Security Center

=lolx]

WA Kaspersky Security Center

2 (] Cepoep anmvicrprposarsin - AVSERY
) Yroaemsere omsioTeps:
[2) Orversi n yeeaonnenns
B [ Buibopk coBerTuit 1 KomnkioTepos

@i,

®daiinbl ¢ 0TNOXKeHHOW 06paboTkoi
v

Hauano paGoTsl > Daibl € CTIOKEHHOH 06PaGOTHOH

% Buiopro1 KommbroTepos

Coermun @ AcbasnTs w1 yaanTs rpadel

O ObomTs

Mporpamms 1 ysswHOCT e [

[ crarye

Pelerys anMARACTpaTOpa.

< Hex B >

o Hepacnpenenermsie xonnooTeper

&5 3anan Cepocpa anmwcTprposara
4 3ana41 an Ha6opos KonneraTeRoE
2 () pamnua

2 IrCramuAORE nakeTs!
[ Obirosnern

I

0|

[O6werTon & xparmave: 0

Puc. 5.97. ®aiinel ¢ 0TII0XKEHHO# 00pabOTKOI

IIpu oOHapyXeHUU B CETH BUPYCHOTO 3apakK€HHUsI MOKHO PEKOMEH-

JIOBaTh CHayaja JUis MOJIYYEHUs MOCIEAHUX OOHOBJICHUIN BPYYHYIO 3aIly-

CTHUTH 3a1auy 3aepy3ka 0OHOGeHull 6 Xxpanunuiye (B 3a1a4ax JJs cepBepa

anMuHECTpHUpoBaHus). [locie 3TOro MOKHO BOCHOIB30BATHCSI BHIOOPKOU

Komnviomepsr co cmamycom «Kpumuyeckuiiy, 9TOOBI ONIpENeNUTh TE

KOMITBIOTEPBI, Ha KOTOPBIX OOHAPY)KEHB! BUPYCHI WM JABHO HE BBIIOJIHSI-

JIaCb IIPOBCPKaA. ,HJ'ISI OTO6paHHI>IX KOMIIBIOTEPOB CICAYCT CO34aTh 3aJdaqdy

THouck eupycos.

Korpga vHIMAEHT W ero moCiIeACTBUSl yCTPAHEHBI, ISl 3aTPOHYTHIX

UM KOMIIBIOTEPOB HA/I0 OOHYIUTH CUETUYHUK BHPYCOB, KaK ATO MOKA3aHO HA

puc. 5.98.
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3amanue 6.

C nomompio ¢aiina eicar.com BBIIIOJHUTE HWMHTAIUIO BUPYCHOM
ataky. BeimonmHuTe pexoMeHayeMble IPH BUPYCHOM WHIMACHTE AEHCTBUSL.
B pesysbrare 3amycka IOMcKa BUPYCOB Ha KOMIIbIOTepax ObUI 1M 0OHapy-
JKEH TeCTOBBIN (aitn B *.zip apxuse? A B *.7z? Kak MOXHO OOBACHHTH TTO-
sBiIeHue Qaina n3 *.7z apxuBa B XpaHWiHIe Daiiibl ¢ OMIOHCEHHOU 00-

pabomkoii?

[ocne sToro skcrepuMenTa OOHYJIUTE CISTINK BHPYCOB KOMITBIOTE-

pa NB1.

4 Kaspersky Security Center

©aiin  Oeficrore Ban  Crpaska

Lioixi

s
B == IERE A
e

WA Kaspersky Security Center
B (2 Cepsep anmmmcrpuposarus - AVSERY
B I} ypassensie komnsioTept:
1) royéver
(%) Orversi 1 yeeaomnenma
= [ Buibopiut cobLiTw 1 KoMnioTEpOE
& [ Boop komnoroTepos
& Bazei ycrapenn

PynnGi

KnueHTcKkMe KoMnbloTepbI

@ Aobaeuts KoOMNBIOTEPBI

lomAT KN

Haero e
B0 re nosoanA

Ecre neobpaboTannsie ofberTsl

Haiigeno -oro Bupyess
He scnovena saua

HOBEIE KOMTIHOTEDb & CETM

aupyco

| Komniorepsi co crarycon Kpumisea
i Kornororepsl co crarycon Tipeaynpe

He ycranosnen Arvenpyc Kacnepos
HepampeneneHHeIe KoMLIOTEpS! ¢ A

KoMNbIOTEDOB

(@ AobasuTs vnw yaanTe rpade

@ Ofwosuts

cratyca

KomnbloTepbi

Cratycu omnswarepos:

Hauano paboThl » HoyTOYIH

Mpor parmto 1 yszoswoCT
22 HepacipeaenerHsIe KoMMSIoTEpE!
& I8 xpanumua

&
|4 3anaun Ana Habopos KoMNLICTEPOR

i

Saura
Motepsrio yrpasnere -
@ Windows 7
[, Coburmus ‘YcTaroBuTs nporpanmy.
Bhewrme vcTyEHTH

crarye; B B B o rornoorepa:

Domennoe uma:

1P-appec

CocTomnme saupre:
Mocnenmee o6uoanenne:

[— "

KpuTHueckwii/ Buum 8 ceTh

& [laBHo He BEnomHRNCS nonok.
supycs

nbLlabs.local

192.168.15.11

BunonHAETCH

10wy razan

Ofnapymeno oupycos: 5

Bupyma 5 e
Coepnnenne ¢ Cepaepon:

Onepauno

Beponn Arenta

MY Hazan
rayTy nasan ||
Microsoft

HHAA CHCTEMD:  yifindows 7

9.0.2825

apunmcT puposasmn:

Bepow anTwanpycHoR

nporpanm

o 8.10.6%

Deiicrenn

nporpamy

© Oiymrs caerunk swpycon

@ Cospars sapauy

[-]

Puc. 5.98. O6HyneHue cueTyrka BUPYCOB

Taxoke He Hamo 3a0bIBaTh MOJMTUKY, aKTUBHPYIOIIYIOCS MO COOBI-
THio «BupycHas aTaka», KOTOPYIO MBI CO3IaBajH B Ipeaslayiel madopa-

TopHOU padote. Ha3piBasach oHa «CBepXHAIC)KHAS 3aLTUTAY.

308




3ananue 7.

WNuunnunpyiite Ha komnbiotepe NB1 Takoe 4Mciio HHIIMIEHTOB, YTO-
OBl cTaja aKTUBHOW TOJMTHKA JJI aHTUBUpPYCa, CO3IaHHas Ha Claydai BH-
pycHotli ataku. Yoeaurecs B 3ToM (puc. 5.99).

S
Qaiin  [efictene  Bua  Crpaska

DB EIENENE el
Wi Kaspersky seaurity center |

= (] Cepoep anmamcrpuposanta - AVSERY L Monutnkn okt
B [} Ynpasnserie xommsioTepol
n HoyTomet Hauano paboTei » YNpasngeMbie KOMNbIOTEPbI
%) Oreer n ysenomner =]
& i BuiBopru cofibmili u komrbroTepos MoNUTUKHU

B [ Bobopr romoroTepos TIOMUITIRGA MCTOM3YIOTCA 119 SAASHAS MapANETPOS
@ Bazul yerapen 33U W 0LV NGPaNETDOS porpaNN.
RasHo ve sunonsnes nouck aupycos | () COIATE MOMATHKY.
Basno ne noakosanas
Ecti neofpaboTarte ofbexTs
& Kommutorepsi co cramycom Kpurinaea | () VnopTuposars nommy us daiiia
| KomnetoTep co craTycom Tipeaynpe. {(5) OBroswms E
Haiiaeno uroro supycos E
He erotera sawma Ao
He yCTaHomneH AHTABDYC Kacepede
HepacTpeneneHHLIe KONTSOTEDbI C A
HOBLIE KOMIBIOTEDG B C2TH

@ CossaTs nommy sauuret

MoTepsto yrpasnere ™ Morastigats yracneaosantole nomuTyA
i@ Windows 7

Mg~
[, Cosbrrun [T—

b 3ana1 Cepsepa anmnCTpHpOSAHAR
g 3aaan ana raiopos KommsoTepos
o

I

[ crarye e

Nporpamma: Kaspersky Endpoint Security 8 s Windows

‘anexran sawnTa Astrera

iporpanis 4 yssEuMOCTA

1§ HepacpenenenHsie KoMMErOTEDE!

& [ xpanmmua
VircTannAmoHHEIE MaKeTEl { | I npwerecs 2 3 eoumor epax
Ovoaners \ / Il Ountia rpvmieses v © nonrsorepat
Knoun

Toppotues —
Keperrms °

Peaparioe xpanmanue

@ain € 0TROKEHHO 06paBoTIO

Q Wamesnr s napamerpi nomTH
Kourpon.
@ Kowrpons anyoca nporpan () KowTpons axruswocin
@ MowTopur ysmavocTeR () KoHTPOM yCTpolicTe

gl | 0| @ BeSKompons =
[Mpynn: 1, KomneroTepos: 4 [ [

Puc. 5.99. CpaboTana nonurtrka Ha cirydail BADYCHOH aTaku

Cranu 1 IPOBEPATHCS OTKPhIBaEMBbIE *.Zip apXUBBI?
CroycTss HEKOTOpO€ BpeMsl BHOBb Ha3HAUbTE AKTUBHOM HCIIONB3YIO-
LIYIOCS [T0 YMONYAHUIO [lonumuky saujumaot.

5.11. HACTPOUMKA IMMPOTOKOJIA IPSEC
B WINDOWS SERVER 2008
ean paboThl.
B mabGopatopHoii pabote paccMaTpuBaeTcs MOPSIIOK HACTPOWKH 3a-

IIUIIIEHHOTO C IMOMOIIbI0 npoTokoja [PSec coennuenus Mexay KIMEHTOM
U CEpBEPOM.
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Hcnonb3yeMble MporpaMMHBIe CPeICTBA.

Kommsrotep wiu BupryansHas mamuaa ¢ OC Windows Server 2008
M YCTaHOBJICHHOW W HacTpoeHHOU pospto Active Directory Domain Ser-
vices (B ommcanmu — Serverl). Bropoi (Gu3HUECKHi KOMIBIOTED HIIH
BupTyanbHas Marmaa ¢ OC Windows, BkiroueHHas B JOMeH. B onucanuu
71ab0opaTOpHOI pabOTHI HCIONIB3YeTCs BTOPasi BUPTyallbHAs MallluHa, pabo-
taromas mon ympasineHuem OC Windows Vista (Vistal), Ho MoxHO Hc-
moap30Bath 1 aApyrue Bepcun Windows. B momene pa3sBepHYT LEHTP cep-
TH(UKAIINN.

Onucanue padoThl.

Henpro paboThl gBIsieTCS HacTpoika mpoTtokoia [PSec ans mmdpo-
BaHMs JAaHHBIX, MEepPeIaBacMbIX MEXIy CEpBEpOM U paboueil craHIUeH,
HAXO/ISIIUMUCS B OJTHOM JIOMEHE.

s pabotel ¢ monmutukamu [PSec cymectByer ocHactka [PSecurity
Policy Management. Ecnu 3amycTuTh KOHCOJNP mMmC W J00aBHTH 3Ty
OCHACTKY, ITOSIBUTCS 3aIpoc, JUIS Kakoro o0bekTa OyJeT MCIOIb30BaThCS
ocHactka (puc. 5.100).

Select Computer or Domain N _)g

Select which computer or domain this snap-in will manage
When this console is saved the location will also be saved

€ Local computer

The computer this console is unning on

Active Directory domain of which this computer is a member:
" Another Active Directory domain (Use the full DNS name or IP address):

l—
Another computer:
I Browse... |

o

< Back: I Finish I Cancel l

Puc. 5.100. Bertbupaem o6BeKT 11t paboTh
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7= Console1 - [Console Root\IP Security Policies on Active Directory]

@ Fle Acion Vew Favorites Window Hep

@82l BimE

Name 4

(&4 client (Respond Only)
A secure Server (Require Security)
A server (Request Seaurity)

Communicate normally (unsecured). Use the def...
For all IP traffic, always require security using K....

For all IP traffic, always request security usingK... More Actions

Puc. 5.101. TIpenonpenesnenusie moautiku [PSec

Hactpoiiky Oynem fenaTs ¢ MOMOIIBIO IOMEHHOUM MOJUTUKU. B Hel

yKe CYIIECTBYIOT TPH MpenonpeaeneHHble noautuku (puc. 5.101). Ho nam

HYXXHa 6YHCT HOBasl, yIpaBJIAOMas pa60T0171 KOHKPETHOI'O CEPBEpa U KiIU-

enra. [loaToMy B KOHTEKCTHOM MeHIO BbIOMpaeM myHKT Create new

security policy u mo 3ampocy mMactepa HasHauaeM eii ums Serverl_Vistal.

1P Security Policy Wizard

Completing the IP Security Policy
Wizard

d ifying the

You have i
for your new IP Security policy.

To edit your IP Security policy now, select the Edit properties
check box, and then click Finish.

To close this wizard, click Finish.

<Back Fiish Cancal |

Puc. 5.102. Oxno macrepa IP Security Policy
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Hactpoiika B ciexyromeM OKHE MOHAAOOWUTCS B Ciydae, €ClM HC-
MONB3yIOTCsL mpeppaymue (mo cpasHeHuto ¢ Windows Server 2008/
Windows Vista) Bepcun onepariroHHbIX CHCTEM, €r0 IIPOIYCKaeM.

Beibpas B okue (puc.5.102) mymxr Edit Properties, mepexomum
HETOCPEICTBEHHO K CO3/IaHUI0 HACTPOEK.

Ham moHamo6GuTCst HOBOE MPABHUIIO, TIO3TOMY B OKHE, MPECTaBIICH-
HoM Ha puc. 5.103, naxxumaem kaonky Add. B criemyroriem okHe yka3biBa-
€M, HaZo JM onpeaesisTs TyHHenb (puc. 5.104). Tak xak MBI IDIAHUPYEM
ucrnoiib30BaTh [IPSec B TpaHcmopTHOM pexxume (cM. pasznen 3.3 JmaHHOTO
n0co6us), 3TO He MOHATOOUTCS.

Serverl_Vistal Properties | 2|

«| | i
Add... I Edit... I Hemove | V¥ Use Add Wizard
oK | Cancel |

Puc. 5.103. [lo6aBnsieM mpaBuiio

Crenyromuii 3ampoc Kacaercsi TOro, JUisl KaKuX MOJKITIOYSHUN Ieii-
CTBYeT NpPaBWJIO — JUIS BCEX, MOJKIIOYCHHH M3 JIOKAJBHOW CETH WIH
ussHe. Hac ycrpout BapuanTt «yst Becex» (anen. All network connections).
IMocne 3TOr0 OYAET MPEAIOKEHO OMPEICIUTh, B OTHOILCHHH KaKOro THIA
Tpaduka aeiictByet cozaaBaemas nonutrka (puc. 5.105).
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Security Rule Wizard

Tunnel Endpoint
The tunnel endpoint is the tunneling computer closest to the IP traffic destination.
as specified by the security rule’s IP filter list.

Puc. 5.104. Bri6op THIa COCTMHEHUS

Security Rule Wizard

IP Filter List
Select the IP filter list for the type of IP traffic to which this security rule applies.

Puc. 5.105. ®unbTphl MO3BOJISIOT ONPEACIUTS,
Kakue TmakeTsl OyyT 3amumartbes [PSec

[penycraHoBleHHbIE NpaBHia HACc HE YCTPaWBAIOT, TaKk KaKk HaM
HYXXHO 3alllUIICHHOE COEIUHEHHE MEXIy NBYMsSI KOHKPETHBIMH Y3JIaMH.
Haxxumaem kuorky Add, 4toObl 100aBUTh HOBBIA CIHUCOK (DHIBTPOB
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(puc. 5.106). 3amaem eMy UMs B HaXkUMaeM KHOINKy Add, 4To IpUBOAMT K
3aIyCKy O4epeaHOT0 MacTepa.

[H 1P Filter List

Puc. 5.106. JIo6aBsieM HOBBI# CIUCOK (PUIIBTPOB

Security Rule Wizard

IP Filter List
Select the IP filter list for the type of IP traffic to which this security rule applies.

O Al CMP Traffic ICMP packets bet...
O Al IP Traffic Matches all IP packets fromt...
e

Puc. 5.107. Bribupaem co3nanublii GUILTP
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Pabotas ¢ macTepom, omnpeaenuM UCTOYHHK (arHen. SOUrCe) makeToB
(B BeImagaromem crucke BeioepeM «A specific DNS name» u ykaxem ums
Vistal.test.domain), momydarems — Serverl.test.domain. [lamee MoXHO
BEIOpaTh 3allWIaeMblil MPOTOKOJ. B Hamem mpumepe — 000t (anen.
Any). Takum 06pa3oM, Mbl cO31aa (HIBTP M TENEPh HYKHO OTMETHTH
ero, Kak ucnosb3yonmiics (puc. 5.107). B crnenyroiieM OKHE 3arpaiiiBa-
eTCs JIGHCTBHE IUTS CITydasl, €CIIM MPUXOAWUT HE3alIUIICHHBIN makeT. Ero
MO>KHO TIPHHSTB, IPU 3TOM OTBEUAsl 3AIIUIICHHON MTOCHUTKOM, a MOYKHO 3a-
OJIOKMPOBATh (VI ATOTO MPEAONPEACICHHOTO MpaBWiia HET, HYXXHO CO-
31aTh HOBOe, HaxaB kHonKy Add). Beibpanubiii Ha puc. 5.108 BapuanT Re-
quire Security mpeamonaraer, 4To cepBep MOXKET IPUHAMATDH HE3AIIUIICH-
HBIC TIAKETHI, HO B OTBET IpEJIaracT YCTaHOBKY 3aIlIWIIEHHOTO COCIHHE-
HUSL.

Security Rule Wizard ] x|

Filter Action
Select the filter action for this security rule.

If no filter action in the following list matches your needs, click Add to create a new one.
Select Use Add Wizard to create a filter action using the wizard.

Filter Actions: IV Use Add Wizard
Neme | Desciption | aad. |
QO Pemit Permit unsecured IP packetst...

O Request Security (Optional)  Accepts unsecured communi... Edt... l

Require Security

ots unsecured communi

<§ack|ued>ICmcel

Puc. 5.108. JleiicTBust mpy moIydeHUN
HE3alIMIIEHHOTO MTaKeTa

Manee npemnaraercs BoIOpaTh MeTo ayreHtudukarmu (puc. 5.109).
Bri6op genaercs Mexay MCmoib3oBaHueM nportokona Kerberos, ayrenTu-
(ukanpelt Ha OCHOBE IU(POBBIX CEPTUPHUKATOB H IMPEIONPEIACICHHBIM
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kmodoM. IlocnenHuii BapuaHT HauMeHee HagexeH. UTo ke Kacaercs mep-
BBIX JIBYX, TO €CIIM IOJKITIOYEHHS MPOU3BOJATCS BHYTPU JIOMEHA, MOXHO
BeIOpaTh Kerberos. Eciam y3en BHemHwWi, HO A HETO HAIIMM KOpIoOpa-
TUBHBIM LIEHTPOM CepTH(UKALMHU BBINYIIEH CEPTU(HKAT, MOKHO IpUMe-
HHUTb BTOPOH METOJ ayTEeHTH()UKAIIIH.

Security Rule Wizard

Authentication Method
To add muttiple authentication methods, edit the security rule after completing the
wizard.

@A client (Respond Only)  Communicate normally (uns...  No
@A seaure Server Requi... For all P traffic, alwaysreq... No
BAserver (Request Sec... For al IP traffic, always req...  No

& g Poicy-based Qos
&) [] Administrative Templates: Policy definitions |
Preferences

Puc. 5.110. HaznaueHnue noJmMTHKN
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Takum 00pa3om, MBI CO37alld HOBYIO TOJMUTHKY. Temepb ee HaJlo
Ha3HAYUTH (awen. Assign). CoemaTe 3TO MOXHO B pPelakTOpe TOMEHHOM
noauthku: MeHro Start-> Administrative Tools-> Group Policy Manage-
ment uatitu Default Domain Policy u B kouTekcTHOM MeHIO BoiOpath Edit,
mociie yero B pasgene Computer Configuration ->Policies-> Windows
Settings->Security Settings naiiti monutuku [PSec, BEIOpaTh HYKHYIO U B
KOHTEKCTHOM MEHIO BeIOpath Assign (puc. 5.110).

3aganue.

Coznaiite monmutuky [PSec. [IpumeHnB monmMTHKy, MPOBEPHTE CO-
eIMHEHHE MEXKy KOMIIBIOTEpaMH.

BriosiHe BO3MOKHO, 4TO cpa3y yCTaHOBUTH COETUHEHUE HE MOTYUHUT-
cs. [IpoOeMBl MOTYT BBI3BaTh UCIIOIBE30BAHNAE MEKCETEBBIX SKPAHOB (Kak
BCTPOCHHBIX B Windows, Tak U OTOENBHBIX PEIICHUH) U TPAaHCISIHS azpe-
coB (NAT), ecu oHa mpuMeHseTCa. BO3MOXXHBI U IpyTue MPUYHHEL.

= IPSecton - [Console Root\IP Security Monitor\SERVER1\Active Policy] =5[]

i@ Fle Acton View Favorites Window Help

e
9 [ Zm[X = [EE |
[ Console Root Ttem T bescription T Actions
& & 1P Security Monitor "X Policy Name Server1_Vistal
A Active Policy A
B @ SRVERL X Policy Desaription .
QR X Policy Last Modified 30.01.2009 20:39:42 More Actions 4
& (@ Main Mode X policy Store Domain Store
g Ge"e’ﬁ" F?e’s X policy Path LDAP:/fcN=ipsecPolicy {7...
a ;’:‘; oic:el:ers X Organizational Unit LDAP://DCtest,DC=domain
2 statistics X Group Policy Object Name Default Domain Policy
(23 seaurity Assoda
£ [ Quick Mode
(20 Generic Filters
(23 Spedific Filters
(Z3 Negotiation Polic
20 statistics

(22 security Associa

Puc. 5.111. Ocuactka IPSec Monitor

[Ipu BBIACHEHHH NMPUYUH HENPABHIBHONU Pa0OTHI MOXKET HCIIOJB30-
BaThCs ocHacTka mmc IPSec Monitor (puc. 5.111), no ymonuaHuio oHa He
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yCTaHAaBIMBACTCS, €€ Hal0 100aBiATh. IloMoms MOXKET Takke OKa3aTh UC-
nojp3oBanue yrunutel Network Monitor u ananus s»xypHaioB MeXCETEBBIX
3KpaHOB.
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